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Welcome to OpenEnterprise for Beginners

This manual is the first real exposure most readers will have to the OpenEnterprise product, and
we recognize that first impressions count. We have tried hard to provide a basic introduction,
suitable for anyone with basic knowledge of SCADA or process control. However,
OpenEnterprise is a powerful, flexible product, and as a result there’s a lot to learn — and this
manual is just the beginning.

As OpenEnterprise has expanded into newer and wider markets more of our customers have
become interested in a “do it yourself” approach to setting up their systems. Because of this, the
need arose for a more user-friendly manual that explains how to set up the basic features of
OpenEnterprise, with special emphasis on examples. The result is this manual - OpenEnterprise
for Beginners. We recommend you work though the manual, and set up each of the examples.
On the OpenEnterprise CD we have included some example loads (programs) for Bristol RTUSs.
If you don’t have your own RTU loads, you can use these.

Initially, most of the SCADA systems we sold were configured primarily by our own in-house
system engineers, as well as experienced third-party system integrators with a high level of
technical expertise. For these customers we developed a very detailed set of reference manuals,
which can be found on the OpenEnterprise CD. After you have completed the examples in this
manual, we recommend you use these reference guides as you design and implement your
system. You will also find that the product itself includes a comprehensive online help system —
we recommend you use it regularly.

Thank you for buying OpenEnterprise. All of us at Emerson who have worked on this product
are proud of it, and would like to hear any feedback you may have, good or bad. We try hard to
incorporate improvements into each new release, and many of those improvements and new
features arise out of suggestions from our existing customers. Please email or call me with any
suggestions or comments you may have, either on this manual, or on the product.

Steve Hill

SCADA Program Manager

Emerson Process Management

Tel: +1(860) 945-2501

Email: stephen.hill@emersonprocess.com

Contacting the OpenEnterprise Support Team

Telephone support for OpenEnterprise users is available Monday through Friday from 8AM to
4:30PM (Eastern U.S.) excluding holidays and scheduled factory shutdowns at the following
number: 1-860-945-3865

You can e-mail the OpenEnterprise Support Team at: openenterprise@emersonprocess.com
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Chapter 1 - Introduction - What is OpenEnterprise?

OpenEnterprise, often abbreviated as OE, is

Bristol’s primary Supervisory Control and Data

Acquisition (SCADA) software package. It is used
primarily in the water, waste water and natural gas

industries. It also includes an integrated human
machine interface HMI to provide data to plant

operators, via graphical displays (mimics), trends,

alarm summaries, and web pages.

The name OpenEnterprise is derived from
two of the principal philosophies behind the
product.

It is “‘open’ in that its individual components
utilize industry-standard architectures,
languages, and protocols (SQL, ODBC, OPC,
TCP/IP, DDE, etc.), making it extremely
flexible, particularly with respect to
communicating with third-party hardware and
software products.

The ‘enterprise’ part of the name applies
because it is designed to provide data to other
parts of your business enterprise.

Client workstations, called OpenEnterprise
Workstations are personal computers (PCs)
that communicate with the OpenEnterprise
Server.

OpenEnterprise for Beginners

Too many buzzwords!
What is it really?

OpenEnterprise provides a powerful database
that has been optimized for process control,
plus a rich collection of different software
programs that allow you to view, manage,
manipulate, and export the data residing in the
database.

The OpenEnterprise Database resides on a
computer called the OpenEnterprise Server.
The OE Database is the central storage location
for all real-time data collected from your
process control network, and all historical data
you are currently using for trends, reports, etc.,
plus all of the configuration data for the system
itself. The OE Server uses Open BSI software,
(another Bristol product) which allows
communication with a network of Bristol
remote process controllers. An OPC Server is
also provided for communications with third-
party devices.

1-1
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OPENENTERPRISE WORKSTATIONS

For operator interaction with system (HMI).
Users can view graphical displays, trends,

print reports, etc.

OPENENTERPRISE SERVERS

(OE Database resides here, Open BSI software
and RDI 3000 for communication with controller
network.) OPC Server included for export of data
to third-party applications and devices.

ControlWave-series
controller(s) running
ControlWave projects

Inputs from field instrumentation

Network 3000 series
controller(s) running
" ACCOL loads

“

PP

(contact closures, flow meters, pressure transmitters, etc.)

These workstations run software that allows plant
operators, and other users, to view detailed graphical
displays that depict current conditions of your plant or
process. These displays typically use graphical symbols
of things like pumps, valves, tanks, etc. that can change
color, move, etc. based on the status of your plant. The
workstations can also be configured to display and
manage alarm messages, show graphical trends of real-
time and historical data, and to print reports. VVarious
levels of security can be configured to limit access to
different portions of the database, particular displays,
etc. Many other features are available in
OpenEnterprise, but these are the most common ones
used on nearly all systems.

The OpenEnterprise Server responds to requests for
data from the client OpenEnterprise Workstations.
When the OE Workstation requests the data, the OE
Server looks for the requested data in the OE Database,
and then responds by sending back the requested data.

1-2

What do we mean by
Client and Server?

The client / server definitions in
software mirror those in your daily
life. If, for example, you go into a
restaurant and sit down to eat, you
are the client. You request certain
types of food from the waiter /
waitress (your server) who then
returns with the food you requested.
Similarly, an OpenEnterprise
Workstation includes client
software, which requests data from
the OE Server, which responds to the
requests, and serves up the data, at
the OE Workstation.

In summary, the client asks for
something, and the server
serves it up to the client.

OpenEnterprise for Beginners
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How does the Database work?

We’ve been using the term *Database’
a lot, but we never really said what a

database is.

A database, in its simplest form, is

really just a bunch of tables that have

some pre-defined interrelationship.

When we say tables we’re referring to
a grid of rows and columns, like in a

spreadsheet program.

The intersection of a row and column
is called a cell, and contained within
the cell is a single piece of data called
a value. It could be a numerical value,
a string of text, a Boolean ON/OFF

value, etc.

Rowl

Row 2

Row 3

Row 4

A cell of the table. This particular table has 36 cells.

Column 1 Column 2 Zolumn 3 Column 4 Column 5 Column 6 Column 7 Column 8 Colul

/

ﬁ_\

When we talk about the interrelationships between tables, we mean that certain information in
one table, references other data in yet another table. These complex interactions between tables
are part of the database design, also known as the schema.

OpenEnterprise contains a schema specially designed to handle the information gathered from

complex industrial processes.

Learning the Real Database ‘Lingo’ (Attributes, Records, and Objects)

The people who write database
programs use a whole different
set of terminology when they
refer to the structure of tables in
a database.

Instead of referring to the name
of a particular column, or a
heading, they call the column
name an attribute. Attributes
are characteristics, or qualities
associated with something.

OpenEnterprise for Beginners

Record 1

Record 2

Record 3

Record 4

Each box in the table, can hold one OBJECT. This particular table can hold 36 objects.

Attribute 1 Attribute A{e 3 Attribute 4 Attribute 5 Attribute 6 Attribute 7 Attribute 8 Attribute 9
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Instead of calling the row of a table a row, they call it a record. That makes sense, because a
record implies something that is recorded or kept for a certain period of time. Another word used
to refer to a record is object.

A simple table from the OE Database, called dvi_schedule is shown, below. (NOTE: The first
row shown, isn’t actually part of the table, it’s the names of the attributes in the table.) The
attributes are called *scheduleid’, ‘maxinterval’, *‘mininterval’, ‘offset’, and ‘disable’. Currently,

the table has three records, each of which has those five attributes.
o Ry o o —— - o ——_—— - +

| scheduleid | maxinterval | mininterval offset | disable |
-------- Fo—_—— — — 4

|
+ +
1 | "01-JAN-0001 00:00:05" | NULL | NULL | NULL |
I 254 | "01-JAN-0001 00:00:05" | NULL | NULL | NULL I
2 | "01-JAN-0001 01:00:00" | NULL | NULL | NULL I
+ e — e +

Whenever a particular attribute of a record is not defined, or has no value, it is labeled NULL.
For example, if we had a record describing a person, and that person had no middle name then
the middlename attribute would be set to NULL.

Please Remember...
A DATABASE is just a big collection of tables.

An ATTRIBUTE is just the name (heading) of a column in one of the
tables.

A RECORD is just arow of a table. Another word for this is OBJECT.
A single piece of data in the database is a VALUE for a particular

attribute of a particular record. If no value has been assigned, the
value is “NULL".

1-4 OpenEnterprise for Beginners
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What sorts of things are saved in the OE database?

All the configuration data for the OE Server, as well as all of the real-time and historical data
collected from the network of process controllers, is kept in the OE Database.

What do we mean by “Real Time Data” and
“Historical Data” ?

Real time data describes conditions occurring right now, i.e. the current state of your process
or plant. Granted, there is a slight delay (usually measured in a few seconds or less) between
the time when the data is sent by process instruments (flow meters, level switches, etc.) and
when it is actually inserted in the OE Database, but this is usually inconsequential. The data
reflects current operating conditions, and you can act on it, to change those conditions.

Conversely, historical data refers to things that happened some time in the past. It is data that
was collected at some previous time, such as last week, last month, etc. Generally, historical
data is used to help identify trends in system operation, and also to generate reports required by
regulatory agencies, such as the Environmental Protection Agency (EPA) etc.

In summary, ‘real time data’ means data from right now, and *historical data’
means data from some time in the past....

The data in the OE Database is stored in hundreds of different tables, most of which we’re never
going to look at, because they perform various internal housekeeping tasks. We are, however,
going to list some of the tables that you’re likely to make use of, as you configure your OE
system. You don’t have to memorize these now, we’re just listing them so that you get a feel for
the sorts of things that get stored in the OE Database, and so you might recognize the names
later, when you have to use them.

The Most Frequently Used Tables in OpenEnterprise

Table Name(s)

What is this used for?

Realanalog

This table includes all the analog signal data collected from your process
controllers. It includes the signal’s name, the signal value, etc. Examples of
the data stored in the Realanalog table would include pressure readings,
temperature readings, flow readings, etc.

Digital

This table includes all the logical signal data collected from your process
controllers. It includes the signal’s name, the signal value, etc. Examples of
the data stored in the Digital table would be valve OPENED/CLOSED
positions, switch ON/OFF statuses, pump RUN/STOPPED statuses, etc.

Nw3000device

This table contains information about the individual controllers in the
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network.

Nw3000polllist This table defines lists of signals to be collected from controllers.

Dvi_schedule This table defines the scan time classes used in poll list collection. We’ll
discuss that subject later in this document.

Users This table lists all of the persons designated as valid users of the system,
and records information about them, and what they are allowed to do in the
system.

Oelogdata, These tables are used in the definition of the OE Historian. The OE

Oelogcolumn, Historian allows data collected into the OE Database to be saved and

Oelogcontrol, reused later in trends and reports.

Loghistory

How does data get from the Controller Network into
the OE database?

Data from your network of remote process controllers is collected and stored in the OE Database.
The actual communication between the Bristol controllers and the OE Database is handled by
Open BSI and a communications driver program called RDI3000. (RDI3000 stands for Remote
Device Interface 3000 -- 3000 refers to Bristol Network 3000-series controllers. Our
ControlWave-series of controllers can also communicate via this method.)

There are five (5) methods by which data goes from the Bristol controllers into the OE Database.
They are:

Alarm Data Collection

Poll List Collection

RBE Collection

Array Collection via Open BSI Converter
Archive Collection via Open BSI Converter

In addition, RTUs and PLCs manufactured by other vendors can communicate with the OE
Database using vendor-supplied OPC server software and custom communication drivers.
(We’re not going to cover this subject in this book.)
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Alarm Data Collection

Alarms are generated in a controller when a particular
signal goes outside a pre-defined range, or changes
state into an alarm state. Some typical alarm
conditions might be that a liquid level is too high, or a
temperature is too low, or that a pump has failed to
start.

We’ll talk, in detail, about alarm concepts in another
chapter. At this point, all you really need to know is

that an alarm is a message that is telling the operator
that something happened, which could potentially be
serious.

An alarm means something
just happened and needs
attention. For example, the
controller detected that a
pump failed, or a pressure
signal is too high....

OpenEnterprise displays these alarms on the OE Workstations. In addition, OE can be
configured to send alarms via e-mail, and to cell phones and pagers.

Poll List Collection

Most people are familiar with the term polling in
connection with elections. Every two years, for
example, your town might have an election for mayor,
and people go to the polls to vote. That’s similar to the
type of polling we’re discussing here. In the Poll List
data collection mechanism, OpenEnterprise sends out
requests for data from the controllers according to a
pre-defined schedule. For example, collect a certain
type of data every two hours. All signals collected as
part of the same scheduled collection are said to be in
the same scan time class. For example, if hourly flow
totals must be collected, an hourly scan time class can
be defined, and all hourly flow totals collected as part
of that scan time class. The signals included in a
particular scan time class are automatically placed into

structures called poll lists, by the OE Poll List Builder.

If you had other signals that you wanted collected
every minute, you would create a 1-minute scan time
class, etc.
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Report by Exception (RBE)

Report by exception (abbreviated RBE) causes a
signal to be collected only on exception, in other
words, you only collect the signal when it changes.
RBE is different from poll list collection because in
poll list collection, signals are collected whether or
not they have changed. In RBE, if a signal doesn’t
change, it isn’t collected.

For logical signals that would mean that a signal is
only collected when it changes state from ON to
OFF (or OFF to ON). For analog signals, that
would mean that a signal would only be collected if
its value changes significantly from its previous
value. The determination of whether or not a
change is significant is determined by a value
called the deadband. The deadband is a range
above and below the signal’s value, and must be
configured for every signal.

RBE says, “Check to see if the
data is different from the last
time we collected it. If it hasn’t
changed, don’t bother collecting
it

Value: Collect 1t?:
SAME
CHANGED
SAME
SAME
SAME
CHANGED
SAME
SAME

OOxROOORXNO

If it hasn’t changed more than the value defined by that range, since the last time it was
collected, any change is considered insignificant, and the signal isn’t collected. RBE is a useful
method of data collection because it reduces the amount of data that has to be collected, while
also allowing data to be displayed more rapidly than would be possible via Polled List collection.

Array and Archive Collection via Open BSI Converter

The Open BSI Harvester utility, can collect array data, and archive data, directly from the
controllers, and store it in files on the OE Server computer. A related utility, called the Open BSI
Converter can insert the data from these files directly into tables of the OE Database.

1-8
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How do we view the contents of the OE Database?

The main method for viewing the contents of
the OE Database is the Database Explorer.
Database Explorer is a program that runs on
the OE Server or OE Workstation. Database
Explorer lets you examine the structure of the
database. It also includes a feature called the
Database Object Viewer that lets you search
through the contents of the OE Database, view
portions of particular tables, etc. For
information on how Database Explorer works,
please refer to Chapter 4. Understanding how
to use the Database Explorer is one of the best
ways to get the most out of your OE system.

[ Database Explorer

File “iew Options ‘Window Help

I & itrdbi hd |

G | 0 B3| 2 - ppm | @ |

= plartarea =
{7 realanalog
-{Z| realanalogalarmcar

% realanalogchangeto
{7 realanalogchangev:

7| realanalogdeviation.
7] realanalogequalsala
-{Z| realanaloglimitalame

= realanalogratentcha
{7 realanalogsignalalar

7| realanalogsignaltige
{7 realarchiveindex

| recipient

7| recipientassociation
{7 recipientassaciation

=] recipientgroup
7] recipisntusemotes

| redundancy
=1 e mdanon alame
4 »

Derived Tables: 0 Own Attributes: 54

aaaaaaaaaa & dataset
acknowlsdged  datumaddress
= alarminhibit & description
= attribute & devicename
< base & disable

= calloutarea  display

" calloutdisplay o datoffzet

&
e

< changemask o extension
< cleared & forcepoll
= controfinkibit & forcewrite
= currentalamprecedence  © hasnates
< curentdstoffset o highlimit

|| curentiocker £ inalam

T |

Total Attributes: 54

& lastdataset

& locked

& locker

& ot

& manualinhibit

# name

& gocunencetime
& gecunencetimedstoffs
£ plantarea

£ printer

& private

& guestionable

# readchangemask.

|
T [ R

Where can | get more information?

Now that you’ve finished this chapter, you should have a pretty good idea about what

Database Explorer

OpenEnterprise (OE) is, and what sort of information is stored in the OE Database. You should
also be at least somewhat familiar with the terminology we use when talking about the database.
We also hope you understand the concept of client and server.

e For information on actually installing OpenEnterprise software, please see the

OpenEnterprise Installation Guide portion of the OpenEnterprise Reference Guide
(document# D5092).

For information on particular features of OpenEnterprise, see the online help files.

For information on configuring your controllers so data will be collected by OE, see Chapter
3.

For information on the Database Explorer program, see Chapter 4.

For information on alarm concepts in Network 3000 controllers, see An Introduction to
ACCOL (document# D4056).

For information on alarm concepts in ControlWave controllers, see the Alarm Configuration
section of the ControlWave Designer Programmer’s Handbook (document# D5125).

For information on how Report By Exception (RBE) works, see the RBE section of the
ACCOL Il Reference Manual (document# D4044) and the online help file in ControlWave
Designer. For advanced software developers requiring detailed technical information on RBE
, see Appendix D of the Network 3000 Communications Application Programmer’s
Reference (document# D4052).
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Preparing Your Control Strategy Files to work with OE

For this chapter, we will assume that data
collected about your plant or process comes
from the network of Bristol remote process
controllers or RTUs. If you are using another
brand of controller, you will need to consult
other documentation beyond this manual.

Bristol controllers are either from the Network
3000-series (that includes the DPC 3330, DPC
3335, RTU 3305, or RTU 3310), or the
ControlWave series that includes the
ControlWave, ControlWave MICRO, and
ControlWave LP, among others.

The controllers execute a pre-defined program
called a control strategy which is responsible
for reading data in from process instrumentation
(flow meters, pressure transmitters, etc.),
performing calculations based on the data
collected, and sending out commands to
instrumentation (switches, valves, etc.)

? For Network 3000-series

= A controllers, the control strategy
" | is written in a language called
: Ifl  AccoL 11, using a program
LN lgg called ACCOL Workbench.

e

Network 3000
series Controller

What's the difference
between the term ‘RTU’
and Remote Process
Controller?

If you study the theory of control systems
there are slight differences between these
terms, but for our purposes, they all mean
the same thing. RTU is just an abbreviation
for the term Remote Terminal Unit, which
is basically the same thing as a Remote
Process Controller. Sometimes people will
just use the term Remote. You might also
hear people say DPC (Distributed Process
Controller.) You may even hear someone
say Node, which is a reference to the fact
that a controller can serve as part of a
network.

All of these terms refer to a small-
computerized device located at a
remote site that collects data from
instrumentation, and performs
control operations based on the
data it collects.

The resulting file, which is downloaded into the controller, is referred to as the ACCOL load.
The primary structure for storing an individual data value (pump status, flow reading, etc.) in the

ACCOL load is called an ACCOL signal.
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For ControlWave-series controllers, the control strategy is
written in any one of five (5) IEC 61131-3 languages, using
a program called ControlWave Designer (IEC 61131-3 is
an international standard for process control programming
languages).

ControlWave series
Controller

The resulting file, called a ControlWave project, is
downloaded into the ControlWave controller. The
primary structure for storing a data value (temperature
reading, valve position, etc.) in the ControlWave
project is called a variable, and is equivalent to a
‘signal’ in a 33xx controller. NOTE: When you are
actually working with OE, no distinction is made
between the name signal and the name variable; they
are all referred to as signals. Some other
manufacturers use the word ‘tag’ to refer to the same
thing. These three words; tag, signal and variable are
often used interchangeably

What’s downloading mean?

Downloading means transferring
programs and / or data from one
device to another. In the case, we’re
downloading a file from the
computer to the controller.

TIP - Adopt a Consistent Naming Convention

When you’re coming up with names for ACCOL signals or ControlWave variables, it
will make life a lot easier if you use a consistent naming convention that describes the
data held in the signals. The reason is that if you use consistent names, it will help you
if you ever need to use SQL commands. (SQL commands aren’t required when you’re
first setting up OpenEnterprise, but many advanced users like to use them). It is also
useful if you are establishing rules for historical templates in the Database Project
Builder. A consistent naming convention will also help you with a subject called
aliasing which we won’t talk about until Chapter 5. Furthermore, it also helps you
remember what the signals do!
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Identifying Which Signals in the Control Strategy File Should be Collected by OE

For a signal in an ACCOL load or a variable in a ControlWave project to be collected and stored
in the OE Database, it must fall into one of three categories:

Alarms - any signal or variable configured as an alarm is automatically collected when it
enters an alarm state, or returns to a normal state. Normally these signals are those for which
it is important that the operators are alerted when pre-determined conditions (like a
maximum tank level) are exceeded.

e Globals - a global signal or global variable can be collected at a predefined rate via Polled
List collection. The OE server will simply collect these signals at a fixed rate (e.g., once per
minute). The server must ask for these signals.

e RBE - areport by exception (RBE) signal will be sent from the controller to the server
whenever it changes by more than a pre-configured amount, called the ‘deadband’.

We talked a little bit about the different methods of data collection back in Chapter 1. In the first
part of this chapter, we’re going to highlight the steps within ACCOL Workbench or
ControlWave Designer that need to be performed to identify data to be collected by
OpenEnterprise.

IMPORTANT

This section is NOT going to tell you everything you need to know when using
ACCOL Workbench or ControlWave Designer; it just highlights the parts which
are related to whether or not a signal or variable will get collected into the OE
Database. It doesn’t give detailed instructions. If you need help using ACCOL
Workbench, see the ACCOL Workbench User Manual (document# D4051). If
you need help using ControlWave Designer, see the Getting Started with
ControlWave Designer Manual (document# D5085).
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Preparing an ACCOL Load to work with OE

As mentioned, earlier, for any ACCOL signal to be collected into the OE Database, it must be
designated as one of the following:

1) A alarm signal -or-
2) A global signal -or-
3) An RBE signal

Specifying an Alarm Signal in ACCOL Workbench

The “Type” you select must be
either ‘Analog Alarm’
or ‘Logical Alarm’

Signal Properties

e On the ‘General’ page of the Signal General | Sattings |
Properties dialog box for the signal, you Base Name: [STATIONT
must choose either ‘Logical Alarm’ or Extension:  [FLOW
‘Analog Alarm’ as the signal’s “Type”. atibute: |

Type: Analog Ala/rv(j

. [Logical &
Read Securit Logical Alan
Wit Security "

v Manual Enable ¥ Coritrol Enable

QK I Cancel Help
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Choose “Alarm Enable”

Signal Properties

General  Settings I

e On the “Settings’ page of the Signal
Properties dialog box for the signal, you el et
must choose “Alarm Enable”. e Tt

¥ &larm Enable

e Foranalog alarm signals, you must also
specify at least one alarm limit. You should
also specify an alarm deadband. Click on
the [Alarm Limits] button to begin this
configuration.

™ Beport By Exception
[eadband:

QK. I Cancel | Help |

For analog alarm signals, you

must specify one or more alarm
limits here.

Specifying a Global Signal in ACCOL Workbench

To make this a global signal, the
“Mark as Global” box must be selected.

Signal Properties [ %]
General Settings |
1 H ] H Initial State;
e On the ‘Settings’ page of the Signal .- _
Properties dialog box for the signal, you Stk o e

must select the “Mark as Global™ box.

—
[~ Report By Exception

Weadband! I

oK I Cancel Help
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Specifying an RBE Signal in an ACCOL Load

e On the “Settings’ page of the Signal %e'et‘?t “Eleport By gé%ep.tionnl to
Properties dialog box for the signal, you Si,,,,i“ as ar S0
must select the “Report By Exception” Benal Setings |
box ' Initial State: lﬂ—

Units Text: IGPM j

e If this is an analog signal, you must enter a ™ Mark 2 Globa
deadband. Do not leave the deadband field et B Evcopion

blank, or you could overload your I [ r—
communications network!

e You must configure the RBE Module. This T

is discussed in the RBE section of the _ (ST — | |
ACCOL Il Reference Manual (document#  !f this is an analog signal, you MUST
D4044). specify an RBE deadband here.

Saving, Compiling and Downloading the ACCOL Load

e When you have finished editing in ACCOL Workbench, you must save the ACCOL
source file, by clicking on File > Save, or by clicking on the ‘Save’ icon.

e You must then build the ACCOL load (*.ACL) file from the ACCOL source file
using the ‘Build’ command in ACCOL Workbench. Click on Actions - Build or
click on the “Build’ icon.

|=)

e When the ACCOL load has been built successfully, without errors, you must
download it into the Network 3000 controller, using the Open BSI Downloader. The
Downloader is accessible from within ACCOL Workbench, by clicking on Actions 2>
Download or by clicking on the ‘Download’ icon. For full instructions on
downloading, see Chapter 7 of the Open BSI Utilities Manual (document# D5081).

|3

WARNING! Test Before Downloading

You should always test your control strategy (ACCOL load or ControlWave project) before using
it in a ‘live’ running plant or process. This is especially true when you’re first learning things. We
strongly recommend you do this using a controller that is currently disconnected from the process,
or for which manual overrides are ready and staffed should something go wrong. This is really
important, because if you download an untested control strategy, you could potentially lose control
of your plant or process, due to a programming logic error, and you could damage your equipment,
or even worse, hurt somebody! So if you want to avoid flooding something, blowing something up,
or dealing with personal injury lawyers, ALWAYS test before you download to a ‘live’ RTU
connected to a plant!
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Preparing a ControlWave Project to work with OE

As mentioned, earlier, for any variable in a ControlWave project to be collected into the OE
Database, it must be designated as one of the following:

1) An alarm variable

2) A global variable

3) An RBE variable (Requires ControlWave firmware 04.40 or newer.)

Specifying an Alarm Variable in a ControlWave Project

e In your ControlWave Designer project, each
variable which you want to serve as an alarm
must have its own alarm function block
configured. The alarm function blocks
available are:

ALARM_ANALOG, ALARM_STATE,
ALARM_LOGICAL_ON and
ALARM_LOGICAL_OFF.

e Descriptions on how to configure these
function blocks are included in the
ControlWave Designer online help, and in
the ControlWave Designer Programmer’s
Handbook (document# D5125).

e An alarm condition can only be detected at
the time its Alarm function block is
executed.

e The alarm variable must be marked for
“OPC” collection, as well within the
worksheet. This is discussed in the section
Specifying a Global Variable in a
ControlWave Project.
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WATER_HDE—]
WATER_LDE—]
CRITICAL_PRICRITY—]
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aHiLimit
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Specifying a Global Variable in a ControlWave Project

Global variables in ControlWave Designer are variables that may be accessed by all the program
organization units (POUS) in the project. (If you don’t know what a POU is, you probably need
to review the documentation accompanying ControlWave Designer.)

In your ControlWave Designer project, we recommend that the only variables you designate as
global should be 1/0 variables. Configure your 1/O variables in the ControlWave Designer’s 1/0
Configurator first.

A global variable is identified by ‘VAR_GLOBAL' in its

“Usage” field.
I3 ConlaaMWave Desmree: - UNTITLED - [TESTH VIR TEST]
L] Fle £ View Project Dubd LaXer Opine Caiae Window I NI
DFH RS (A er|we @aEE~anims || ams @ = | mEy
Camda |4 EEEN | ||| = [ [ [ e
s ———r
A - . T n] TAGED = __Home | Usage  |Des | Addsess| | Peian [FOD]OPD] =]
e Variables in ControlWave Designer 9 ) usoee oA — T Al
1 H '} TasE? | [wrecn_Preom_m7 VAR_CLOBAL |AL r "
are designated as global if they are S e WO ——Tr e L S——
, L g e gl o e FIBIE
defined within a global worksheet, Tl ||| e HTEiE
. e i =B Prymesl Havs™ _rEST__&I{_rfc_-_-Ju.' '\:.r\R__-s_Loa.rJ. . C |F|C
with the VAR_GLOBAL “Usage”. TS ||| R e B e Al
o [ [cowo stat 7 VAR GLOGAL T rFC
5 TESTH | |wrEc_TEST CTon7 VAR Gl ORAL C F.C
il 10_Co— [ |oooc e B _GLODAL TR C F E
- al f N _P_r.\’l_F.?lﬁF. ":.qr':_lr:lc.en FALEE r [F| T
e The variables must be marked for > EOT B T — CiFC
“OPC” collection, as well. | —— FETE
G [ |pesai \VAR_GLOBAL ®AX00 0 F ¥
|| || S e VAR GLEBAL et F | F =
— = |_Joesz 12 VAR_GLOBAL w01 0 F | F »
i 4| Ak
T _,_I—I [T TaskBTASKE 13 TESTHTVA

ngﬂ\um}\ Emars h Y¥amings j ifos A PLC Emors b Print [

Any variable which is to appear in the OE Database
must also have “OPC” selected.

Specifying an RBE variable in a ControlWave Project

To designate a variable for RBE collection in a ControlWave project, you must run the Variable
Extension Wizard, in ControlWave Designer, and check the “RBE” check box for each variable
you want collected via RBE. For non-BOOL variables (REAL, INT, etc.), you would also
specify a deadband. The resulting _RBE.INI file will be downloaded to the ControlWave with
the bootproject.

You must also configure the RBE function block, and configure appropriate RBE system

variables depending upon whether RBE is running on a serial or IP port. For details on all these
subjects, please see the online help in ControlWave Designer.
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Making Sure You Have the Correct Resource Settings in ControlWave Designer

Any variable in your ControlWave project which you want to be included in the OE E
Database, must have its OPC parameter check box set, as described in the Specifying a ]
Global Variable in a ControlWave Project section.

In addition, you must specify, in the Resource Settings dialog box, which OPC variables will be
collected.

i |
113 e L i ¥ ancel
e Generally, you should choose “Marked -~ coz e T .
variables” so that only those variables s o l—_llz J osees |
- - - 5 LT one K
which you ha_ve ex_pI|C|tIy m_arked for OPC oot et T m boo |
collection, will be included in the OE £ Simulation 2
Database. ™ Stack check on PLC
V' Amay boundary check on PLC
DL ¥ Force BOOLS for boolean varables
e If you want all global variables to be part I el T T
of the OE Database, choose “All global DL
variables” which automatically marks all Pagameter.  [COM1 3600 2000
global variables for OPC collection. it o
™ &l global variables ™ &l global variables
[+ Marked variables ¥ Marked variables
— Usge regerve
& Al POUs " Marked POUs ' Noreserve

Select the “Marked variables” option

Compiling and Downloading the ControlWave Project

e You must then compile the ControlWave project. Click on Build > Make or click on
the ‘Make’ icon. |

e When the ControlWave project has been compiled successfully, you must download it
into the ControlWave controller. (Please heed the warning about downloading on page
2-6.) For details on performing a download into the ControlWave, see the
Downloading section of the ControlWave Designer Programmer’s Handbook
(document# D5125).

OpenEnterprise for Beginners 2-9






Chapter 3 - Building the OpenEnterprise Database

Things you have to do before you start building the
OE Database...

Okay, we know that you’re just itching to get started, but first, there are some things that MUST
be done, before you start:

Your hardware must have been set up

We’re going to assume, at this point, that you’ve set up all your hardware. By that, we mean that:

e The OE Server computer has been set up, powered on, and is ready to go. See the
documentation accompanying the server hardware for help on doing this.

e All the necessary communication cables linking the OE Server, and controllers, must have
been connected.

e The controller network has been set up, powered on. See the Bristol controller hardware
manuals, and the Open BSI software manuals (see below) for information on this. As
mentioned elsewhere, we recommend you use test hardware (not live hardware) for initial
development.

e Optionally, OE Workstations can also be set up at this time. Otherwise, they can be added
later (We recommend building the system with a single workstation, and adding others later.)

e Each controller must be running a control strategy file which has been prepared for use with
OE. This was discussed in Chapter 2.

NOTE: Hardware setup is beyond the scope of this manual.

Backup Your OpenEnterprise Server (UPGRADES / RE-BUILDS ONLY)

Your OpenEnterprise Server should be backed up. That means all files should be copied to
backup media (CD, tape, disk) or to another computer. This ensures that you can restore the
system in the event of a failure during the database creation process.
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Install Open BSI and configure the Open BSI Network

Bristol’s Open Bristol System Interface, called Open BSI, is the communications software
which runs on the OE Server, and allows communications between the OE Server, and the
network of Bristol remote process controllers.

If this is an all-new system, or you are upgrading to a new version of Open BSI as part of your
OpenEnterprise upgrade, you need to install Open BSI on the OE Server computer, and define
the network of controllers within the Open BSI software. This is outside the scope of this
document, but you can find instructions on how to do this in the Open BSI Utilities Manual
(document# D5081).

Verify that communications are possible to RTUs via DataView

Use the Open BSI DataView program to verify that data can be collected from RTUs in the
network. See Chapter 8 of the Open BSI Utilities Manual (D5081) for help on doing this.

Install OpenEnterprise Server software on the Server Computer

Follow the instructions in the OpenEnterprise Installation Guide portion of the OpenEnterprise
Reference Guide for information on how to install OpenEnterprise Server software. At the end of
the installation process, you are given the option of starting the Database Project Builder.
Instructions on using the Database Project Builder follow.
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How is the database built?

It may seem kind of funny to talk about building the OE Database, because it makes it sound like
a physical thing like a house. Although you can’t physically touch the OE Database, it does in
fact have a defined structure. The way in which the OE Database is put together is also similar to
building a house, in that, you have to follow a particular order of construction. Any house that
has an underground basement, for example, must have a foundation built, first, before other
floors are constructed. In the same way, the tables of a database must be created before you
attempt to put data values in them. Just like a house must be built properly and periodic
maintenance must be performed, to keep it safe for occupancy, the database must be built and
maintained properly.

Back in Chapter 1, we explained that the OE Database consists of a large collection of tables
which have various inter-relationships defined. We also said that the running OE Database
contains real-time data, historical data, and all the OE Server configuration data.

In this chapter, we’re going to use a tool called the Database Project Builder to create these
tables and set it up to hold all this data. The Database Project Builder allows us to:

e Create all the tables that make up the OE Database

e Configure real-time data collection from controllers/RTUs

e Configure basic historical data collection and perform initial configuration of historical data
e Configure the default security accounts

e Configure which programs run when the OE Server is started

Starting the Database Project Builder

If not started already, Open BSI must be running. If it isn’t, click on Start = Programs -
OpenBSI Tools - NetView. Confirm that communications are functioning.

By default, the Database Project Builder starts automatically following OpenEnterprise
installation (see the OpenEnterprise Installation Guide for more information.)

It may also be started by clicking as follows:

Start >Programs ->OpenEnterprise - Administrative Tools - Database Project Builder
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Using Database Project Builder

When the Database Project Builder starts, click on [Next>] to proceed beyond the Welcome

screen. This will take you to the File Locations screen.

& Database Project Builder

OpenEnterprise Database Project Builder - Welcome

e

This is a list of
steps to be
performed by
the Database
Project Builder. Signal Data
When a step is Dafabase Size
completed, it
appears in
italics.

Finish

Welcome to the
OpenEnterprise Database
Project Builder

This ‘wizard will guide you through the process of building an OpenEnterprise project

Specifying File Locations

The File Locations page specifies where OpenEnterprise will store various types of files on the
OE Server. Generally, we recommend you accept the default file locations presented. If you want
to change them, however, click on the [...] button to browse to a new location. When you’ve

finished on this page, click on [Next>].

# Database Project Builder

OpenEnterprise Database Project Builder - File Locations

fou must specify the locations you wish the database to use

Database working directory:

Eo &

@

|C" Program Files"\BristolBabcock \Open Enterprise™Data &~

I

Toolbox Export Files:

|C"‘- Program Files"BristolBabcock\Open Enterprise™Data

| [

Root directory for historical files:

|C:"-.H|s10r)'

I

[ Log Files

Signal Data [cHistory*LogFies <

Database Size

Archive Files:

His Data [ History ArchFiles -

ession
Event Archive Files:

Finish [CAHistory*EventFiles

Use the same root folder for all historical information?

L This is where the “live”
running OE Database
will reside.

— You can browse to
select a different
folder by clicking on
these buttons.

~ Historical files (log files
and archive files) are
stored in these folders.

When finished on
this page, click on
[Next>].
3-4
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Database Project Builder

NOTE: If one or more of the folders
specified on this page doesn’t exist, you 9§  The spedfied Archive File location does not exist.
will be prompted to confirm whether you N7 0o you wih to reste tnow?

want to have Database Project Builder
create it. Click on [Yes] to do so.

[ Yes i [ Mo

Allowing ‘Open’ Access to Database Tables During System Configuration

Normally, users only need access to certain OpenEnterprise Database tables, and are prevented
from accessing other tables. This would be referred to as “Secure” database privileges.

While you’re in the process of building your OE system, we recommend you choose “Open” for
the Database Privileges. This will simplify your configuration activities.

We recommend you choose the default
of “Open” while you’re building your system:

% Database Project Builder =3
OpenEnterprise Database Project Builder - Database Privileges @

You may customise your level of security access to the database tables

(*) Open
Users are by default given access to all the tables.

Signal Data
) Secure

Users are by default only given access to the tables
necessary for OpenEnterprise to operate correctly.

Database Size

Finish

Click on [Next>] to proceed /
to the next screen.

Click on [Next>] to go to the next screen.
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Including the Default Security Groups

Security Groups are discussed in detail in Chapter 10. We recommend you leave the “Include
the standard Security Groups” box checked, and click on the [Next>] button.

We recommend you include the
standard security groups.
OpenEnterprise Database Project Buildes< Security Groups @

You may include a standard set of security groups

Include the standard Security Groups:

Adminisirators
Unrestricted access to all OpenEnterprise funchionality.
Engineers
Configuration access to all system features except these related o
controlling security privileges of other users.

Operators
Can change set pointz, acknowledge alarms and perform basic
. ‘Workstation configuration but no server configuration.
Signal Data
Database Size Dispaichers : -
Read only access to all operational and process data and ability fo
Historical Data acknowledge alarms. Mo configuration privileges or set point
) changes.
Session
- Guests
Finish Read-only access. No configuration, set point changes or alarm

acknowldgement. These are the privileges granted to a user who
has not logged on to the system.

= Back Mext = Cancel ][ Help

Click on [Next>] to proceedJ
to the next screen.

by you (ot a
e - tabase Project Builder

notifying you that a default - E
user called SYSTEM has been . _

created. That user has a default \lj) A user has been added called SYSTEM with a password of SYSTEM

password of SYSTEM. Click
on [OK].

A user is someone who has
access to OpenEnterprise
Server software.
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During Configuration, You are the SYSTEM User

In the “Added Users” box on the Users page, you will see the name SYSTEM. This is the
SYSTEM user that was just added automatically. (The SYSTEM user has full privileges; while
you’re configuring your system, you will be the SYSTEM user.)

The SYSTEM user is added automatically.

# Database Project Builder

Atabase Project Builder - Users
You may add Users to the ogizbase and assign them to Security Groups

Eo&X

User Name: |

Clear

Password: |

Confirm Password: |

Group: | <No Group>

Added Users:

: SYSTEM
Build

Signal Data
Database Size
Historical Data
Session

Finish

o

Click on [Next>] to 7

proceed to the next
page.

Although you can optionally add additional users here, we recommend you click on [Next>] and

add users later, as described in Chapter 10.
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Verifying that the Time Zone is Correct

You should always make sure your OpenEnterprise Server computer is configured with the
correct time zone for your geographical area. Having the correct time zone is particularly
important for historical data management. By default, the time zone is set to match the
Windows™ time zone for your computer.

Make sure this represents
the correct time zone for
your geographical area.

@ Database Project Builder

1) Chihyéhuz, Ls Paz, Mazatlan

1) Moyntain Time {U5 & Canada)

uritzin Time {US & Canads} ~ OLD RULES =
= entral America

Signal Data eniral Time (U5 & Canada)

Diatabasze Size entral Time {US & Canada) = OLD RULES =
uzdalzjara, Mexico City, Montemey

Historical Data askatchewan

Finish . |

Back ]} Mext = Cancel ” Help

If the correct time zone is selected, click on [Next>].

Why does OpenEnterprise use Greenwich Mean Time (GMT)?

Greenwich Mean Time (GMT), also known as Coordinated Universal Time (UTC), or military
Zulu (Z) time, is an internationally recognized time standard. Because GMT or UTC is used
worldwide, you can have OpenEnterprise collecting data from different parts of the world (for
example, via satellite links) and the data will always be stored in the OE Database at the
correct time from wherever it originated. This is made possible because the entire planet shares
the same GMT time. Similarly, users from around the globe can view the same data, and have
timestamps (for trends or alarms, for example) corrected to their own local time.
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Choosing How You Will Communicate with the Controllers

Now, you must select the proper device driver. If you are using Bristol controllers, choose
‘Network 3000 and ControlWave Driver’. Now, click on [Next>].

If you are using Bristol controllers, the
Network 3000 and ControlWave driver
must be selected —
& Database Project Builder

OpenEnterprise Database Froject Builder - Device Drivers
The database can be built with default D¥vice Driver entries

Please specify which drivers you wish to include:

[] Allen Bradley Driver
[[] OPC Driver
Summary
Build
Signal Data
Database Size
Historical Data
ST Allows database to collect data from Network 3000,

Exash Control\wave and ControlWave Micro RTUs

’ < Back ]L Mext » Cancel ” Help

Pal
Click on [Next>] _/

What is a Device Driver?

A device driver is simply a program which helps something communicate. In the
case of the Network 3000 and ControlWave driver, it’s a program that allows
communication between OE and Bristol controllers.
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Confirming Your Choices and Building the Database Tables

This page shows a list of the defaults and selections you have made so far. You can use the scroll
bar to bring additional entries into view. If there are any entries you’d like to modify, click on the
[<Back] key until you reach the desired page; otherwise click on [Next>].

This is a summary of the choices made so far.
& Database Project Builder [EES
OpenEnterprise Database Project Builder - Summary @

The following is @ summary of the basic configuration you have requested.

Click Next to build the dgfabas:

Groups FS
Standand Group configuration:
Administrators
Engineers

Operaiors
Dispatchers
Guests

Build Users )
SYSTEM (<MNo Group)
Signal Data Privils
Opentable access
= Timezone
{GMT-05:00) Eastem Time {US & Canada)

Device Drivers

Network 3000 and ControlWave Diver T

st

Note: The database will be built in a temporary location.

(e ]

Click on [Next>]

to create an initial

database.
An initial version of the OE Database, containing the configuration information chosen so far is
now created. When all of the listed actions are marked as ‘Done’, and the ‘Build Completed

Successfully’ message is displayed, click on [Next>].

Click on [Next>] when the Status for all actions shows
as ‘Done’.
OpenEnterprise Database Project Builder - Build @

The Wizard is now building your base configuration. Please wait..

Buld | Emors
\

Action Siatus
Copy Files to build locktion Dione
Start empty database Cione
Include schema Done
Shutdown database Done
Prepare users script Done
Prepare main scrpt Dione
Start database Done

= Include Load In Progress

TrE ez Shutdown database

Databas Start database

. Set user privileges

Shutdown database

: Start built database

Finish

I

Overall Progress:
( \ ) Cancel Build
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Adding Signal/Variable/Tag Names to the Database Tables

Although we’ve created an initial version of the OE Database, many of its tables are empty. We
need to include information about the signals/variables from your controllers/RTUs. If your
network of controllers is configured and communicating, you can now import this information.
To do this, click on the “Import Signal Data” box, and then click on the [Import...] button.

Click on “Import Signal Data”
then click on the [Import...] button.

% Database Project Builder X

OpenEnterprise Ratabase Project Builder - Signal Data ’('\
You may import Signal ans, Template data from Network 3000, Control\wave, Control\wave Micro \%}
RTUs s

Import Signal Data
Click this button to import Signal data
A default set of Time Classes for data collection will be created.
If you have a low bandwidth network, you may need to tune data
collection later by using the Nw3000 Setup tool in Toolbox
Finish

Depending upon whether Open BSI is 5% Build Database from ACCOL
running, you may be prompted to select, for U e s
OpenEnterprise, the NETDEF file used for - .
Tirne Clags: |-‘I | Rehuild
your network of controllers. —_—
e | | Buid 4l
; B ; [ Force Init of Descriptors, Areas
The Database Project Builder will start a 2] inclcle Syetem Sgnal
separate program called the Database Builder Contolwave
program (DBB). DBB collects all signals that [ Auto Resolve MSDs  [[JACCOL Names
are alarms, RBE signals, or have been marked Signals Remote Fesolves
as global signals, and includes their names in Inssrted: 2437 Signals: £33
the OE Database. Remaved 436
M adified: 143
This process may take several minutes Processing

depending upon how many signals need to be Monitor: Mot Active
collected, and the speed of your network. RTU: - w2

Status:

Fezolving Analog signals fram Remaots. A
Reading Analog Signalz from D atabaze.

Updating Logicalz in Databaze.

Resolving Logical signals from Femote.

Feading Logical Signals from D atabasze

Resolving node: CWwW 2 directly from RTU. hd
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Creating Poll Lists for Data Collection

Database Project Builder

Templates (also known as poll lists) allow groups of

signals to be collected at certain specified rates. \_'{,) Do you wish to create Tempiates for data coliection?
After DBB finishes, you will be prompted whether or not _ _
you want to build templates for data collection. Click on s . |
[Yes]. —
Click on [Yes].

% Build Templates from Database (12101) =3

The Poll List Builder runs automatically.

RTU List Euild
Cwil ~
ot
o o

Collect Alarm States

[¥]&nalogs ] Digitalz

Processing
Fitu:
MSD Version:
Templates Formed: 0 Total Templates Built 1]

Template Mame Type Timeclass Signals Status

TPE State: Building Monitor Mode: INACTIVE

Statuz

Building templates for Fitu Cw'2 ~
0 Templates for Rtu Cw' build successfuly.

Updating Rtu List...

Building templates for Fitu Cw

TPE Processor Stated v
ot d e Pioielo oL A7 AA

Estimating the Maximum Database Size

& Database Project Builder [ [=1]e33]
OpenEnterprise Database Project Builder - Database Size @

Based on the number of signals inserted by the
Database Builder (DBB), OpenEnterprise will
attempt to estimate the size of various database

You need to provide an estimate of the number of Signals the database will contain.

tables. If you know the maximum number of fom——————__
signals will be larger than the estimate, enter CO—

\what is the maximum number of signals you expect the database to contzin?

revised numbers in the fields provided.

{Tip: If you do not know how many signals the database will contain it
is recommended that you use the values provid

Click on [Next>].

Historical Data Estimated number of Anzlogs:
Estimated number of Digitals:
Estimated number of Swings: (8|

Click on [Next>] g
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Confiquring Historical Data Collection

IMPORTANT: For a full discussion of the concepts of historical data collection, please refer to
Chapter 6.

On the Historical Data page, you have the option of configuring historical data collection for
selected signals you’ve added to your OE Database.

A series of templates are provided to support some of the most common collection schemes.
If you want to configure historical collection using these templates now, click on the [Add]

button. If none of the templates meet your needs, you could create your own templates, however,
that is beyond the scope of this manual.

To configure historical data, click on [Add]

& Database Project Builder (=13
OpenEnterprise Database Project Builder - Historical Data
You may configure your system so that it will log historical data
You may choose from a series of configuration Templates' or Manually
configure historical data by pressing "Advanced’.
Selected Templates:
Add...
Finish
< Back ” Mext = l Cancel ” Help ]
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Another alternative is that you can pause the configuration and set up the historical system on
your own using the Historical Configuration Tool, by choosing the [Advanced] button. See

Chapter 6 for details on using this tool.

If none of the templates meet your needs,

you can optionally start the Historical

Configuration Tool, and define the historical

parameters manually.

@ Database Project Builder

You may configure your system so that it will log historical data

You may choose from a series of

OpenEnterprise Database Project Builder - Historical Data

v
configure historical data bfpressing At

Selected Ty
= @ Analog 1-minute samples with hourly and daily cofypression | f
#6C Description
200 Signals
Session
Finish
F 3| | Advanced...
Click on [Next>] 7/

You also have the option of not configuring the
Historian now, because you can configure it later using
the Historical Configuration Tool. If you want to do
that, click on [Next>].

If you did choose [Add], the Historical Template dialog
box will appear.

You can now select from one of several pre-defined
historical collection templates which determine how
frequently the historical data is collected, and what
calculations are performed on the data.

When you choose a particular template, a description of
the operations it performs appears in the “Template
Details™ box.

Once you’ve chosen a template, you must establish
some filtering criteria for which signals you want

3-14

Choose the desired historical
collection template.

& Historical Template

Template:
Analog 1-minute samples with houry and daily compression / E]
Analog Signal Triggered Historical Logging
Digital Signal Triggered Historical Logging o
Digital Signal Durstion Monitoring
alo i ples with DrESSIo
Analog
Rules
Rule Name Base Extension Atribute
Rule Name:
} }D
Base:
Extension: | | D
Adtribute: | | D Remove
Estimated Mumber of Signals fo be Iogged:
0K |[ Cancel |[ Help |
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collected and stored; otherwise, NO signals will be collected and stored by the Historian.

To add a rule, specify the portion of the “Base”, “Extension”, and/or “Attribute” that
represents the signals you want to collect. For example, if you only want this historical template
applied to signals that have a base name beginning with PUMP, enter PUMP* in the “Base”
field. Then, optionally assign a name for the rule, and click on [Add].

You can repeat this entire process to configure additional templates and rules for them.

For the concept of rules to work effectively, you must have established a consistent signal
naming convention.

When you’ve finished configuring the historical system, click on [Next>].

& Database Project Builder =3
OpenEnterprise Database Project Builder - Historical Data @

“ou may configure your system so that it will log historical data

You may choose from a series of configuration Templates’ or manually
configure historical data by pressing ‘Advanced’.

Selecied Templates:
=] @S Analog 1-minute samples with hourly and daily compression | f
ABC Description

200 Sigrials

¢ >

[ <Back} Mext = ] Cancel ” Help ]
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Configuring an OpenEnterprise Session

The Session page lets you configure an OpenEnterprise session. When you’ve made your
selections, click on [Next>].

What is an OpenEnterprise ‘Session’?

The *heart’ of OpenEnterprise software is the OE Database running on the
OpenEnterprise Server computer. In order for the OE Database to function properly,
however, there are other programs that need to be running as well. For example, the
communication driver you selected, earlier, must be running. You might have other
programs you want to run too, such as the Reporting package. Any software you want
to run together with the OE Database can be grouped together in an OE Session. A
session is a collection of programs that run concurrently; when you start the session,
all the programs grouped together in that session are started automatically.

If you choose this, you must

You can choose a different name i
start the session manually.

from the default, if desired.
& Database Project Builder

OpenEnterprise Database Project Builder { Session
“fou may creste a Session for your OpenEnterprise Project tofrun in

| This option causes the session
to be started automatically
whenever Windows is started.

Name: [y 3eamen This creates a shortcut
[Re—————— in the Windows startup

@ Run ually f0|del'
(O Regi s a Wind rvice

-This creates a shortcut
OM on the Windows desktop.
[w] Cre eashnncmonmeDmV—When Checked, Wl”
[] Start when Wizard finishes cause the SGSSIOn tO

start immediately after
you exit the Database
Project Wizard.

Click on [Next>]
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The Session Tasks page allows you to choose which software programs (tasks) will be started as

part of the OE session. The “Selected Tasks” box lists all tasks currently included in the session.
The “Available Tasks” box lists tasks which could be added to the session. Use the [>] button to
add programs to the session, or the [<] button to remove programs from the session. Click on

[Next>] when finished.

& Database Project Builder

The Session will run de the datab:

Lorzilable Tasks:

OpenEnterprise Database Project Builder - Session Tasks

Please select the additional Applications you yi€h to run in

%

Selecteg Fésks:

[Sli=lle3} . Copies all “ Available Tasks” to the
“Selected Tasks” box.

| Copies a single highlighted task
from the “Available Tasks”
box to the “Selected Tasks” box.

Harvester
Converter

OpenB S| Statistics Import

/D}tﬁ{ase

Archive File Manager

Calculation Serv:
Schedul
Scheduler

DI3003

__+ Copies a single highlighted task
from the “Selected Tasks”
box to the “Available Tasks” box.

Copies all “Selected Tasks” to the
“Available Tasks” box.

< Back

Cancel Help

- Click on [Next>].

Completing the Database Project Building Process

At this point, the OE Database has been created in a temporary area. When you click on [Next>],
the database will be copied to the \DATA area, which is the final location for the working OE

Database.

i Database Project Builder

OpenEnterprise Database Project Builder - Ready To Copy

The datsbase is now fully built in a temporary location

On clicking "Next’ the database will be copied to:

C:\Program Files\BristolBabcock'OpenEnterprise\Data

There will also be @ command file in this directory
called OERebuild.cmd that will rebuild this database
configuration without having to re-run this wizard.

Click on [Next>].

OpenEnterprise for Beginners
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The OE Database is now complete. Click on [Finish] to exit the Database Project Builder.

& Database Project Builder

OpenEnterprise Database Project Builder - Finish @

Your OpenEnterprise database
configuration is now complete.

Click on [Finish]: /

a If you accepted the default settings when creating the OE session, the OE session will be
started automatically. Look for a blue icon with a green checkmark through it in the
taskbar, and double-click on it to view the status of the session.

7 MySession - Session Manager DEx

Sesson Yew Options Help

07-Mar-2007 17:24:15 Demo - 18 days remaining
07-Mar-2007 17:24:15 Software Watchdog started.
07-Mar-2007 17:24:15 Started Scheduler
07-Mar-2007 17:24:15 Started Report Scheduler
07-Mar-2007 17:24:15 Started RDI3000
07-Mar-2007 17:24:15 Started Database
07-Mar-2007 17:24:15 Started Calculation Server
07-Mar-2007 17:24:15 Started Archive File Manager
07-Mar-2007 17:24:15 Standalone State
07-Mar-2007 17:24:15 Mode Test State
07-Mar-2007 17:24:15 Started Session.
07-Mar-2007 17:24:14 Opened Session

.. | Command Line Argume.... | Ac... | V... | Disa... | CriticalProc... | Working Direct... | Resource ... | Shutdown G
.., rirdbl T False  Fak Trus CriPr _CLOSE
rvice=rirdb1 T False  Fak True CHpy _CLosE
\Prog me.mmf” 512.. True False Fals True CHpy C:\Program |
RDI3000  C:\Program Fil.. True  False  Fak True €y _CLOSE
ReportS... C:VProgram Fil... -srirdbl T False  Fak True €y _cLosE
Scheduer  C:\Program Fil...  rirdbl T False  Fak True C1\pre _cLose
< >
Ready Stand Alone___| Unknown

Congratulations! You’ve now got an OE Database and an OE Session up and running! To verify
that communications are operating properly, you can now connect to the OE Database using the
Database Explorer. We’ll cover all of that in Chapter 4.
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tﬂ’ What is the Database Explorer?

Well, we’ve talked about building the database; now let’s talk about how to find out what’s in
the database. Database Explorer is a tool that runs on the OE Workstation and OE Server.
Typically, you would use the Database Explorer during system configuration and debugging
activities. It allows you to:

e Examine the hierarchical structure of the OE Database; including tables, attributes and
something we haven’t talked about much yet, called views.

e View the contents of the OE Database using the integrated Database Object Viewer. The
contents include all of the actual data objects in the database, e.g. signals, configuration data,
etc.

e Establish “live data points” by dragging OPC Tags from the database onto a graphical mimic
display (created with the OE Graphics package). This allows real-time process data (or any
other information contained in the database) to be included on displays for viewing by
operators at the OE Workstation. This is an essential part of the display-building process, and
is discussed in Chapter 5.

e Establish links to external spreadsheet programs such as Microsoft® Excel using drag and
drop DDE links.

To perform these functions, you must first start the Database Explorer, then add the database to
the hierarchy (if it isn’t already visible), and then establish a connection with the database. Then
you will be able to examine various parts of the database, and call up actual data using the
Database Object Viewer.
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Before You Begin

Before you attempt to start Database Explorer, the following must be done:

e Your OE Database must have been created, and must be running. See Chapter 3 for
information on this.

e You must know the service name of the OE Database (or the IP address and name, if it
resides on another computer). Consult your site-specific documentation for details. If you
don’t know what a service is, don’t worry, we’re going to explain that.

e You must have successfully logged on to your OE Workstation, with sufficient security

privileges to access the OE Database. Consult your site-specific documentation for details.
NOTE: Security will be discussed in detail in Chapter 10.

Starting Database Explorer

To start Database Explorer, click on:
Start 2 Programs - OpenEnterprise - Database Explorer

If this is the first time you are using the Database Explorer with this particular OE Database, you
must explicitly identify for Database Explorer the name and (if located on a computer other than
the current one) the location of the Database. See Identifying the Name and Location of Your
Database.

£ Database Explorer
A connection must then be requested with the OE | tew Options indow Heip

Database. See Establishing a Connection with the |[& scsdanebitabt g B ¢k
Database. =-[7] All Databases scada-web:rtrdbl
#-[F] scada-web:rtrdbl

Tree Hierarchy

| By Identifying the Name and Location of Your Database

If this is the first time you are using Database Explorer with a particular OE Database, you must
add the database to the tree hierarchy of databases accessible to Database Explorer.

To do so, click on the ‘Add Database” icon, shown above, or click on File & Add Database.
The Add Database to Hierarchy dialog box will appear.
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Using the Add Database to Hierarchy Dialog Box

The Add Database to Hierarchy dialog box allows you to specify, for Database Explorer, the
name of your OE Database. In addition, if the OE Database resides on a PC other than the
current one, you must also specify its location. The combination of the database name and

location is called the service.

Enter the name of the
Database, or its address
and name if it resides on
a computer other than the
current one.

Add Database to Hierarchy

Database Address [e.q. sleepy:joe] or sleepy: 3903)

|rtrdb1

o]

Cancel Help

In the Add Database to Hierarchy dialog box, enter
the OE database name, for example ‘rtrdbl’. If the
database resides on a different computer than the one
you are currently using, the name of the database
must be preceded by the IP address of the other
server, for example: 120.0.210.10:mydatabase’.
You may also use an alias for the IP address, for
example if the text ‘“MYSERVER’ has been defined
in your HOSTS file as being equivalent to an IP
address of ’125.45.2.8’, you could enter either
‘MYSERVER:rtrdbl’ -or- you could enter
125.45.2.8:rtrdb1’.

To connect with this database, choose the “Connect
Database” option.

Click on [OK] to exit the dialog box.

The database will be added to the tree hierarchy.
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What is a ‘Service’?

A service is a unique address used to

identify a particular program running

on a particular computer in a TCP/IP

network. The default service for the

OE Database is:
‘servername:rtrdbl’

where:

servername: is replaced with the name
of the computer on which the OE
Database resides, or the IP address of
that computer, or a name defined in
your Windows™ Hosts file which
resolves to that IP address.
(servername: can be omitted if you are
running this copy of Database
Explorer on the computer that contains
the OE Database.)

rtrdbl is the default name for the OE
Database, which must resolve to an IP
socket number. (By default, OE uses
IP socket 11101 in your Windows™
Services file. You can change this, if
necessary.)

If this all confuses you, think of the
Internet as a neighborhood full of
apartment buildings, and programs as
people living in the buildings. The
server name is the equivalent to the
address for their apartment building
and the IP socket is equivalent to their
apartment number.
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Eﬂ Database Explorer
File “iew Options ‘Window Help

The database icon will be surrounded by a RED box with
a diagonal line through it, until an actual connection is

=0}
. scada-web:rtrdbl - 4+ dh
established. | |
= Al Databases scada-web:rtrdbl
#-[T] scada-web:rtrdbl

Tree Hierarchy

Establishing a Connection with the Database

Once a database has been identified for Database Explorer by adding it to the tree hierarchy, a
connection with the Database must be established so that the Database structure can be accessed.

NOTE

Before attempting to establish a connection with a Database, the Database must be
running. If it is NOT running, you must explicitly start it. In addition, you must
have logged in with security access for this particular Database, or data you wish to
view must be accessible to the ‘PUBLIC’ user.

To establish a connection, click on the icon for the database in the tree hierarchy, then press the
right mouse button, and choose “Connect” from the pop-up menu. Initially, the database will be
shown surrounded by an orange box, indicating that a connection has not yet been made. The
amount of time required to make the connection varies depending upon the size of the database,
and the bandwidth of your connection.

When the icon for the database is BiBIFIELESS Explorer
surrounded by a GREEN box, the
connection has been successfully
established.

File Wiews Options ‘Window

scada-web:rtrdbi - | B gy

Conneck

Add Dakabase

4-4 OpenEnterprise for Beginners



Chapter 4 - Using Database Explorer to Find data

IMPORTANT

Once a connection has been successfully established, Database Explorer will issue a
query to the database to obtain details on its internal structure. This structural
information is retained until the database is disconnected. Whenever a re-connection is
made, the query will be issued again to update the structural detail information.

If, while connected, the database structure is altered by some external tool (such as the
SQL Client) queries to the database may NOT be successful, depending upon how the
database was changed. Should this occur, you should disconnect, and then re-connect
SO a new query can be initiated.

What if | wasn’t able to connect?

Any of the following items could prevent a successful connection:
e The OE Database isn’t running. (You can’t connect to it if it isn’t running.)

e Communications are faulty, or you didn’t specify the correct service. (You
should verify that you can actually communicate with the OE Server computer.
Try pinging it using the DOS ping command.

o Firewall software (a type of security software) is running, that has prevented the
connection with the IP socket. (The IP socket for the OE Database must be
accessible. By default, this socket is 11101. Check your Windows™ Services file
to verify the correct socket, and notify your System Administrator that the OE
socket must be accessible through the firewall.)

Viewing the Overall Structure of the Database

Once Database Explorer has successfully established a connection with the database, the internal
structure of the database can be examined.
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Viewing Databases, Tables, Views, and Attributes

Each database consists of a series of named tables. Associated with each table are a collection
of attributes (remember, attributes are just the column names of the table). By default, the
standard tables in OpenEnterprise have a suffix of *_table’ at the end of their names, for
example, the ‘alarmsummary_table’.

Database Explorer also allows you to look at views. Views are essentially a restricted look into
some portion of a table or set of tables. Views do not have the suffix ‘_table’. Views are
sometimes used for security purposes because they restrict which parts of a table (or tables) a
user can access or change, and for convenience reasons, because they prevent you being
overloaded with more information than you really need to see.

Database Explorer’s main screen is divided into 3 separate windows, each of which displays
different information about the connected database.

If the icon for the database is a red box with a
diagonal line through it, there has never been
a connection to this database. If the icon for the
database is a red box with no diagonal line, the
connection has been lost, possibly due to the
database being shut down.

Database Detail Window -or-
the Table Detail Window

Eﬁ Database Explorer
File Yiew ©Options ‘Window Help

| scada-webirtrdnl ~| T g ?
\ All Databasas rtrdbl
rtrdbl ~|scada-web:rtrdbl

P &[T scada-weh:rtrdb1

Click on ‘+'to
see tables in
this database

If the icon for the
database is a green
box, a connection is
active.

e

Connect the selected database CAP
Qbase Tree Control Window  Attribute Detail Window —>
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Database Tree Control Window

This window occupies the left-hand side of the screen. It displays all of the databases in the
hierarchy.

If the database is currently connected, it will be displayed with a small GREEN box around it.

If the database is NOT currently connected, it will be displayed with a small RED box around it,
with a diagonal line through the center.

If the database is connected, and Database Explorer is currently performing a query to obtain
detailed information about the database, a small AMBER (dark orange-yellow) box will appear.

If you click on the ‘+’ icon associated with the database, a list of the tables and views which
make up that particular database will be displayed.

£ Database Explorer E@E|

File Wiew Options ‘Wwindow Help

Tables which -
make up this
database

7| abcomplesx

/ 7| abdevice
7| abdevicehealthalarmcoon
7| abdigital
7| abdriver
7| ahintegeranalog
7| abnetwork
7| abpaollist
7| abrealanalog
7| accessarea
7| accessareaconfig
7| accessareaconfigfaruser
7| adminuser
7| alarmcondition

#--[7 alarmcondition_table

7| alarmconditionlookup
7| alarmconditionlookup_ta
7| alarminhibitalarmconditic

——

7| alarminhibitstatealarmea
7| alarrmailfaormat
7| alarmpagingformat

\ 7| alarmpagingrecipient

< ?
Tables: 230

v

7| abdigital

7| abdriver
#|abintegeranalog

7| abnetwork

7| abpollist

7 |abrealanalog
Tlaccessarea
7|accessareaconfig
7|accessareaconfigforuser
7| adminuser

<

|E| scada-web:rtrdbl v| B dh ?
=] Al Databases # | |Zlabcomplex 7| alarmcondition
rtrdbl 7| abdewice 7 alarmcondition_table
.. [ A ——ry 7| abdevicehealthalarmeondition % alarmconditionlookup

7| alarmconditionlaokup_table

7| alarminhibitalarmeondition

7| alarminbibitstatealarmeondition
7| alarmmailformat

7| alarmpagingformat

7| alarmpagingrecipient

7| alarrnpattern

7| alarmpriorityblock.

7| alarmpriorityblock_table

7| alarmrecipient

Use scroll bar to bring
additional table names

into view

OpenEnterprise for Beginners
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Database Detail Window / Table Detail Window

The Database Detail Window and Table Detail Window alternately occupy the upper-right hand
corner of the Database Explorer’s main screen. Which of the two windows is visible depends
upon selections made in the Database Tree Control Window:

The Database Detail Window displays the names of all databases whenever ‘All Databases’ has
been selected in the Database Tree Control Window. The format of the window can vary; see
Changing the Appearance of Detail Windows.

When ‘All Databases’ is selected in the Tree
Control Window, all of the databases will appear
in the Database Detail Window
7 Database Explorer,

File \¥iew ©Options Window Help

- S

~ mydbil
mydbZ
mydbz

=-[7] scada-web:rtrdbl |

= ahramnles

7|scada-web:rtrdbl

The Table Detail Window displays the names of the tables associated with whatever database has
been selected in the Database Tree Control Window. The format of the window can vary; see
Changing the Appearance of Detail Windows.

When database named ‘scada-web:rtrdb1’ is selected
in the Database Tree Control Window, the tables as-
sociated with ‘scada-web:rtrdbl’ are shown in the
Table Detail Window.

.
£ Daiabase Explorer
File Wiw Options ‘Window Help

=] O "
|EI sca&-web:rtrdbl v| I dh cooLl =
=-[7] scada-web:rtrdbl A | Name /YDatabase | Base Table | Depth

7| abcomplex 7| abcomplex scada-web:rtrdbl 1]
7| abdevice 7| abdevice scada-web:rtrdbl ]
7| abdevicehealthalarmcon :aEjfe\.o’tictlahealthalarmcunditiu scaja-weg:r:rjgi g
| ahdigital abdigical SCad3-wen ik
= bdg | abdriver scada-web:rtrdbl ]

a ) rver 7| abintegeranalog scada-webirtrdbl o
7| abintegeranalog 7| abnietwark, scada-web:rtrdbl o
7| abnetwork | abpaollist scada-web:rtrdbl i}
7| abpalllist 7| abrealanalog scada-web:rtrdbl 1]
7| abrealanalog T accessarea scada-webirtrdbl o
7| accessarea i accessareacon;igF sca:a-weg:rtrggl i}

y 7| accessareaconfigforuser scada-webirtrdbl [u]

E fi
= accessareaconf!gf 7| adminuser scada-webirtrdbl o

ACCESSArEAconngronisel | alarmcondition scada-web:rtrdbl
7] adminuser 7 alarmeondition_table scada-web:rtrdbl
7| alarmcondition 7 alarmconditionlookup scada-web:rtrdbl 1}

#-[#| alarmcondition_table 7| alarmeconditionlookup_table scada-web:rtrdbl 1] [V

7| alarmconditionlockup £ >

Use scroll bar to bring _/
more table names into
view
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Attribute Detail Window

The Attribute Detail Window occupies the lower right hand corner of the Database Explorer
main screen. It displays the attributes (i.e. column names) of the tables that have been selected in
the Database Tree Control Window. The format of the window can vary; see Changing the
Appearance of Detail Windows.

Clicking on a table in the Database Tree Control Window
causes a list of all the attributes (columns) belonging to
that table to be displayed in the Attribute Detail Window.

£ Database Explorer g@@|

File ‘iew Options Window  Help

|E| scada-web:rtrdbl v| B dh ?

7| alarmmailforrat # | | Mame |Database Base Table | De
7| alarmpagingFarmat
7| alarmpagingrecipient
7| alarmpattern

7| alarmpriorityblock ¢ >
7| alarmpriorityblock_table

7| alarmrecipient Mame | Table | Database | Type | »
7| alarmredirection & aCCEssarea alarmsummary  scada-webirtrdbl  char

% slarmredivection_table Facknowledged_ alarmsummary  scada-web:rtrdbl  bool )
=| alarmredirectiontimer & acknowledgedtime alarmsummary  scada-webirtrdbl  datetime
& acknowledgedtimedstoffset  alarmsummary  scada-web:rtrdbl

2| alarmresponseaction # alarmcondition alarmsummary  scada-webrtrdbl
alarmresponseactionem: = alarmlimit alarmsummary  scada-web:rtrdbl
alarmresponseactiongro & glarratext alarmsummary  scada-web:rtrd)

7| alarmsummary & attribube alarmsummary  scada-web:rl char

alarmsummary _table & hase slarmsummary  scada-wel char

=] alarmsuppressiontimer Fcallouta_rea slarmsummary  scad char
=] archivebackupitem & calloutdisplay alarmsummary  scada-webirtrdbl  char
N N & cleared alarmsummary Acada-webirtrdbl  bool

=] archiveback.pitem_tabk = clienttype scada-webirtrdbl  char

#| archivebackupset & condition
7| archivebackupset_table b & currenteventindesx

7= archivarcakalaona & Aecrrinkinn

> <

scada-webirtrdbl  integer

scada-webirtrdbl  integer
v eradaowehotedbl char

>
For Help, press F1

Use the scroll bars to bring more
attributes, or more details about the
attributes into view

Double-clicking on certain tables or views will launch
the Database Object Viewer, which will query the
database to retrieve data from that table or view.

Clicking once on a table name will display a list of attributes for the particular table. Double-
clicking on certain tables will launch the Database Object Viewer, along with a pre-defined DBX
file to query the database for data from that particular table.
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Changing the Appearance of Detail Windows

The Database Detail, Table Detail, and Attribute Detail windows can be modified to appear in
one of four presentation modes: Large icons, small icons, lists, or detail.

To change the mode, click within the window you want to change, then click on “View” in the
menu bar, and choose “Large Icons”, “Small Icons”, “List” or “Detail” from the pop-up
menu. Alternatively, you can choose the mode from the icons in the menu bar.

EI -~
N b |
2 Largelcons & & e i
B . . accessarea acknowledged  acknowledged... acknowledgedtl
In this mode, only a few large icons are visible at any . pdstoffset
one time. ¥

2= Small Icons

& arcessarea & acknowledged & acknowledger A

& glarmcondition & alarrnlirik & glarmbext
. . o & hase & alloutarea & calloutdisplay
In this mode, many more icons are visible. They are |« dinttee  condition = currentevent]
. . & devicename & display & dstoffsat
shown, in left-to-right (across) order.  extension « hasnates helptext ¥
< >
[ L & accessarea & alarmiext & clientkype
e I_St & arkniowladged & gktribuke & condition
& acknowledgedtime & base & currenteventinde

#acknowledgedtimedstoffset: & calloutarea

This mode is similar to small icons, except the icons |7 aarmcondtion

& calloutdisplay

& description
& devicename

N ; & alarmlimit & Cleared & display
appear in lists from top-to-bottom. : >
. Manne | Tahle | Database | Type | Pril #
A ) ; . . & groessarea alarmsurmmary scada-web:rtrdbl  char o
In this mode, more detailed information is presented |< sdnoweda=d slarmsmmary scadawebitrdb bool -t

 acknowledgedtime

alarmsurmmary

larmsummary

scada-web:rtrdbl  datetime Mo
scada-webirtrdbl  integer Mo

for each item, including information on its location
and function in the database. £

2

alarmsurmmary scada-web:rtrdbl  inteaer

4-10 OpenEnterprise for Beginners

Ho



Chapter 4 - Using Database Explorer to Find data

Searching the Database for A Particular Table

A particular OE database can be made up of hundreds of different tables. Sometimes, you may
not remember where a particular table is located in the hierarchy of the database, or even its
exact name - - to solve this problem, you can use the Search For Table dialog box.

To search through the tree hierarchy for a particular table, EEEEAEREIE X
click on the database’s icon in the hierarchy presented in the
Database Tree Control Window, then press the right mouse
button. Choose “Search For Table”” from the pop-up menu,
and the Search for Table dialog box will appear. Enter the
table name you are looking for (or enter the first few
characters of its name followed by a wildcard “** character) [ ok | conesl | Her |
then click on the [OK] push button.

Enter the name of the table below:

|lealanal0d

Tables and views with the specified name (or matching the partial name and wildcard) will be
listed in the Table Detail Window. If you double-click on a listed table, its location in the
hierarchy will be displayed in the Database Tree Control Window, and the attributes (columns)
associated with the table will be displayed in the Attribute Detail Window.

Searching the Database for A Particular Attribute (Column Name)

A database can include hundreds of different tables, and a particular table can include hundreds
of different attributes (which we’ve said before, are column names). Sometimes, you may not
remember which table holds a particular attribute, and you might not remember the exact name
of the attribute - - to solve this problem, you can use the Search for Attribute dialog box.

To search through the tree hierarchy for a particular attribute, click on the database’s icon in the
hierarchy presented in the Database Tree Control Window, then press the right mouse button.
Choose “Search For Attribute” from the pop-up menu, and the Search for Attribute dialog box
will appear. Enter the attribute name you are looking for (or enter the first few characters of its
name followed by a wildcard “** character) then click on the [OK] push button.

Search for Attribute: g]

Enter the name of the attribute below:

|value

0k | Cancel Help
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Tables with the specified attribute (or matching the partial name and wildcard) will be listed in
the Table Detail Window. If you double-click on a listed table, its location in the hierarchy will
be displayed in the Database Tree Control Window, and the attributes associated with the table
will be displayed in the Attribute Detail Window.

Searching the Database for A Primary Key Attribute

A primary key attribute is simply an attribute that is used as an index (or part of an index) for
manipulating information in a table, because it is unique for each record (row). A primary key
might include multiple attributes. For example, a timestamp attribute and a name attribute might

be combined to form the primary key.

Enter the name of the primary key attribute below;

To search through the tree hierarchy for a particular
primary key attribute, click on the database’s icon in
the hierarchy presented in the Database Tree Control
Window, then press the right mouse button. Choose
“Search For Primary Key Attribute” from the pop-
up menu, and the Search for Primary Key Attribute
dialog box will appear.

|nama|

ak. | Cancel | Help |

Enter the attribute name you are looking for (or enter the first few characters of its name
followed by a wildcard “*’ character) then click on the [OK] push button.

Tables with the specified primary key attribute (or matching the partial name and wildcard) will
be listed in the Table Detail Window. If you double-click on a listed table, its location in the
hierarchy will be displayed in the Database Tree Control Window, and the attributes associated
with the table will be displayed in the Attribute Detail Window.

Searching the Database for ‘Owned’ Tables

An ‘owned’ table is a table in which the ‘Owner’ attribute has been set to the name of a
particular user. When you choose “Search for Owned Tables” all tables for which the ‘Owner’
attribute matches the name of the currently logged on user will be listed.
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Viewing the Contents of the Database Using the
Database Object Viewer

You can use the Database Object Viewer to:

e Examine the data residing in the database tables by requesting data that meets certain user-
specified criteria. (This is called querying the database for information.)

e Configure real-time process points in graphical displays using OPC Tags.

e Configure real-time data links to third-party packages such as Microsoft® Excel using DDE
Links.

& | Starting the Database Object Viewer

Once the Database Explorer has been started, and a successful connection has been made to your
running database, you can start the Database Object Viewer by clicking on the icon shown
above, -or- by double-clicking on certain Table names in the Database Explorer tree control
window, or- by clicking on: View - Database Object Viewer

The Database Object Viewer will appear, with the ‘Tables’ page displayed first. You can now
proceed to query the database for data.

Viewing Data By Constructing Simple Queries

The Database Object Viewer provides various options for querying the database. In this section,
we will cover the simplest approach that will yield useful information for most users. Examples
of queries using more detailed criteria will be covered in the next section:
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i”7 Database Object Viewer [New Query*]
File Options Query Help

= = & =] N7

Tables |C|:|n|:|iti|:|ns Parameters | Joins | Attributes | SQL Filter | Time Zone | Objects

Axailable Tables: Selected Databaze:

publishedrep & |
publishedrep
publishedrep

Selected Tables:

questionable Add
questionable

ra]

realanalog Remaove

realanalogal:
realanalogel e
L4 >

For Help, press F1 Objects: 0 +0 =1 * Diatabase

The simple approach to querying the database involves:

Identifying the table you want to request data from using the ‘Tables’ page.
Identifying the attributes you want to request data from using the *Attributes’ page.
Specifying any limiting conditions using the ‘Conditions’ page.

Running the query and looking for our results on the *‘Objects’ page.

If you have trouble remembering this sequence, just remember T-A-C-O which is the first letter
of each of the Database Object Viewer pages you need to use.

Identifying the Table You Want to Query

The ‘Tables’ page of the Database Object Viewer allows you to select which table (or tables) you
want to examine.
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NOTE
Even though the Database Object Viewer allows you to select multiple tables, we
recommend that when you are first learning how to use the Database Object Viewer, you
choose only one table to be searched at any one time. Choosing multiple tables introduces
certain complexities into the query that may result in problems for the novice user.

Click on the name of the table or view you want to request data from in the “Available Tables”
list box, then click on the [Add] push button. The table name will be added to the “Selected
Tables™ list box. You can now click on the “Attributes’ page to continue defining your query.

Click on the name of Then click on the [Add]
the table (or view) you push button, and the
want to retrieve data name of the table will
from, in the Available appear in the Selected
Tables list box— Tables list box.

£ Database Object Viewer [New Query*]
File Options Query Help

S = - = E N 7
Tables |Conditions Paramefers | Joins | Attribgites | S0L Filter || Time Zaone | Objects

Awailable Tables: / Selected Databage:
publisedrep A |rlrdb1
publizhedrep
publifhedren Selected Tables:
guegtionable Add realanalog
qustionable >4

T
realanalog

realanalogal: /v
realanalogek
< /

/

Far Hs F1 Objects: 0 +0 1] i rirdb1

If you change your mind and want to remove a table from
the Selected Tables list box, click on its name, then click
on the [Remove] push button.

Specifying the Attributes You Want to Examine

The *Attributes’ page of the Database Object Viewer allows you to specify which attributes
(columns) from the previously selected table, you want to examine.

OpenEnterprise for Beginners 4-15



Chapter 4 - Using Database Explorer to find data

Click on the name of the attributes you want to examine in the “Available Attributes” list box,
then click on the [Add] push button. The attribute name will be added to the *“Selected
Attributes” list box.

Click on the name of Then click on the [Add]

the attribute you want push button, and the
to examine, in the name of the Attribute will
Available Attributes appear in the Selected

list box-—/ Attributes list box.
Lo icos bl zshiia o L his =]

File Options Query He

Sl = S 4N ?
Tahles | Conditions / Parameters | Joins |Att|'bUTE5 |SQL Filter | Time Zone | Objects

Aovailable Att%tes: % Selected Attibutes:
tirestarmpdstaffsat A (v narne:

Add
limeza value
totalno
units | A
updatemask o
walue /
walueoveride
7

Remaove Al
[ Cymamic Saort;

Sort Agcendir
Active Query

=alanzlog, units - char Cbjects: O +0 -0 =0 rirdb 1

If you change your mind and want to remove an attribute
from the Selected Attributes list box, click on its name,
then click on the [Remove] push button. To remove all
attributes, use the [Remove All] push button.

You can now click on the ‘Conditions’ page to continue defining your query.

Specifying Conditions to Limit the Amount of Data Returned By Your Query

The “Conditions’ page of the Database Object Viewer allows you to make your query more
specific, and thereby limit the amount of data returned.

For example, if you specified in the *Attributes’ page that you wanted to see the names and
values of entries in the realanalog table, you could receive thousands of responses depending
upon the number of objects (such as ACCOL signals) in your database. This may be much more
data than you want, and it also could put an unnecessary burden on communications as the server
attempts to fulfill the request for massive amounts of data. The ‘Conditions’ page, however, lets
you tailor the request by entering more specific criteria, thereby making the resulting data more
usable for you, and more manageable for the communications system.
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£~ Database Object Viewer [New Query*]
File Options Query Help

S~ - = wN?

Tables | Conditions |Parameters Joins || Attributes | SGQL Filter | Time Zone | Chiects

[ ] &uto mn without conditions

Avwailable Attibutes: Conditions:

SUppressiongroup N
timestamp -
timestampdstolfzet

timezorne

totalhotes

Lnits

updatemask

valueoveride

wirk gtation
A ‘ wrikeorernide
»
fdd Edi Remove

Condition: |\"EI|'-JE < EUD\ /
realanalog. value - flnat \QQecm:ﬁ -+ -0 i I ripdh 1
— . - Y
Click on the attribute Then specify a condition for
you want to specify that attribute, and click on the
a condition for, then [Update] push button.

click on the [Add]
push button.

Click on the name of the attribute you want to specify a condition for in the “Available
Attributes” list box, then click on the [Add] push button. The attribute name will be added to
the “Condition” line below the push buttons; enter an equation specifying the condition you
want to apply.

Here are some examples of conditions. NOTE: You must leave a single space on each side of an
arithmetic operator ( =, <, >):

value < 500
manualinhibit = TRUE
units = ‘MGD’
extension = ‘INPUT’
name LIKE ‘%PUMP%’
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When finished entering the condition, click on the [Update] push button. The specified condition
will be displayed in the “Conditions™ list box, and the “Condition” line will be cleared so that
you can specify any additional conditions. NOTE: When you enter multiple conditions, all
conditions must be satisfied.

£ Database Object ¥iewer [New Query*]
File

Options  Query  Help

szE - EHE

Tables | Conditions |Parameters Joins

Ehaw®
Attributes | SQL

Filter | Time Zone | Objects

[ At un without conditions
Available Sttibutes:

ZUPprEszionNgroLp A
timestamp

timestampdstoffset

timezone

totalnotes

uriits

Conditions:

value < 200

updatemaszk.
walueoveride
waorkstation
wirikeoveride
w
Conditior: \ \

N\

I|realanalog.ualue - float

Objects: O

0|0 \1{ \rtrdbl

To edit a condition, click on it,&

then click on the [Edit] push

button, then make any changes

in the Condition box.

If you want to change any of the conditions you have entered, click on the condition in the
“Conditions” list box, then click on the [Edit] push button, and edit the condition line as
desired, then click on the [Update] push button. When you have finished specifying any
conditions you would like to apply, you can run your query.

! Essentially, when expressed as boolean logic, the conditions are all ANDed together.
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Run the Query and View the Results

N If you want the results of this query to be regularly refreshed as data changes in the
database, click on the ‘Active Query’ icon, shown at left, or click on Options -
Active Query. NOTE: If you do not do this, data in the query will not be updated as it
changes.

ﬁ To run the query, click on the “‘Run Query’ icon or click on Query = Apply.

If you did NOT specify any conditions This message will only appear if you didn’t specify
on the “‘Conditions’ page, by default, any conditions; it is meant to warn you that the

you will receive a warning message results of the query may be a large amount of data.
(the warning is intended to remind you T —
that your query could potentially result
in a very large amount of data being 5  WARNING! No condifons have been specied
collected, what we call the KILLER
QUERY ...). You can ignore the
message and click on [Yes] if you are
unconcerned about the size of the
query, or click on [No] to revise the
query, before running it.

Database Explorer

NOTE: These warning messages may
be suppressed by checking the “Auto
run without conditions™ item on the
‘Conditions’ page.
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The results of the query can be viewed on the ‘Objects’ page; normally, running the query will
switch to the *Objects’ page automatically. If this is an active query, they will be updated

periodically as new data comes in.

Eﬁ Database Object Viewer

File Options  Query Help

e EEE Ea N7

Tables ] Cnnditions] Parameters] Joins ] Attributes ] SoL ] Filker ] Time Zone  Objects ]
name | value | units | description -
D204:PS150P0. TIMERL . TIME -
D204 :PO7STREE. TIMER.SP - SEC
D204:P5150P1. TIMERL . TIME 322 P5 - PRIM SLUDGE PUMP PSP-1
D204:PS150P2, TIMERL . TIME 319 P5 - PRIM SLUDGE PUMP PSP-2
D204:PS150P3. TIMERL . TIME - P5 - PRIM SLUDGE PUMP PSP-3
D204:P5150P4, TIMERL . TIME P5 - PRIM SLUDGE PUMP PSP-4
D204 PSS1SELKWATT . HTOT EMYH
D204:P5150P5,. TIMERL . TIME P5 - PRIM SLUDGE PUMP PSP-5
D204 PSE1SB2 KWATT HTOT EMYH

DZ04:P3150PE. TIMER L. TIME

For Help, press F1 Tz il?Z -0 *0 scada-web:rtrdbl I
Database
Number of objects name

Total Number
of objects

Number of objects query issued
added since
qguery issued

removed since

4-20

Number of objects
changed since
guery issued
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Applying Filtering Criteria to Your Query

The “Filters’ page allows you filter the list of available attributes shown on the *Attributes’ page.
A description of the various filtering criteria is included below.

£~ Database Object Viewer
File Options Query Help
SEEEER = §N?
Tables | Conditions | Parameters | Joins || Attributes || SQL | Filter | Time Zone | Objects
Attributes with the selected characternistics
will be available far inclusion it the quen
[ setal | [ Cearan |
Sing Prirnary Key Mullable
Bool Foreign ey Mot Mullable
Integer Mat Key Persistent
Fieal Mot Perzsistent
Time/Date Hidden
Mot Hidden
Active guery - running Objects: 628 +628 | -0 *B rindb 1

Items that are checked are included in the list of ‘Available Attributes’.

String Attributes in the table that store string data, such as signal names, operator names,
descriptors, etc.

Bool Attributes in the table that store TRUE/FALSE data such as logical signal values,
the values of manual, control and alarm inhibit/enable flags, etc.

Integer Attributes in the table that store integer data such as counts, ID numbers, etc.

Real Attributes in the table that store floating-point data such as analog signal values.

Time/Date  Attributes in the table that store date and time information such as timestamps.

Primary Key Attributes in the table that are part of the primary key for the table and uniquely
identify the objects within the table.

Foreign Key Attributes in the table that are used as part of another table’s primary key, and are
used to reference those objects from this table.
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Not Key Attributes in the table that are NOT part of any key.

Nullable Attributes in the table that can hold a NULL value.

Not Nullable Attributes in the table that can NEVER hold a NULL value.

Persistent  Attributes in the table that are saved to disk when the server is shut down.

Not
Persistent Attributes that are never saved to disk.

Hidden Attributes in the table that, by default, are not visible to the user. NOTE: This is
not a security feature, just a convenience. These attributes are typically of little
interest to most users.

Not Hidden Attributes in the table that, by default, are available to the user.

To choose all criteria (i.e. no attributes excluded) click on the [Set All] push button.

To exclude all criteria (typically done to de-select everything, and then select only a few criteria)
click on the [Clear All] push button.
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E Saving the Criteria Used For Your Query in A DBX File

Once you have finished creating your query, you can save

the query criteria, so that you can run it again in the future. = DBX files are a way to save
To do this, click on the ‘Save As’ icon, or click on File 2> your queries, and re-use
Save As. Standard Windows™ Save dialog boxes will them later...

appear in which you can specify a path and filename for

your database query. The file extension for database

queries is (.DBX).

Subsequent changes can be saved by clicking on the *Save’ icon, or by clicking on File > Save.
NOTE: If you save your DBX file in the default directory, with the same name as the table or
view from which you queried data, the query can later be recalled by double-clicking on the table

name in the Database Tree Control Window.

DBX files can be recalled into the Database Object Viewer to re-initiate a query, and may also be
used by other OE components.

|

L= Opening An Existing DBX File

If you have previously saved the criteria for a query in a DBX file, you can open it by clicking
on the *Open Query’ icon, or by clicking on File = Open, and selecting the DBX file from the
dialog box.

If you saved your DBX file in the default directory, with the same name as the table or view for

which you issued your query, you can recall the DBX file by double-clicking on the table name
in the Database Tree Control window.
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Adding ‘Live’ Data to Third-Party Applications by
Dragging DDE Tags

Another use of the Database Object Viewer is to establish ‘live’ dynamic data exchange (DDE)
links between OpenEnterprise and a third-party DDE compliant package, such as Microsoft®
Excel. This allows the creation of spreadsheets containing ‘live’ data, which will update as it
changes in the database.

Before You Begin

Before you can add live data to a spreadsheet, you must have already:

started the third-party application, e.g. Microsoft® Excel, and created a spreadsheet.
installed and started up the Polyhedra DDE Server. (See the OpenEnterprise Reference
Guide (document# D5092) for instructions on how to do this.)

started the OE Database

started the Database Explorer and established a connection with your running database. (See
pages 4-2 through 4-4.)

read through and become familiar with how to create and run a query of your database. (See
pages 4-13 through 4-19 for details.)

An example illustrating this process is included, below:
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Example - Adding An Analog Value To A Spreadsheet Using DDE

The Brighton Hills tank farm has a series of tanks that hold liquids. They use Network 3000-
series controllers to monitor the tank levels, and they want to display the tank levels (in FEET) in

a spreadsheet for the operator.

Step 1. - Start creating your query by selecting the Table containing the data:

On the ‘Tables’ page of the Database
Object Viewer, there are numerous tables
listed. In this case, we want to select the
table containing analog data values; called
‘realanalog’. Click on the [Add] push
button.

I Database Object Viewer

Step 2. - Choose the Attributes included in your query:

On the *Attributes’ page of the Database
Object Viewer, click on the ‘Name’
attribute in the “Available Attributes” list
box, then click on the [Add] push button.
Repeat this process for the ‘Value’ and
‘Units’ attributes.

OpenEnterprise for Beginners

Fie| ptors| Query| Hep
AR HEBE = E ~ %
Tables | Conditons | Parameters | Jors | Atvites [ 50 | Fiter | Tome Zone | Cbjects
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plankoees .
= it Sebectad Tables
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base Explorer to find data

Step 3. - Specify Conditions of the query:

On the ‘Conditions’ page of the
Database Object Viewer, we only want
tank levels, which we know are in units
of FEET, so we will put a condition on
our query that units must equal ‘FEET’.
To do this, click on ‘units’ in the
“Available Attributes” list box, then
click on the [Add] push button. The
word ‘units’ will appear in the
“Condition” line, add the following
text to the line:

= ‘FEET

m Database Object Viewer
Fle Optons Query Help

a=REEEE =R\
Tables | Conditions | parameters | Joins | Attributes | SQU | Fiiter | Time Zone || Objects

[ 4uto run without canditions
Awvallable Attibutes Condiions

iesdiigger
readvalue

>

regionname
recetalamstatistice
scheduleid

status

Uppress
suppressed
suppressiongroup
timestamp
timestampstoffset
timezone

imezon
totalnotes
|

wwwwwwwwwwww

(2

realanalog.units - char Chjects: 628 +628 -0 80 rirdb1

Now, click on the [Update] push button, and the condition you made will appear in the

“Conditions” box above.

Step 4. - Run the query:

Click on the ‘Active Query’ icon, and then run the query by clicking on Query = Apply, or just
click on the “‘Run Query’ icon. The results of the query (analog signal values which have units of
‘FEET’) will appear on the “‘Objects’ page of the Database Object Viewer.

=

File ©Options Query Help

DEBEEHE == 8T

Tables I Conditions I Parameters I Jains I Attributes I SoL I Filter I Time Zone  Chjects |

narnme i | value | uniks
Dz04:551007T,LEYEL, 5P 20 FEET
D204:55100T1. LEVEL. ] FEET
Dz204:55100T1 . LEVEL . HHL 20 FEET
Dz204:55100T2, LEVEL, ] FEET
D204:55100T2, LEVEL . HHL 20 FEET
Dz04:55100T3, LEVEL, ] FEET
D204:55100T3, LEVEL .HHL 20 FEET
Dz204:55100T4. LEVEL. ] FEET

Active query - running

Chjects: 9 +9 -0 *0 rtrdbil
v
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Step 5. - Leave the ‘Objects’ page of the Database Object Viewer on the screen,
and open up your spreadsheet (if not already open)

Keep the *Objects’ page of the Database Object Viewer (which contains your analog values)
visible on the screen. Now call up the spreadsheet you want to add ‘live’ data to in Excel.

A | B | ¢ | o | E | F | G |
1 |TAMNK FARM B - BRIGHTOMN HILLS CURREMT TAMK FLOWY RATES
2 FEET
3 [Tank 1 Lewvel 1
4 (Tank 2 Lewel
5 [Tank 3 Level
B [Tank 4 Lewel
i
B

Step 6. - Change the Default Tag Format in the Database Object Viewer to DDE

The Database Object Viewer is most frequently used to export OPC tags, therefore, that is the
default export tag format it uses. To export DDE links, you must change the export format to
DDE. Click on: Options = Tag Format - DDE.

Step 7. - Drag the data from the Database Object Viewer to the Appropriate Cell in
the Spreadsheet

Drag the value from the Database Object Viewer window to the cell in the spreadsheet where
you would like the data to be displayed. This establishes the DDE link. Repeat, as necessary, to
bring additional data into the spreadsheet.

Drag the value from the Database
Object Viewer to the appropriate
cell in the spreadsheet

E Microsoft Excel - TANK_LEVELS.XLS . ;IEIEI
@Eile Edit Yiew Insert Format Tools Data Window Help Web ;Iilll
ﬂ%ﬁ‘ﬁﬂﬁi\gjwlﬂsJDﬁ:E|§|g|nv|%zﬁsél|&@ Ao~ -2
Tables I Conditions I Paramgters I Jains I Atk €3 d =| /

mDatahase Object Yie:
File Options  QueN,

Help

name ,-"‘%fj_luel units A | B | C I D | E /i/ F | G | g
D204:55100T . LEVEL 5P Feer |1 | TANK FARM B - BRIGHTON HILLS CURRE K FLOWY RATES

D204:55100T1 LEVEL, [0 E e FEET

DZOH:SSI00TLLEVELHHL 20 FEET | 3 |Tank 1 Level

[204:551 0072, LEVEL. i FEET 2 | Tank 2 Level *

D204:55100T2 LEVELHHL - 200 FEET |~

D204:55100T3 LEVEL, 0 Feer | 9 | Tank 3 Level

D204:55100T3LEVELHHL 200 FEET 6 |Tank 4 Level

[1204:551 0074, LEVEL. 0 FEET 7
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NOTE: If a message similar to the one shown below is displayed, it means that the Polyhedra
DDE Server did not start.

Microsoft Excel

@ Remote data not accessible, Start application 'POLYHEDR..EXE'™

If the Polyhedra DDE Server has been installed, you can start it by clicking on Start =
Programs = Polyhedra = DDE. If the Polyhedra DDE Server was never installed, you must
install it according to instructions in the OpenEnterprise Reference Guide (document# D5092).

Some advanced topics which we won't cover here

e The Database Object Viewer includes a ‘Joins’ page which allows you to query multiple
tables to find data intersections. Don’t try it! It’s not for beginners, and could crash your
system.

e The Database Object Viewer includes an ‘SQL’ page which lets you edit SQL queries on the
database. If you’re interested in this, review the appendix on SQL at the end of this manual.

e The OE Menus feature allows you to take DBX files you create in Database Object Viewer,
and tie them into menus, that allow you to pass parameters between OE components, and edit
the database. This is a very powerful feature for customizing your system, but is beyond the
scope of this manual. Please see the OE Menus section of the OE Reference Guide
(document# D5092) if you need information on this.
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What is the OpenEnterprise Graphics Software?

The OpenEnterprise Graphics software (also called OEGraphics or GraphicsView) is a
specially licensed version of the Iconics GraphWorX32 software, which has been specifically
modified to support additional functionality. It is used to build and view graphical displays,
sometimes known as mimic displays, which allow operators to monitor their plant or process
from the OE Workstation. The entire collection of displays used by the operator is referred to as
the human-machine interface (HMI) or graphical user interface (GUI).

7l Seaside_PS - OpenEnterprise by Bristol |Z||E|E|

File Wiew Tools Configure Help

| Seaside Drive Pumping Station ¥ 2

Emergency RTU AC
Eye Wash Fail
In Use
Chemical Tank | Air Compress Pump Ho.1 Pump Ho.2 g - H:zc::zir:y L;:c:-ri?;ny L:;:g:ralgir;ty
Low Level Failure Status Status O [
) . Grinder Well Water
Fire Main Sewage Coommon Megal Entry RTU Power RTU Battery
Pumps Fail Problem Low Pressure Failure Low
Wet Well Wet Well Hazardous Utility Emergency
HighLevel | |owpever | GASDanger | power Failure | CSRErater
ow Level Level Failure
Generator | Stopped
Start | Stop |Reset

120 WetWell
0 I

J Pump 1 | Stopped

< Start | Stop|Reset|

Pump 2 | Stopped

Start | Stoleeset| ]

] Effluent
. faxn g

...................................................................... REVISED: 02.JUL200 MS

| @% 0E2.5360idSs | OpenEnterprise 7} Seaside_PS - OpenEn. ..

Data is collected from the plant or process via instrumentation devices (e.g. flow meters,
electrical contacts, pressure transmitters) and transmitted to RTUs. Data from the RTUs is then
sent to the OE Database, where it can be extracted for use on displays.
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Displays consist of a mixture of
static and dynamic objects. These

objects are drawn to resemble
specific parts of the plant or process
such as pumps, valves, compressors,
tanks, etc. Static objects do not

|
CHLORINE LEAK u
| |

change, and are not connected to the

OE Database. Dynamic objects,

[EristolE abcock Bristol0PCS ervers "nent1:rtrdb 1" "digital” "name:c

however, are linked to ‘live’ real-
time process data in the OE
Database through the use of OPC
Tags.

Z‘I’hvis is an OPC Tag

The dynamic objects can be configured to change color, size, or flash based on how the real-time
data changes. For example, an analog value might flash when it has entered an alarm state, or a
pump might turn green when it is running and yellow when it is undergoing maintenance.

Besides allowing an operator to monitor the plant or
process, displays can be configured to help the
operator control the process by allowing data entry
of setpoints, by allowing the operator to start and
stop devices depicted on the display such as pumps,
motorized valves, etc. In each case, these actions are
possible by sending commands from the display
down to the OE Database, and then on to the
controller network.

Objects which are to be used on multiple displays
can be saved as symbols in the symbol library.
They can then be easily imported into any new
display which is created. Symbols and displays can
also use a technique called aliasing which allows
symbols and even entire displays to be re-used with
different entries from the database, depending upon
which alias (name) is currently selected.

What is an OPC Tag?

OPC stands for Object-linking and
embedding for Process Control, an
industry standard that was developed
by the OPC Foundation, to allow a
standard method of communication
between different process control
devices and software. An OPC tag
identifies a piece of information
(normally a signal value or attribute)
using the conventions of the OPC
standard. Within OpenEnterprise this
allows data from the OE Database to
be accessed by displays or trends, or
software by other vendors.

This chapter presents an overview of the display building process, including:

e instructions for starting the OE Graphics software, opening a display, changing from
‘configure’ to ‘runtime’ mode, saving the display, etc.

e step-by-step examples for creating various display objects. Various features of OE Graphics

are highlighted as part of the examples.

5-2
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instructions for working with symbols, setting up aliasing of individual symbols, saving them
in the symbol library, and re-using them on other displays.

suggestions for designing your entire human-machine interface (HMI) system.

IMPORTANT

This chapter is NOT intended to be a comprehensive reference to all features and functions of the
OE Graphics package. If you need information on a particular feature not covered here, please refer
to the GraphWorX32 User Manual.

Before You Begin

Before you attempt to build displays, the following must have been done:

You must have installed the OE Graphics package on your workstation. This process is
briefly covered in the OpenEnterprise Installation Guide portion of the OpenEnterprise
Reference Guide (document# D5092).

Your OE Database must have been created and must be running.

You must be able to connect to the OE Database using Database Explorer, and issue a query
of the OE Database (This was discussed in Chapter 4.)

You must have successfully logged on to your OpenEnterprise Workstation, with sufficient
security privileges to access the OE Database. Consult your site-specific documentation for
details.

You must be familiar with the details of the underlying plant or process which will be
depicted on the displays, and also must know which tables and attributes of the OE Database
contain the data you want to include on the display.
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Starting the OE Graphics package

By default, the startup sequence for the OE Graphics package is to click on Start = Programs
- OpenEnterprise - Workstation. This sequence may have been modified, however, when
OE Graphics was initially installed.

If you cannot find OpenEnterprise Graphics, look for GraphWorX32, and start it, instead. After
the splash screen has appeared, the screen should appear as shown, below, with an all-new empty
display open.

21 Display1 - OpenEnterprise by Bristol

File Edit Wiew Format Arrange Draw  Dynamics  Tools NENGEGRES Help

SE-mM & = B = = R s _Nonloy of of of o
[arial o By per e e

~a

i Pl P

v
< b

ER S OV & (M

Far Help, press F1 ®=389, y=181 100%: Primary Layer

Opening a Display

Once OE Graphics is running, you can choose to create an all-new display, or you can open an
existing display.
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'higghl Opening An All-New Display

When you first start OE Graphics, an all-new empty display is opened automatically, and the
screen will appear as shown on the previous page.

If you already have other displays open, however, and want to create an all-new display, you can
do so by clicking on the icon shown above, or by clicking on File = New.

An empty display will now be opened, and you can begin to add graphic elements to it.

|
= Opening An Existing Display

To open a display which has already been created,

. . . . Open
click on the Open icon, shown above, or click on File ~ [FESEE= _— e
Lok jn: |_} Displays ﬂ o B
9 Open' "Wl 01blank, il 5702 wilz1051
Wi 32ndstr Spilzi011 ilz1051_
A A . i se0t 21028 21052
The standard Windows™ Open dialog box will %osm %zwzm §21055
05701_NEW 21031 21058
appear. 05701 _owd “ilz1031_old 21061
< >
File name: [l
Files of lype: |DpanEnterp|ise Dizplays [*.gdf] j Cancel

Use the controls to locate the directory containing your displays. The recommended directory for
storing OpenEnterprise displays is

\OEStore\ Displays
so you might want to look there first.
When you find the display you want to open, double-click on the name of the display file (must

end in *.GDF’), -or- click once on its name, then click on the [Open] button, and the display will
appear on the screen.

Using the Example Displays

If you can’t locate any displays, the OpenEnterprise Software CD comes with a selection of
example displays, which you may use as a starting point for creating your own displays.

The example displays are located in the \Examples\Workstation sub-directories on your
OpenEnterprise Software CD.
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A Quick Look at the Drawing Tools

This section will briefly discuss the most commonly used drawing tools. For more detailed
information, please see the GraphWorx32 User Manual.

Choosing Colors

One of the first things you will want to do when you open up a display is to set the background
color of the display. To do this, click on Format - Background Color.

The Color Palette will appear. Click on the color of your choice for the background, then click
on the [OK] push button.

Click on the color you want to
select, then click on the [OK]
push button. The “Format” pull down menu also has selections
Color Palette ' for setting the line color, line style, display
properties, etc. For more details, see the

GraphWorX32 User Manual.
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Drawing A Straight Line

To draw a straight line,

click on the “Straight Line”
|Con’ then C“Ck |n the File Edit View Format #Arrange Draw  Dynamics  Toals
display where you want the ASHR S sRBR- | @A
line to begin, and drag the i =lljo -l - ©w
mouse until you reach the 15 grawa |1 | Then click where you want
desired ~endpoint, then g aight line, |} to start the line, and drag
release the mouse. first click on t * the mouse to where you want

) the ‘Straight / - to finish the line.
To change the line color, |ine'icon

Z

you must use Format-> :

Line Color, and select the
color from the color
palette.

To move the line after it is

finished, select it and drag
it to the desired location.

Selecting Objects on Displays

Edit handle
To select an object on a display just click on it. A group of eight edit handles
will appear around the object. (The picture at right shows a pump symbol
surrounded by edit handles.) You can click and drag on these handles to re- LI I
size the object in various directions. To move the object, just click on the 31??"
object (not the handles) and hold down the left mouse key while you move L

the object to the desired new position.

_ To select more than one object, drag the mouse to form a
Drag bounding box  ounding box around the objects you want to select, then

to select multiple release the mouse button and all the complete objects in the
XObfeCtS box will be selected.
| i If a display contains many objects close together, and you are
Dj:}ﬂ—" unable to select the right one, you can select any object on the
" Ic —y display, and repeatedly press the [Tab] key. As you keep
1 pressing the [Tab] key, a bounding box will move through

each of the objects on the display, allowing you to eventually
select the desired object.
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Drawing A Box

To draw a box, click on the ‘Rectangle/Square’ icon, then click in the location in the display
where you want to draw the box, and drag the mouse until the box is the desired size, then
release the mouse.

To draw a square, follow the same procedure, except hold down the [Shift] key while you are
dragging the mouse.

If you want to re-size the box, you can drag on the handles which appear around its edge when it
is selected.

To move the box after it is finished, select it, and drag it to the desired location.

If you want to change the fill color of the box, select the box, then click on the desired color in
the color palette. If you want to turn on/off the fill color, you can click on Format = Toggle Fill
(or just click on the “Fill/Unfill” icon).

L Display1 - OpenEnterprise by Bristol

File Edit View Format Arrange Draw  Dynamics

R EEIREY T

|l ~|Jio ~]| B .
To draw a box, first click |}, . Next, click where you want to draw
on the ‘Rectangle/Square’ | ~ the box, and drag the mouse until
icon. —> : the box is at the desired size.

™y

Z

A
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Drawing An Ellipse or A Circle

To draw an ellipse or circle, click on the “‘Ellipse/Circle’ icon, then click in the location in the
display where you want to draw the ellipse, and drag the mouse until the box is the desired size,
then release the mouse.

To draw a circle, follow the same procedure, except hold down the [Shift] key while you are
dragging the mouse.

If you want to re-size the ellipse/circle, you can drag on the handles which appear when it is
selected.

To move the ellipse/circle after it is finished, select it, and drag it to the desired location.
If you want to change the fill color of the ellipse/circle, select it, then click on the desired color

in the color palette. If you want to turn on/off the fill color, you can click on Format = Toggle
Fill (or just click on the “Fill/Unfill” icon).

2 & B @

| sl

"~

L4
Le
=
N
=1
1

To draw an ellipse
or circle, first click
on the ‘Ellipse/ -
Circle’ icon. ———— o

Next, click where you
want to draw the ellipse,
and drag the mouse until
it is at the desired size.

For information on the other drawing tools, see the GraphWorX32 User Manual.

I Saving A Display
To save a display, click on the ‘Save’ icon, shown above, or click on File = Save. The Save or
Save As dialog box will appear. It is recommended that you save your displays in the directory:

\OE Store\ Displays
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Switching Between Configure Mode and Runtime Mode

Configure Mode is used to build your displays, add dynamic data, etc. Live data is NOT visible

in Configure Mode.

NOTE: In order to make changes to your display, or to
add ‘live’ data to your display, the OE Graphics
package must be in ‘Configure’ mode - - if you are in
‘Runtime’ mode, click on the *Configure’ menu bar
item to return to ‘Configure’. If there is no ‘Configure’
item but you see a ‘Runtime’ item, you are already in

‘Configure’ mode.

If you see ‘Runtime’

here, you are in currently in

Configure Mode. Clicking on ‘Runtime’ will switch

you into Runtime Mode.

Configure Mode is for building
the display. You can’t see any live
data in Configure Mode.

Runtime Mode is for running /
viewing the display with live data.

If you see ‘Configure’ here you are currently in
Runtime Mode. Clicking on ‘Configure’ will switch
you into Configure Mode.

¥ Seaside_PS - OpenEnterprise by Bristol ________

Fil= Edit Wew Format Arrange Draw Dynamics Tools  Runtime “Help
e = = e @2 W B o e eyl e oz o e ey Je
| il ~lfw ||l === (¢ ) pehed | e
A A A A ~
by - Seaside Drive Pumplng Station =
™ Emergency RTU AC
Eve Wash o
— In Use Fail
® | |chemical Tank| Air Compress |  Pump Ho.1 [ Rese : “ﬁ:;]:ﬁi':y L;:c:rrifatlny L;:cli']falﬁir;ty
= Low Level Failure Status Status ] ]
b ) . Grinder Well Water
Fire N‘P“l'l'l_‘ns)es":‘;%:e Coommon MlegalEntry | | o cccure RTU Power RTU Battery
A | Problem Failure Low
o \'YEt Well Wet Well Hazardous UHility E(r;nergzltlcy
High Level Low Level Gasl_gcglger Power Failure g;}ﬁlrreor
& B
o ] -
¥ i Generator | Busyying
H
il Start | Stop | Reset
120 g WetWiell g Start] Stop |Reset]
(] 22221 :
o I 27772Mgd g
Ll H
L =
|| H
1| H :
- : -
1| = - ;
= ump 1 | Bwyyind | Pump 2 | Bupingd | |
== Start | Stop | Reset|| start | Stop | Reset||}
—— i

5 Effluent
0 ; 77 7Ngd

REVISED: 02JUL2001 MS

| &% openerterprise " Seaside_PS - OpenEn...
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Examples of Creating Various Display Objects

The examples which follow should generally be performed in consecutive order, since most
examples build on the information presented in the previous examples.

Each of the examples assume you have successfully connected to your running Database via
Database Explorer, and that you understand how to query the database for information using the
Database Object Viewer. If you are unsure about how to do these things, please review Chapter

4.
The examples also assume you have already started the OE Graphics package, that you have

opened up a display, that you know how to save it, and how to switch back and forth between
‘Configure’ mode and ‘Runtime’ mode. These subjects are discussed earlier in this chapter.
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Example #1 - Creating A Text Label on A Display

1 Display1 - OpenEnterprise by Bristol

File Edit “iew Format Arrange Draw  Dynamics Tools  Runtime  Help
SEE & fBREBRw M 2 = ¥ HH

ullz==||c*

|l

ff Font type Underline

N Font size ltalicize \e While selected, you can

® _ _ change the appearance of
) ‘/0 Click on the “Text’ icon the text with these controls.
A =COMPRESSOR STATION NU m

% / | u u

& | @ Click where you want

‘;; to place the text, and

= start typing

Step 1. Either click the ‘“Text” icon (shown at right), -or- click on Draw - Text. Pl|
Step 2. Click on the location in the display where you want to add the text label, and start typing.

Step 3. To change the font, size, or style of the label, select it, and use the controls at the top of
the screen.
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Making Changes To An Existing Text Label

If you want to change the text label you’ve

just created, you must right click on it, and u u
choose “Property Inspector” from the pop-

up menu.

(You could also have chosen Edit = Text
to edit the text directly on the screen, but
the Property Inspector provides more

options.)

You should experiment with the Property
Inspector dialog box to see the various

options for representing text.

Property Inspector,

Text ]

Test Color B ouewin [0 -
[ FilCob: |  LineSwle [Noline /v
I daow Colar: . 3D Edge:  |Mone -

[~ Freeze Object
v Stretch Test On Rest

J Mo Patterm

X

AN

|~ Use this list box to

change the edge
around the text.
You can have a
raised edge, a
sunken edge, etc.

Font:  Arial . 10 Eont... H—
COMPRESSOR STATION MUMBE |Tth: Left j
nd: Left hd

Obiject iame:

D escrigtion:

|
|
Shard Keyword: |
|

=l

Z

Cuzhom D ata: LCusztom...
; Ok | Cancel | Apply | Help |

Click here to call up
the Font dialog box
to change the font
styles of the text

— Call up a pallette to
select a different
background color

for the data

text directly in this field

OpenEnterprise for Beginners
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Delete
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Chapter 5 - Building Displays to ‘Mimic’ Your Process

Example #2 - Displaying A Numerical Value From the
Database (Process Point)

B Open a display in the
. OpenEnterprise Graphics
Construct a query using the package
Database Object Viewer.

Switch to “Runtime” mode

- [BX] D Click on the approximate

= = location where you would
9 .
like the data to appear. The
i = H
Property Inspector dialog
Property Inspector b ”
il ox will pop-up.
e PPT/DE | Defau Fick
- = 2992997294 |  Data Source: ™ Drag/Drop Data Source
deEHEE S R ® [istolBabcock BristolOPCServer\"trdb1""e:  Diata Tags. .
Tables | Condiions | Parameters | Jaf M
7
namme | walue | urits i int Type
D204:PSSO0BL.FLOW HAYG 5 CFM A ¥ Update OFC Request Typs: [NATIVE ¥
D204:PSS00B2. FLOW HAVG - CFM q jert Dispay Type: |DOUBLE <]
D204:55100T1,LE¥EL HHL 4.5 FEET & L\ Dat Enty Cliet Display Type: |DOUBLE
D204:P5180 DENSTY. AVG - %50L r J Format occocoe ¥
D204:55100T2.LEVEL.HHL 3.7 FEET & r
D204:55100T3,LEYEL HHL 41 FEET r
D204:55100T4.LEVEL.HHL 42 FEET %
D204:PS81SE1.VARS HAYG - i I~ Show Unit [~ Thousands Separators
D204:PS81SE2.VARS. HAYG Unit Position B ez F
D204 CLIENTZ. INDEX,
D204:P5130 FLOW.TOT Unit Test: |
D204:P06 START.FREQ .
D204:P07 START.FREQ e . r
D204:CLIENT1. COLMT, - .
D204 CLIEMTZ, COLMT, = J States. |
D204:P06 MINFLW. TIML .|,
D204:P06 MINFLW. TIMZ =; | J
D204:P06 START.HOLR - i
D204:P06 SCHEME.HIST - JGC“CK on the [OK]
il : Object Name: |
D204:P07 START.HOLR B pUSh button
D204:P06 COLRUN. TIML 4 . Descrption: | . .
B .
‘ 4 Custom Data: Custom.
/ : 5.3 FEET - | J
FEET
4.1 FEET
i i oK Concel | oy | Hep |
- FT <
e I 0 | I it i " ! ¥ o

: ; e WF &[]
f or Help, press P i
Click and drag the value from the Pk, pres L PN

Database Object Viewer into the \9 Click on the Process Point icon.
“Data Source” field in the Property

Inspector dialog box. This is called

dragging an OPC Tag.

Step 1. Using the Database Object Viewer, construct an active query of the database which calls
up the signal data you are interested in from the ‘realanalog’ table. Leave the window
open. (If you’re not sure how to do this, please read Chapter 4).

Step 2. Open a display in the OE Graphics package, and move it side-by-side with the Database
Object Viewer window, so that both windows are in view.

Step 3. Either click on the process point icon, -or-
click on Dynamics = Intrinsics = Process Point.

5-14 OpenEnterprise for Beginners



Chapter 5 - Building Displays to ‘Mimic’ Your Process

Step 4. Click on the approximate location in the display where you want the data to appear (you
can adjust the location later, if necessary.) The Property Inspector dialog box will pop-up.

Step 5. Drag whichever value you want to display from the Database Object Viewer window into
the “Data Source” field in the Property Inspector dialog box. This is called dragging an
OPC Tag.

Property Inspector r5_<|

Tet  PPT/DE | Defaut Pick |

Data Source: [ Drag/Drop Data Source
FristolBabeock BristolOPCServertrdb1" rei - Data Tags...

Expression...

Point Jype
W Upfiate OPC Reguest Type: |NATIVE -

[~ Data Entry Cliert Display Type: |[DOUBLE =

J Format: 1000020 -
~ b

I~ Fhow Unit [ Thousands Separators

UnitfPasition: ’—_| ™ Leading Zeros

Unf Text: | J

e oecl || [ g

escription: .
ustom Data: Custom...

l ok | Cancel | Spply | Help |

I—OPC Tag

Step 6. Click on the [OK] push button to save the process point. The process point will appear as

[ [ [
mPPYEYYIY m
[ [ [

The drag handles can be used to manually re-size the text. The color red indicates that
this object in the display contains ‘live’ data.

NOTE: The OPC tag is now visible within the display if you move the cursor over the
process point.
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Step 7. Switch to ‘Runtime’ mode to view the active data on the display, by clicking on

“Runtime” in the menu bar. The live data value should appear on the display, and should
match that in the active query of the Database Object Viewer.

In ‘Runtime’ mode, the data value in the active
guery of the Database Obiject Viewer, and the
value of the process point should be the same:

i Displayl - Open
£ ] \ EEE File Wiew Tools Cor

ER=g =g =) = ZRN?
Tables ] Condbqns ] Patameters ] Joins ] 370
name | walue | units | ”~
DZ04:POSRT4, SELECT, -
D204:POSRTUS, SELECT, -
Dz04:55100T LEVEL.SP 5.3 FEET
D204:55100T2.LEVEL. EE Feer
Dz04:55100T3.LEVEL. 4.1 FEET
Dz04:55100T4.LEVEL. 4.2 FEET
D204:PS260W 1 LEVEL. - FT
Variations on Example #2 L.
= 77770222
Copy
e Making changes to an existing Process Point: If you want to change e o
the process point, you just created, you can recall the Property
Inspector dialog box to the screen and make changes. To do this, right —
click on the process point in ‘Configure’ mode, and select “Property Line color. ,
Inspector” from the pop-up menu. L sl '
oggle Fi
Toggle Freeze
e Displaying non-numerical data in the Process Point: I|:
There is no restriction on the type of attribute you drag into the EditLocal Alases...
- - - . Edit Connections. ..
Property Inspector dialog box. While the example described using a oo v
numerical value using the “Value’ attribute, you could have dragged Creste VEStrp...
P - » < » - - @ ¥ £ Create 15cript. ..
the “‘Units’ or “Name’ attribute into the “Data Source” field. ’
. .
e Making the Process Point changeable by the

Test  PPT/DE | Defaut

Operator: If you want the process point to be Select this to
changeable by the operator, for example, to enter DERSETeE L]

setpoint levels, simply select “Data Entry” as part of rennc’;:I:e ocgasesri%tlce)r ’m
the “Point Type” in the PPT/DE page of the Property P

. X Pairt Type
Inspector dialog box. In ‘Runtime’ mode, the operator ¥ Update A
can enter new values into this process point which are dPERIEED )| B
copied to the database, and down into the RTU. M C=iln |Gl
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e Changing Background & Foreground Colors of the Process Point, Changing the Font:
The “Text’ page of the Property Inspector dialog box includes various fields for changing the
style of how the text appears. You should experiment with this to see a style you prefer.

Property Inspector @

Test | PPT/DE | Default Pick | //USG this list box to
Test Color W Leewion o > change the edge
I Fill Colar: [ Linestle @ around the text.

I ohgdowColo: [ 30 Edge  [Nore - You can have a

= [Noraten | || raised edge, a

sunken edge, etc.

™ Freeze Oby
[V Shetch Text On\Resize
Font...

Font:  &rial Size: 10

et~ [T~Click here to call up

Bound:Left ~] the Font dialog box
Obiect Name: | N\ to change the font
Cescription: | \ J Sty|eS Of the teXt

Share Keyword: |

Custom Data: | LCusl |

Call up a pallette to
select a different
background color
for the data

oK | Cancel Apply Help |

Common Mistakes Which Occur When Creating Process Points

e Dragging data without first clicking the ‘Process Point’ icon, and clicking in the display
If you do this, you will be dragging just the text for the OPC tag onto your display, which is
useless by itself. Click on the tag in the display, and press the [Delete] key, then start again.

e Dragging the wrong OPC tag
This is the most common error when creating a process point. Depending upon which
attribute (column) you drag from, you might see data in the wrong format (e.g. text instead of
numerical data) or you might be dragging from a row above or below the one you want. If
the displayed value does NOT match the value displayed in the active query, you can just
delete the current tag in the ""Data Source™ field, and drag in the correct one. Alternatively,
just click on the value in the display, press the [Delete] key, and start again.

e Forgetting to use an active query
If you forgot to click on the “Active Query’ icon (shown at right) before running your
query, the query will only be updated if you manually run the query again, and
consequently, the data on your display WILL NOT change when you go into
‘Runtime’” mode. Click on the *Active Query’ icon and re-run the query. If this does
NOT fix the problem, verify that your connection to the database is functioning.
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Example #3 - Displaying the changing level of liquid in
a tank
NOTE: The tank we are drawing in this example is a simple box; you can be much more

elaborate in your tank design if you desire. In addition, you may wish to check the symbol library
to see if there is a tank symbol already made that you want to use.

Open a display in the
OpenEnterprise Graphics Click on the box icon,
package and create a box.

{19 Switch to “Runtime” mode

Construct a query using the
Database Object Viewer.

e e 'EE'@j Fectangle Size | Defaut Pick |
Data Sourcs: [~ Drag/Drop Data Sourcs

o - BristolBbeock ErstolOFCerye firdb1 e, Data Tags

EzREHEE ¢ 2haN® L Sl
* - Bayssgion
Tables | condtions | Parameters | Jons | = LU

name [ value [ urits [ =~ Tt
D204FOERTUA,SELECT, E 0 4H | Ep|4Ep @ '@' g ('@')|
DZ04:POBRTUS.SELECT ¥

D204/551007 LEVEL.5P 5.3 FEET 48 | B a E;ﬁ@:@\ @.,
D204:551007T2. LEVEL. EEI Fecr

D204:55100T3.LEVEL,
D204:55100T4. LEVEL.
D204:PS260'W 1 LEVEL,

4.1 FEET
42 FEET

swse o || ©@Choose the

¥ Range Ovemds di i i
D204:PSB15B1.VAMPS. Kua o 5 |reCt|0n n
100 %

D204:P526042 LEVEL, FT T Low: o opC J End Size: .

D204:PSB1582. VAMPS. | & Scae which the

D204:P06. START.MIN I High: [15 oFC . .

D204:P07. START MIN I | V\JJ ®y et inner box will

D204:P06.5TART.FRE, NS f
HoLR Object Name: | change size.

Descrption: | [
Custom Data: Custom il

— '@ Specify the range .
e / and click on [OK]-
D204:P06, SCHEME. # " . Help ‘ '
D204:PS180.FLOW n GPM 4 '
D204:PSE1SE1.KWH. = KWH ‘
D204:PSB15BZ. KIWH, & !
For Help, press [Objects: 172 +172 [0 0 scad: -‘
Drag the appropriate tank level value | 4 4 6.2 4 moovem O Create asecond box
rom e Latabase LDJEct VIEWET MO qo e, e 1007% inside the first box. The .

the “Data Source” field in the Property

Inspector Change the background second box represents .

the liquid in the tank.

Step 1. Using the Database Object Viewer, construct an active query of the database which calls
up the tank level signal data you are interested in from the ‘realanalog’ table. Leave the
window open. (If you’re not sure how to do this, please read Chapter 4).

Step 2. Open a display in the OE Graphics package, and move it side-by-side with the Database
Object Viewer window, so that both windows are in view.

Step 3. Click on the box icon, then move the cursor to the location where you want to add the
tank. Click and drag until you have created a box which represents the tank.
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Next, click and
drag the cursor
until a box is
created

First, click on
the box icon

¥ Display] - Oper.Enterprire by Bristol ___

File Edit View Jormat Arrghge Draw  Dynamics  Tc

= }ﬁjllﬁw

g8

&

v Color palette

Step 4. Change the background color of the tank to black by [ X
clicking on black in the color palette while the tank is ’7 :‘________

selected. Alternatively, you can right click on the tank m_| [ | 1 1]
and change both the *'Fill Color' and the ""Line Color™ R -
to black, separately. B2 gftee B1sz  |HR

| Cancel

Step 5. Using the same method described in steps 3 and 4, create another slightly smaller box
with a blue color which will represent the liquid in the tank, and drag it just inside the
first box, so all of its edges appear inside the first box.

Outer box represents
;1 the tank itself

Inner box represents
the liquid in the tank
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Step 6. With the smaller blue box selected, click on Dynamics => Actions - Size and the
Property Inspector dialog box will appear.

Step 7.
Source” field of the Property Inspector dialog box.
Step 8. Choose the direction in which the
inner box changes size to depict the OPC tag dragged
liquid level. in from Database
Object Viewer —
.Click on the “Ran verride”
SR cCheCck (t))oxt an e?lntgtre \2I§es df?)r choose the—-—
' : h direction in
“Low” and “High” which  which the

correspond to the minimum and
maximum tank levels to be displayed.
Then click on the [OK] push button.

Step 10.Switch to “‘Runtime’ mode to view the active data on the
display, by clicking on “Runtime” in the menu bar. The
inner box representing the liquid should change size as
the value changes in the active query of the Database

Object Viewer.

size changes

Define range ===
for tank level

Drag the appropriate tank level value from the Database Object Viewer into the “Data

X

Property Inspector
Rectangle  Size 1 Default Pick ]

Data Source: [ Drag/Drop Data Source
Bristol Babcock Bristol OPCServert trdb1™."res - Data Tags...

.>

NER-R:

@ b4

Expression...

|8
&

V¥ Rangs Overids SatSm: I %

,C—ﬂj S:d:c::; 100 %
T 1] ﬂj " Cip Delete

Ohbject Name: |

Deescription: | J
Custom Data Custom...

r |

=]

Cancel |

_#1 Display1 - OpenEnterprise by Bristol

File Wiew Tools REiniEN Help
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Variations on Example #3

Making more realistic looking objects using the drawing tools:

The tank we just drew consisted of two boxes - BElENEEGIELINITE

- one for the tank, and one for the liquid in the |[Fie Edit ‘View Farmat
tank If you want to make a more realistic || & & W [ | &
looking tank for this example, you can use the [
drawing tools provided in the toolbar. In fact, it
IS a good idea to experiment with the drawing | [; |Selectan existing object on the screen
tools to see what sorts of objects you can | . |Draw astraight line
create. m |Draw a box
@ Draw an ellipse (hold down [Shift] to make a circle)
~, |Draw a curve
4 |Draw a multi-line segmented object
A [Type text labels
4 |Fill an enclosed object with the currently selected color

The straight line and curve tools operate similarly to the box tool; just click on their icons in the
toolbar, then click within the display and drag the cursor until the tool draws the line or curve as
you want it. The ellipse tool also operates similarly, however, if you want to create a circle, hold
down the [Shift] key while using the ellipse tool.

One thing to remember when using the multi-line segmented tool is that to exit that tool, you
must double-click the mouse on the endpoint where you want to stop drawing lines; otherwise it
will continue to try to draw more line segments.

For more information on using these tools, see the GraphWorx32 User Manual.

Making changes and corrections to objects:

To make changes to the non-dynamic parts of the object, just click on them in “‘Configure’ mode,
and make changes using the drawing tools, etc. To make changes in the dynamic properties (i.e.
sizing based on an analog value) right-click on the object in *‘Configure’ mode, and make any
necessary changes in the Property Inspector. If the dynamic properties are too difficult to change
in this way, you can select the object by clicking on it until you see red handles, then, from the
menu bar, click on Edit->Delete Selected Dynamics. You can also do this by right-clicking on
the object, and choosing “Delete Dynamics” from the pop-up menu. Now re-create the
dynamics as you want them.
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Using Irregularly Shaped Borders:

You can use the drawing tools to create an irregularly shaped object for your tank (for example, a
cut-away view) which will be re-sized based on a real-time value in the database.

To do this, create the irregular (but enclosed) object with the segmented line tool, then duplicate
it by depressing the [Ctrl]+[D] keys. Now you have two objects; change one object’s fill color to
be lightly colored (to show the liquid level) and the other object’s fill color to be darker colored
(to represent the background). Align the objects by dragging the cursor around them both to
select them, then click on Arrange->Align>Both Centers. If necessary, use the “Bring to
Front” and “Send to Back™ options to make sure the lighter colored object is on top.

File Edit Wiew Format Draw Dynamics  Tools  Runtime  Help

Eiting Forward Chrl+Pglp
Send Backward Chrl4+PgDn

Ruotate/Flip 3
Free Rotate

Tops et
Space Evenly 3 Bioktoms Chrl+Shift+B
Make Same Size b Middles Chrl+5hift+M

Lefts Chrl+Shift+L
Rights Chrl+5hift+R
Centers Chrl+-5hift+C

Both Centers

HEEERENEN |-
lr|r|r|—||ED gl (> 00 =

object on top.

2=l @ = Group Inko Symbol  Ctrl+G C’ Q:r\ ot C! (g Q’ b -
= ¥
- E = & 5ty o
Azl Bring To Front Ctl+shift+Pglp T = U el al @
Send To Back Chrl+Shift+PgOn ~

-

B kSl yHIDEE S0 & L4003
USmig E@EOOF & W
Align Centers 100% Primary Layer
5-22

Make two identical objects. The
lighter colored one will change size
based on the analog value; the

= darker colored one does not change.

Use the cursor to select both objects,
then align them using the “Align”
feature so that they appear as one

" single object; with the lighter colored
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Now, click on Dynamics->Actions->Size and the Property Inspector dialog box will appear.
Use the exact same methods you used before when you were making the tank using boxes. The
only difference is, this time, make sure you select the “Clip” option as shown in the figure,

below:
ooy igeor )

Rectangle Size l Default Pick ]

Data Source: [ Drag/Drop Data Source
BristolBabcock BristolOPCServer\'irdb1"."re:  Data Tags. ..
Exprezsion. ..

& g w8 e
I

e satse= 0 = _HWhen creating irregularly
v Range Ovenide — . 1 1
o ol | ind s=: [._~% || shaped dynamic objects,

ol B | 000 10 select the

AV

Object Name: |

Description: | J
Custom Data: Custom...
r | [

oK | Concel | oy | He |

If you forget to use clipping, the entire dynamic object will be scaled, and the result will look
wrong for this type of object. The figure on the left, below, shows the results of scaling an
irregular dynamic object (wrong method), and the figure on the right shows the results of
clipping the irregular dynamic object (correct method).

Dynamic object
is scaled instead

of clipped <-Dynamic

(WRONG) object is
correctly
clipped
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Using A Pre-Drawn Object From the Symbol Library

If you are having trouble drawing a satisfactory tank, you can always look in the symbol library
to see if there is one you would prefer to use.

ﬁ Click on the ‘Symbol Library’ icon, shown at left, and the Symbol Library will be
opened.

Click on the category of symbols you want to look at, and the available symbols in that category
will appear. When you see a symbol you want to use, drag it from the symbol library into your
display.

Click on the category
you want to choose

from, and its associated
symbols will be displayed

Display1 - OpenEnterprise by Bristol

File Edit View Formatb Arrange Draw Dynamés Tools Runtime Help

2SHRm S smBRY M2 @ RIS F
|for Scflesrujez=|[dos | c@a(
— / =

ks

. -

- L

L 2

™

Z

A L P |
= >

,gi u ]
&, | il T |
I

Next, drag the
symbol you want
into your display

IE!
=

=
=
L
-
||
|l
||
||

(e

LT
|| TwE S FHIIEE DabG| S Laans
Ji\é"-ﬁ-’ﬂaﬂl‘ﬂma‘a|®ups|§|‘

Object Mame: 'Tank' Object Dimensions: L=47, T=163, W=45, H=75
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Example #4 - Creating A Sliding Setpoint Control With
Which the Operator Can Update a Value in
the Database & RTU

NOTE: Beginning with this example, we assume that you are familiar enough with the general
display building process to know that you must run a query with the Database Object Viewer,
leave it active while you call up your display, drag it into the data source field of the Property
Inspector, etc. These items will no longer be listed as steps in the example, because their
inclusion is implied. In addition, by this example, we assume that you are familiar with use of the
drawing tools, and how to make use of the topics in the previous examples such as creating a
process point, making an object change size based on an analog value, etc.

Suppose your controller includes logic which allows an operator to adjust a setpoint for a tank
level; the operator alters the setpoint causing other logic controlling input and output valves to
the tank to open or close in order for the tank level to reach the setpoint. There are many ways to
incorporate this operator setpoint within a display.

You could, for example, create a data entry process point (see Making the Process Point
changeable by the Operator on page 5-21) in which the operator manually enters a new
setpoint.

Another approach, which is the subject of this

. .. . . File Edit Yiew Format Arrange Draw Dy
example, is to create a sliding setpoint cc_)ntrol, which T
the operator drags on the screen to dynamically change : ——
the setpoint; as the value changes, it is updated in the oo =it =
database, and copied down to the RTU. 5
[}
Step 1. Start out by creating a tank liquid level graphic |e -
which re-sizes based on the tank level value. In |
this case, just show the level as a dark colored jf
bar, on top of an identically sized lighter |
colored object. (The light colored bar o
underneath does not change - - only make the | g
dark colored object dynamic.) It would also be |® This bar will be
a good idea to display the tank level as a | used to represent
process point just below the graphical [ the tank level. The
representation on the display. la level will also be
- <J displayed below
FF ST as a process point.
=F LEWEL
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If you’re unsure how to create this graphic, please review Example #3 beginning on page
5-18. If you’re unsure how to create a process point, please review Example #2 beginning
on page 5-14.

Step 2.

Step 3.

Using the segmented line tool,
draw a triangular pointer, which
will be used as the setpoint slider.
(You can draw the pointer on
another part of the display, and
drag it over later; it doesn’t have to
be right next to the bar
representing the tank level yet;
eventually however, the tip of the
pointer should be next to the bar
representing the tank level.)
Double-click when you have
finished enclosing the pointer (to
exit the segmented line tool) then,
with the pointer still selected,
choose a color for the pointer from
the color palette, and click on the
fill tool to set the new fill color.

Segmented
line too—»

Fill tool—™

Color palettey

PEPERITY |

LEVEL

[ EC R EnlA
e BRI N P

Use the segmented line tool
to create a triangular pointer.
Then choose a color for it from
the color palette, and click on

the fill icon to set the new color.

Create a process point next to the triangular pointer (created in Step 2). This
process point should use the value of whichever signal is your setpoint signal. Do
NOT make it a data entry point; just make it a normal process point which
displays the value of the setpoint signal.

10 [

5-26
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Step 4. Select both the triangular pointer and the process point next to it, then group them
together as a single object by clicking on Arrange->Group into Symbol.

EnEnterprise by Bristol

srmat BEEEWWEN Draw  Dynamics  Todls  Runktirme

Group Into Symbol Chrl+G

Bring To Fronk Chrl+35hift+Pglp
Send To Back Chrl+5hift+Pghn
Bring Forward Chrl+Palp
Send Backward Ckrl+Paln

R.otate/Flip 3
Fres Rotate

Align »
Space Evenly 3
Make Same Size 4

Select both the triangular pointer,
and the process point you created
in the last step, and group them
together as a single object.

[ ] u
P7777777 W
9272722 oy M ™

LEWEL

Step 5. Now that the process point [ELEEIRIEIE NI

and triangular pointer are FII;E;: :w@For;t :réran Draw = ool Runtime  Help :
. = B E o
grouped together as a single o i siectars ‘
object, you should move  ——— o, |
them next to the bottom edge | * Eilt LocalVarges. .| g ...
- lash. ..
of the tank level graphic. |m e Coplctons.. | L2
Now we can add dynamic |® pefeuk
capability to them. To do |¢
this, click on Dynamics »> |A Now that the triangular
Actions = Location / |% pointer and the process
Slider. ~ The  Property |% po'”tr:‘avehbee” QLOUped
. . & together, choose the
Inspector dialog box will ﬁ Location/Slider menu option.
appear.
]
-
;F L] | ] | ]
EE TERRRNTY :< ??.??????:
=; LEWEL
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Step 6. Complete entries in the Property Inspector dialog box as follows:

e Drag the value representing the setpoint signal into the “Data Source” field. (This is the
same signal value you used for the process point in step 3.)

e Choose the “Slider” option.

e Determine how you want data to be updated at the RTU by the setpoint control. We
recommend you choose “Tracking” because this will cause the change to be written only
when the operator releases the mouse at the desired setpoint. If you choose “Continuous”
the data will continually be written to the RTU as you move the mouse; this can impose a
burden on your system communications if you are using radios, for example, because
OpenEnterprise will initiate a new communication transaction for each incremental move of
the mouse. If you choose “Detent” you can specify an incremental value after which data
will be written to the RTU, mouse changes which are less than that increment will not be sent
to the RTU.

e Enter the lowest and highest possible values for the setpoint signal.

e Click on the [Set Limits] push button, and define the limits for the sliding setpoint control
(See step 7).

OPC tag for the setpoint Rectangle Location | Defau Pick |
Slgnal (mUSt be dragged Data Source: [
|n from Database ObJeCt \{BristolBabcock.BriﬁolOPCSerwer'-."rtrdM"."re- Data Tags...
V|eWer) Expression...
You must click on [Set Limits]-] =a § |%; % '?"””‘\-—Choose “Slider”
. g W Trackin
to specify how the sliding et Limks B e e
pointer will move. =T I Deterte
Low: [0 ﬂj ™ Confimation
. N .
Specify the range Prion: [15 orel.| = | [[>These selections
of values for the Obict Nare: | determine when
SetpOInt Slgnal Description: | J the RTU l’eCGIVES
Custom Data: Custom... the new Setpolnt
~ | | || ‘Tracking’is the
recommended
ok | Ccancal | Spply ‘ Help | method.
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Step 7. Drag the setpoint control from the bottom of the tank level graphic to the top (this
represents the full range of movement for the control). Then press the [Esc] key and you
will return to the Property Inspector dialog box. Click on [OK].

. ¥ When you reach

the upper limit,
press the [Esc] key.

L Drag the setpoint control

along its full range of
movement. In this case,
that would be from the
bottom up to the top of
the level graphic.

Step 8. Go to ‘Runtime’ mode, and test the setpoint control. Drag it with the mouse and watch
the value of the setpoint process point change. If your RTU logic was active, and
controlling a process, this would cause valves to open/close etc. in order to raise or lower
the liquid level in the tank (as displayed by the tank level graphic) in order to meet the

new operator setpoint.

r
4

8.30
LEWEL

OpenEnterprise for Beginners

5-

Drag the setpoint
control, and watch
the setpoint change.

If your control logic

in the RTU is active,
the level value would
also change as valves
are opened/closed to
change the tank level
until it reaches the
operator’s setpoint.
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Variations on Example #4

Making the setpoint visible as a second graphic next to the tank level graphic:

In the example we just completed, the setpoint is manipulated by moving the setpoint control
next to the level, but the change in the level is not immediately reflected, since it depends on
changes in the RTU and the process. You could create a second bar graphic representing the
setpoint value next to the level graphic. When you move the setpoint control in runtime mode,
the setpoint bar should move along with it.

‘ 9.74

As you drag the setpoint
control, the setpoint graphic
bar will change size as you
move the control.

8.30
LEWEL  SETPOINT
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Example #5 — Displaying A Message Based on A
Logical Value in the Database

Step 1. On a display, use the text tool to enter the text label you want to present. For example,
let’s say that in the event of a chlorine leak detection, you want to display in large red
letters “CHLORINE LEAK DETECTED”. (For help on using the text tool, see Example
#1 - Creating A Text Label on A Display)

Step 2. Select the text by clicking on it; it will be surrounded by edit handles.

7 Display1 - OpenEnterprise by Bristol _____

File Edit Wiew Format Arrange  Draw  Dynamics  Tools BREEGES Help

S2EEHM & »BER- | 2| B XEHdPq

sl S <[ ulz===|c
[

“ ] ] .
- - CHLORINE LEAK DETECTED =
> " o .
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Step 3. Now that the text is selected click as follows: Dynamics—> Actions—>Hide/Disable
The Property Inspector dialog box will appear.

Step 4. On the “Hide’ page of the Property Inspector dialog box, drag in the OPC tag from the
Database Object Viewer, and place it in the “Data Source” field.

Choose “Hide/Disable when False” because when the Chlorine Leak signal is OFF, we
don’t want to display the ‘CHLORINE LEAK DETECTED’ message; we only want to
display it when the Chlorine Leak signal is ON (True).

Click on [OK].

Drag in the OPC tag which specifies
the value of the “Chlorine Leak” signal

Property Inspector D_<|

Ted  Hide |Defauit Pick |
\lata Source: | Drag/Drop Data Source
ristol Baboock Bristol OPC Server' trdb1"."dit  Data Tags...
Expression..

Hide or Disable

+ Hide Object
(" Disable Object

(% Hide/Dizsable when False

/' Hide. Disable when True

Delete
Object Name: |
Description: | J
Custom Data: Custom...
r [ [

ok | Cancal | Apply | Help |

Choose which state will cause the

text label to be hidden. In this case

we don’t want to display the “Chlorine
Leak"” label unless the associated signal
is ON (true), so when it is false, hide the
label.
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Step 5. To test that the label is displayed correctly, simulate a chlorine leak by turning the
associated chlorine leak signal ON via Open BSI DataView, then verify that the chlorine
leak label is displayed in Runtime Mode. (Be sure to turn the signal OFF when you’re
finished testing.)

;{.‘ Displayl - OpenEnterprize by Briztol

File ‘iew Toolz Configure Help

CHLORINE LEAK DETECTED

Variation on Example #5

Making the ‘CHLORINE LEAK DETECTED?’ label flash on and off when it is ON.

In the example we just completed, Property Inspector )
we displayed the ‘CHLORINE Ted Fash | Defaut Pick |

LEAK DETECTED’ label when the Dats Source: | Drag/Drop Data Source
aSSOC|ated Slgnal was ON Suppose’ BristolBabcock BristolOPCServerytrdb 1"."dit  Data Tags...

You can alter the

Expression...

to grab the attention of the operator, 1 flash rate here.
we also want the label to FLASH Aot St '
on and off 5 s Flash Rate ims): 500f
(+ Flash When True
. . £ Change Color " FlastNUhen False
To do this click as follows: v
Dynamics=>Actions=>Flash P B
- B ™~Choose

_ Dok | “Flash When True”

Go to the ‘Flash’ page of the dialog Obiect Name: |

box. Specify the state when flashing | .
- - - @ ustom Data: Custom...
is to appear (in this case “Flash custem b= :

When True”) and if desired, adjust : |
the “Flash Rate”.
oK | cancd |  monty | Hep |

Click on [OK] and go into Runtime Mode to verify that the text flashes as expected.
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Example #6 — Changing the Color of A Pump Based on
a Logical Value

Step 1. On a display, draw a simple pump using a circle and two rectangles. (See figure, below
left). Use the Arrange = Send to Back and Arrange = Bring to Front commands as
necessary to put the rectangles behind the circle. (See figure, below right). It’s true, it
doesn’t look much like a pump, but it’s fine for the purposes of this example.

71 Display1 - OpenEnterprise by Bristol

Runtime " H B N
File Edit View Formatb Arrange Draw  Dynamics  Tools
7| @ .
L AEHR &
—— [ 2riai
R
~ B
- ~
-~ m
-
-
Z ™
A
% £
A
ke .
%, &
o #
O %
i

Step 2. Select the pump by dragging a bounding box
around it. When you release the mouse, edit
handles will appear around all of the pieces.

Step 3. Group the pump into a single symbol by using . .
Arrange = Group into Symbol
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Step 4. Click on Dynamics = Actions - Color

Step 5.Let’s say that when the pump is running, you want to show it in RED. Drag the OPC tag

for the pump status signal value into the upper part of the “Data Source” field, then click
on the [Add] button. This will cause the tag to be copied to the lower part of the field.
Once here, its value can be used to change the color of the object.

Click on the [Add]
button, and the tag
will be copied to

Drag the OPC tag in
as usual

Property Inspector

Rectane Coler | Default Pick |

Data Source: I~ Drag/Drgeffata Source
N 2

BnﬁolBachwgr‘."ﬂrﬂbT' "di{ Data Tags

BristolBabcock. BristolOPCServer' Tirdb 1 dig PR R ip

Change
< | |  Remove
Apply Color Change To Change Order: 4] #|
Fe| Pl Crer . ¥ Change Color On True
[ Line Colar: . £ O'dqge Color On False
I™ Shadaw Color: . P
Choose the NEW Obct s | N i
color you want the Descrpton: | r n this case, we
pump to change to | cwemos= [ fwen. want to change
from the color - | r color when the
pallette. value is ON.
ok | cancel soy | hep |

Now choose ‘RED’ for the “Fill Color” in the “Apply Change to” part of the dialog box.

Then choose “Change Color on True” because we want the pump to appear in RED when it
was ON. (If we had wanted it to appear in RED when the associated signal was OFF, we would
have chose “Change Color on False”).

Finally, click on [OK].

Step 6. Switch to Runtime Mode and verify that the pump changes color based on its status.

OpenEnterprise for Beginners
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Variations on Example #6

Showing ‘RUNNING’ or ‘STOPPED’ next to the pump, based on its status

In the example we just completed, all we do is show that the pump is running by changing the
pump’s color. What if your operator is color blind?

In a real world example, you probably would also want to show a label ‘RUNNING’ next to it,
and a ‘'STOPPED?’ label next to it when it was stopped. This ensures there is no confusion about
what a particular color indicates. (You could do that using the techniques described in Example

#5 — Displaying A Message Based on A Logical Value in the Database)

Allowing the Operator to Call Up Another Display by clicking on the pump symbol

IMPORTANT: Be sure you save your
current display before you try this.

Select the pump we have already
configured to change color.

Choose Dyamics = Actions = Pick to
call up the Property Inspector dialog
box. From the ‘Pick’ page of the dialog
box, choose “Load Display” from the
Actions” list box, then use the
[Browse] key to locate/specify the

display you want to have loaded when Key Shorteut [ = Nons Deste
the operator clicks on the pump. Click Specify the display | e |
on [OK] When flnlShEd, then test It in to be Ioaded Drescription: | J
Runtlme Mode Custom Data: LCustom...
r [ [
Ok | Cancel | Apply | Help ‘
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Allowing the Operator to START/STOP the pump by clicking on the pump symbol

If you want the operator to be able to START/STOP the pump from your display, you could
create dedicated START and STOP labels. If your system uses the same signal for both starting
and stopping a pump (like an ON/OFF switch), you could configure the pump symbol to be an
ON/OFF switch.

NOTE: In this case, the pump’s color is still tied to the pump status signal, but you click on the
pump to START/STOP it. (The START/STOP signal is different from the status signal.)

To do this, select the pump we have already configured to change color, and click on Dynamics
-> Actions - Pick.

Click on the “‘Pick’ page of the dialog box, and choose ‘Toggle Value’ for the “Action” and drag
in the start/stop value OPC tag from the Database Object Viewer. Specify 0 as the “Toggle
Valuel” state (STOP pump) and 1 as the “Toggle Value2” state.

Choose ‘Toggle Value’

Property Inspector

Symbol \Pick I

Drag in the start/stop pump OPC tag
Action: | Toggle Value « | [~ Execution Trigger /
Mouse: ’m [ On Dawn
[~ Whie Down

Type: |Momal Button =
v QoA

Data Source: |BristolBabcock BrstolOPCSer  Tags Menu
Toggle Value1: v ATGDS

<
Toggle Valus2: ‘1 Tags| ...

Specify ‘0’ for START PUMP
and ‘1’ for STOP PUMP

I Confimation J

Key Shorteut | = None Delete
Ohbject Name: |
Description: | J
Custom Data: Custom..
r | |

oK B | exdy | Help |

In Runtime Mode, the operator can now start/stop the pump by clicking on the pump symbol.
There are variations to this example, as well. For example, instead of clicking on the pump

symbol, we could have created [Start] and [Stop] push buttons for the operator to click on using
Dynamics - Instrinsics - Pushbutton. Try that as an exercise.
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Example 7 - Creating a System Overview Display

Most plant operators create an Overview display that they leave up on the screen when not

looking at other displays.

Typically the Overview display consists of a photograph of their plant, or a map of their system.
Links are added to various parts of the picture or map that the operator can click on to bring up a
display corresponding to that geographic area of the plant.

Step 1. - Get a photo or map which you can use for your Overview display.

There are several ways you can do this.

e Take a picture of your plant or
process with a digital camera.

e Scan a picture or map of your
plant or process.

e Draw the map or picture

yourself using the drawing tools.

e Download a map from an
Internet mapping site. (Your
local state government or
chamber of commerce may also
have one available.)

Brown
[ ) Hill
e

.Valley Center

EIf
NMSCGC Garrett )

's Peak

Talbot
o

Top Bielen

Mitchell
Franktown

Control e Louville 9
‘. Center . Gillette
@ Griffeth Town
State )
Route 9 Masonville ;
Crystal e Cliff Rock
Lake LongView
®
® ()
Johnson Lake ® Hunte Town
Corners View

Rolling Forest State Park

\Route 103

The resulting graphic should have an extension such as TIF, GIF, BMP, or JPG.
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Step 2. - Import the photo or map into OE Graphics

e In ‘Configure’ mode, open an empty OE Graphics display by clicking on File > New.

e Click on Draw = Import = Image and browse to the photo or map file created in Step 1,
and click [Open]. The photo or map file will be brought into OE Graphics.

Step 3. - Add labels, logos, etc. (OPTIONAL)

e Click on Draw -> Text (or click on the icon, shown at right) to add text labels, to the map or
photo. See Example 1, earlier in this chapter, for help on doing this.

e You could even draw or import other items like your company’s logo. You could add
buttons, process points, anything that appears on any other display.

Northeast Midwest Southern Consolidated
Gas Company (NMSCGC)

Talbot
Brown L
[ Hill Top  Bjelenville
[ ¢
]
Valley Center itchell
EIf's Peak Franktown Lon
NMSCGC Garrett ¢ °nde
Control e Louville
.. Center
@ Griffeth Town Rohrmanton
®
State Gillette
Route 9, Masonville $

Crystal

_ ®
Lake Cliff Rock

e
] )
Johnson Lake ® Hunte Town
Corners View

Rolling Forest State Park

\Ro ute 103
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Step 4. - Add Links to Call Up Other Displays

(This step is similar to one of the variations discussed in Example 6.)

Using the drawing tools, create
objects (you could use buttons,
or little boxes or circles or
whatever) that users would

Northeast Midwest Southern Consolidated
Gas Company (NMSCGC)

click on to load a display, and
position them where you want
the user to click. Typically this
would be on the map location
or photo location which
corresponds to the display you
want to load. For this particular
example, we’ve added little
boxes to be used as links.

IMPORTANT: Be sure you save
your current display before you try
this.

e Select one of the objects (little boxes)
you just created.

Choose Dyamics = Actions = Pick
to call up the Property Inspector dialog
box.

From the ‘Pick’ page of the dialog
box, choose “Load Display” from the
Actions” list box, then use the
[Browse] key and “Browse Files” to
locate / specify the display you want to
have loaded when the operator clicks
on that particular link in the Overview
display.

M center
.Cete

Talbot
Brown i
0 Hill Top  Bielenville
0 ¢
Valley Center Mitchell
[
Eif's Peak Franktown

NMSCGC Garrett M)
Control [

Louville

@ Griffeth Town o Rohrmanton

Masonville

Crystal
Lake

[l
Cliff Rock

]
Johnson
Corners

Lake ® Hunte Town

View

Rolling Forest State Park Route 103

By default, the left mouse

button is used when clicking.

Property Inspector
Symbol  Pick ]

Actiorg | Load Display

Mouse: |Left Button

Choose — |
“Load Display”

Gillette
$

Filename:

/

Key Shotout | = Mone

|E ‘Program Files\BristolBabe |{7E

Set Aliases.

Delete

Object Mame: |

Specify the display

Description: |

to be loaded
Custom Data

Custom..

r |

[eee=.]
[
.
|
N

ok

| Cancel ‘ Lpply

Help

bring up the specified display. Repeat this process for each additional link.
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Click on [OK] when finished, then test it in Runtime Mode. Clicking on the little box should
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What Now?

Well, we’ve really only scratched the surface on the subject of display building. There are
numerous other dynamics / actions you can configure. The best way to learn about them is to
experiment. Try things out, play with the example displays, and when necessary, review the on-
line help and the GraphWorX32 manual.

Before you do this though, there are three more important topics that need to be covered. They
are important because they can save you hours of time and effort if you understand them, and use
them when building the actual displays for your system. These topics are covered in the
following sections:

e Saving Your Own Symbols in the Symbol Library, and Updating Objects Through Share
Keywords

e Using Aliasing to allow you to re-use the Same Objects with Different Data From the
Database

e Tips for Planning Your Human Machine Interface (HMI) System
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Saving Your Own Symbols in the Symbol Library, and
Updating Objects through Share Keywords

Earlier in this chapter, we described how to retrieve pre-defined symbols from the symbol
library. What if you want to create your own symbols? Let’s say you have defined a symbol that
is good enough that you want to re-use it. For example, suppose you have created a symbol for a
water tank, and you want to use it throughout your displays. You can save it in the symbol
library.

Saving objects as symbols in the symbol library

Let’s say your display uses some simple shapes to represent a meter.

Step 1. Select the entire object. gt
|
Step 2. Group the object into a symbol by clicking on: . AT
- |

Arrange - Group Into Symbol _—

Step 3. Right-click on the object and choose “Property Inspector” from the pop-up menu.
Assign a “Share Keyword” in the Property Inspector. A share keyword is just a name,
but it has an important function if you make subsequent changes to the symbol.

Step 4. The Symbol Library is divided up into a tree of
folders. Each folder has one or more category Sy |

pages; the category pages contain individual
symbols. If desired, create a folder and
category page of your own by clicking on the
“Categories” folder, and clicking on File 2> [ Freseetbea
Add -> Subdirectory and then File > Add >
Category. Alternatively, you can use existing
folders and category pages.

Angle: 0 Degrees

i Desgeri iption: ‘ J
IMPORTANT: You should always assign a Shae Kt [rocrel F—— || _
“Share Keyword™ to any object you intend O 0o own| /Ijesj\',ggrg share
to re-use. In complex objects, you may even [0k | coed | o | b || here.

want to define a “Share Keyword” for each
piece of the object.
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Step 5. Drag the symbol into the desired category page and symbol sub-directory.

Drag the symbol into the desired
category and sub-directory of the

symbol library.
¥ Display1 - OpenEnterprise by Bristol
File Edit Yiew Format Arrange Draw  Dynamics  Tools  Runtime  Help
SdEEHME FBRERY A 9| &0 T ® o gra
[arial ~lfn =|lBs 7202 |} @9 @efle o
x
B
Pulp And Paper.adf -
QIOE e
o =]
o BRI
‘\ [ [ [
™ . Debaling spstem Graphiwon ~ ~
Z S
A <
= ~
- th »
2= B ~ | -
~ [
‘*‘T’ Screw press Shoe press
&,
i — ]
. [ L] [
| |
o
|

Now you can proceed to use the symbol in various displays, by dragging it out of the symbol
library, when needed. (See Using a Pre-Drawn Object from the Symbol Library which was part

of Example 4.)

Updating Shared Objects

Suppose you have used the symbol multiple times on

multiple displays, but now, you decide, for whatever reason,

that you want to change the symbol’s line style to use
thicker lines (as shown at right). If you had to manually

change each individual symbol, it could result in hours of
work. Because, you assigned a share keyword, however,

you only need to make the change once.

OpenEnterprise for Beginners
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To do this, right-click on the symbol in one of
the displays, and choose the line width option
from the pop-up menu. (We’re choosing line
width for this example, but we could have
chosen other items from the menu.)

NOTE: You should never ungroup a symbol, or
the shared object name will be lost. To edit parts
of the symbol choose “Edit Symbol” - - in this
case those parts should have had shared
keywords defined.

When the change has been completed, choose
Edit = Update Shared Objects and you will be
prompted to identify the scope of the change
(current display, multiple files), and if multiple
files, select which files are to be updated. Also,
specify if there are parts of the object to be
preserved.

Zuk

Copy

Delete

Delete Dynamics
Paste Dynamics

Fill Calar...
Line Color...
Line Width

Line Style
Toggle Fill
Toggle Freeze
Fant...

Property Inspeckar.

Edit Symbal
Edit Local Aliases...
Edit Connections...

to affect multiple files.

Update Shared Objects

Preserve

[~ Thgt Label

vV Aliase:

[v Object Dimensions

otation Angle

I~ Dyrnic Tag

-
= o~ P e =D

Choose the scope of the change,
in this case, we want the change

[ o |
Carcel
Help

Click here toA ‘Choose parts of

specify the file(s)
to be changed.

the object you
DON'T want
changed, if any.

NOTE: Once you have completed updating the shared objects in your display(s), if you can save
the new version of the symbol in the symbol library by saving it as if it was a new
symbol. (The old version will still remain in the symbol library, unless you delete it.)
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Using Aliasing to allow you to re-use the Same
Objects With Different Data From the Database

You’ll recall that we talked about OPC tags previously. They contain the information that links
the dynamic objects in your displays with the actual data values driving them in the OE
Database.

Machine Database
Name — Name _
(OE Server) Jj (IP socket) Signal Name

BristolBabcock.BristolOPC Server\"oentl:rtrdb1"."realanalog”."name:char:RPC4. TANK8.LEVEL."."value:float"

OPC Server Name Source Table from
the OE Database

The OPC tags are stored in your display, to allow it to reference the correct database attributes
when required.

Suppose, however, you have a system with 8 water tanks, which are identical in every way,
except for the signal names in their OPC tags. You could create 8 separate displays (1 for each
water tank). That would be difficult to support, however, because if you decided later that you
wanted to change the layout of the displays, add items, etc., you would have to do that on 8
different displays.

An easier way to do that, is to make use of a technique called aliasing. Aliasing is a powerful
technique for substituting, at runtime, certain parts of the OPC tag. This allows objects or
displays to be re-used dynamically for different OPC tags.

IMPORTANT

In order for aliasing to be used, you must adopt a consistent naming scheme for similar
objects in your database. For example, if you have 24 separate, identical pumps in your
database, the signals should be consistent from pump to pump, i.e. PUMP1.RUN,
PUMP2.RUN, PUMP3.RUN, etc. for all 24 pumps. If instead, you are inconsistent in
naming signals i.e. PUMP.RUN.1, and PMPNUM3.RUN, etc., then aliasing CANNOT
BE USED effectively.
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The first step in using aliasing is to modify the OPC tags stored in your display files. Any part of
a signal name which varies can be replaced with an alias.

For example, if your system has 8 identical water tanks, rather than creating 8 separate displays,
one for each tank, you could create one display to handle all of them. That single display would
use aliases to dynamically call in the correct signal data from the database for whichever tank the
operator wanted to see.

To do this, your database must use a consistent naming convention, e.g.

TANKL1.LEVEL.

TANK2.LEVEL.

TANKS3.LEVEL.

TANKS8.LEVEL
Now create a simple display for tank 1, using the TANK1.LEVEL signal. All text displayed
should be taken from attributes in the database (hame, value and units attributes in the

Realanalog table.)

Verify that it works correctly in Runtime Mode.

Simple display for Tank Number 1
(All text shown comes directly from
the database)

"{.‘ Dizplayl - OpenEnterprise by Bristol

Fil= Wiew Tools Configure Help

980 FEET

RPC4: TANKIT.LEVEL.

5-46 OpenEnterprise for Beginners



Chapter 5 - Building Displays to ‘Mimic’ Your Process

Now, go to Configure Mode, and use the Edit = Replace command to change the OPC tags in
the display to include an alias. Instead of TANK1, we want to use TANK<<tanknum>> where
tanknum is an alias that gets replaced with a value of 1 to 8, depending upon which tank we want
to look at. (IMPORTANT: Aliases are case-sensitive, i.e. Tanknum, TANKNUM, and tanknum
would all be considered different aliases.) Click on [OK], and execute the changes for all objects
in the display.

We want to replace all the TANK1
occurrences in this display with TANK<<tanknum>>

Replace E|
N =
T - 'S
namic Tag J - po—
™ Matdy case + whaole Display Apply
[~ Match vRole word only " Multiple Files J Help
Find what ]-TANK" j Advanced <<
BReplace with: |TANK<<tanknum>>| j Tags Menu..
Optiong... Beport ta Matepad
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Next, add a button to the display which will

allow the operator to select which tank
should be displayed. To do this, choose

Dynamics => Instrinsics = Pushbutton.

On the ‘Button’ page of the Property
Inspector, enter the label ‘Choose Tank
Number’.

On the “Pick’ page of the Property
Inspector, choose ‘Alias Dialog’ for the
“Action”, then click on the [Set Aliases]
push button.

Property Inspector El

Button ]F’ick ]

Text Colar: .
I Fill Colar: |—

I Shadow Color .
I Gradient Fill Fill Patteset’

[ Freeze Object
I Stretch Text On

No Patterm -

Fort: Arial Size: 10 Fort... |J
Choose Tank Murbed |Text Center j

Bound: Certer «

Object Mame:

|
Description: | J
|

Share Keyword:

Cuztom D ata: Cuzharn..

- Enter a label for
the button here

ar | Cancel | Lpply | Help

Property Inspector

Jiglog
Mouse: | Left Buttan =

Choose ‘Alias Dialog’  Then, click on
[Set Aliases]

/

Set Aliazes
Key Shortcut | = MNone Delete
Object Marme: ‘
Description ‘ J
Custom D ata: Lustom...
r | -]

ak | Cancel | Apply |

Help |
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In the Set Aliases dialog box, use the [Aliases] button to select the alias ‘tanknum’ (which
should be the only one currently defined. ‘tanknum’ will be copied into the “Alias Name” field.
Then enter the number ‘1’ in the “Alias Definition” field, and click on the [Add] button. The
pair ‘tanknum’ and “1” will be copied into the center box of the dialog box. Now enter 2’ in the
“Alias Definition” field, and click on [Add]. Repeat this process until all 8 tanks have alias
definitions which go with ‘tanknum’.

Use the [Aliases] button

to choose among the aliases

for the display (tanknum should
be the only one currently defined)

Local Aliases Configuration

Alias Mame: efas D efinition:
<< |tanknum ¥ Aliazes. = |E‘
Add | Bemove | Change | f Import.... | Expoit... Tags Menu... |
Aliaz Definitio
1
2
3
4
5
5
7
Apply To: |Entire Dizplay ﬂ | l
" Set Aliases Brom File {* Set Aliases Directly
k. | Cancel | Help |

Enter a value for the l
alias (for example, ‘1’

for tankl) in the “Alias
Definition* field, and
click on the [Add] button.
Then repeat that for every
other tank.

Click on [OK] and exit the Property Inspector as usual. Go into Runtime Mode.
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In Runtime Mode, a pushbutton now appears called ‘Choose Tank Number’.

When the operator clicks on the push button, the Set New Alias Values dialog box appears. The
operator chooses the desired tank number from the list box (or just enters the number), and it will
be substituted in place of ‘tanknum’ in the OPC tags for this display. As a result, any of the 8
different tanks can be selected and displayed from this one display.

1000.00FEET When the operator clicks
on this button, a dialog box
appears which allows
RPC4:TANKZ LEVEL.

selection of the desired
Choose Tank Numherl tank number.

Select New Alias Values

tarkrim l

_" — AJ

~d T g 0 RO
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Other Uses of Aliasing:

Saving aliases as part of symbols

When we created symbols before, we didn’t include dynamic information with them, because
we were using different signals with the symbol each time we re-used it. Aliasing allows us
to store dynamic OPC tag information when creating symbols for the symbol library to
minimize the amount of typing when entering dynamic information. With this technique, you
don’t have to keep dragging tags from the Database Object Viewer for each use of the
symbol because you do it once, and then use an alias in the tag which allows you to select it
when re-using the symbol. For example, once we defined aliases for it, we could have
grouped our entire tank and its associated dynamics together as a symbol with a shared object
name, and saved it in the symbol library. Then we could have re-used it on other displays,
and simply inserted the desired alias information when placing the symbol by using Dyamics
- Edit Local Aliases. (NOTE: Dynamics = Edit Local Aliases makes the choice of
aliases ahead-of-time, and permanently sets them for a particular display. In this case, no
pushbutton for setting aliases is needed by the operator, because the operator does not make
the choice, the choice was made when the symbol was placed within the display.)

Drag the symbol in from the Now delete <<tanknum>> here,
symbol library, and right-click and enter the alias value you want
on it; choose to use for this particular display,
Dyamics-->Edit Local Aliases eg.l.—
2EEHM & Bk B[ 2|
[rial o =B 0= == Ef Gede
K
N Edit Local Aliases X
= . = » Selected Alias
@ Alias Mame: Alias Definition
=3 [ Ll 4 ’W s> = | Data Tags...
(@ [Double-click list items ta select Erpressian...
A S ] duplicate sliaz names]
- Object Name | Aliaz Name | Aliaz Definition
% ‘No Name tankrum <<tanknums >
3
&
il
gk |
’E”: ™ Permanently Fesolve Aliases On Ok ’T‘ Cancel Help
|
=

Using aliases to pass data between OpenEnterprise Components

Another powerful use of aliases is to allow data to be passed between OpenEnterprise
components. Users can create customized trends, displays, etc. that can be activated through
one OE component, and then data can be passed in using aliases, and the aliases dynamically
filled in from columns of a Database Object Viewer query. See the 'OE Menus' section of the
OE Reference Guide (document# D5092) for more information.
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Tips For Planning Your Human-Machine Interface
(HMI) System

So far, we have discussed the *‘mechanics’ of how to create a particular display. The examples
presented some basic techniques, and if you needed to do something not described in the
examples, you referred to the GraphWorX32 User Guide to find out how to do it. Once you are
familiar with how to create a display, you may be tempted to rush forward and start generating
all of the displays for your particular system - - before you do this, though, we strongly
recommend you spend some time planning your human-machine interface (HMI) system.

The goal of a human-machine interface is to provide your operators with the information they
need in a clear, understandable format. Operators should not have to hunt for information during
a critical situation; displays should be organized such that an operator can access the information
he or she needs with a minimal number of mouse clicks.

Don’t make displays too complicated

for the wuser! Displays should be Don’'t make displays to00
designed to be clear, and easy to use. "’

Displays should not be overloaded with COM pllcated for the user!
information; it is better to create a

larger number of logically thought-out Displays should be designed to be clear,
displays than to try to cram lots of and easy to use. Displays should not be
information on a few displays, and then  overloaded with information

force the operator to sort out what is

important.

With these thoughts in mind, here is a recommended approach for creating your HMI system:
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Step 1 Plan out your display hierarchy

The way your different displays fit together as part of your system is called the display
hierarchy.

Generally, at the top of the display hierarchy is some sort of startup or welcome screen. It might
include a map of your system, or a menu screen.

Welcome to the
Bristolvillle Water
Treatment Facility

Main Menu
Current
Alarms .| System Status Communications
Display Display Status Display
FILTERS / \\ PUMPS
Overview Overview
Display Display
|
Filter #1 Filter #2 | Filter#3 Pump #1 .| Pump#2 Pump #3
Display ] D'i s‘;ay Display Display Display ~t  Display

A series of overview displays generally make up the next level of your hierarchy. You might
want to have one or more overviews of your process, an alarm overview display, a
communications status display, etc.

The next level of displays typically correspond to
functional or geographical sections of your process. For
example, if your system has 34 compressor stations, you ;
might need to have a detailed display for each compressor ~MOUS€ C.I'Cks to reach the
station. If the compressor stations are all identical, you !nformation you need, you
may be able to use a single display with aliases, which ~ Should re-think your display
allow the operator to select the desired station, thereby ~ Nierarchy.

reducing the amount of disk space used by the displays.

...If it takes more than 2 or 3

Your system might include additional displays for more detailed information for each station
such as alarms, trends, communications, etc.

You might want to embed certain displays within other displays, for example, a small display for
starting or stopping a pump, or a ‘faceplate’ display for entering setpoints.
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Whichever way you choose to setup your hierarchy, it should follow a logical, consistent format.
Operators should easily be able to navigate from one display to another, and to go up and down
through the different levels of the hierarchy. If it takes more than 2 or 3 mouse clicks to reach the
information you need, you should re-think your display hierarchy.

You should also consider what sort of display properties you want to set. For example, what size
will your displays be? Will they appear in multiple windows, side-by-side, or will each new
display called up fill the entire window? Will the displays be scaleable? All of these, and other
properties of the displays, should be determined and set as preferences in the Display Properties
dialog box before the displays are built, otherwise they will have to be set individually for each
display.

Step 2 Adopt a consistent method for navigation throughout the display

hierarchy
Each and every display should include a : _
toolbar or menu object with links to other Cwerview Display

displays in the system. Although the display
links in it will vary from display to display,

you should include this object in the same Back Display |8 Mext Display

place on every display, so operators know how

to get to it quickly. Details Display

Step 3 Determine what objects you will need on your displays

The display building process will be much easier if you use a consistent library of objects for all
your displays. You might, for example, determine that you will need three different pump
symbols, two types of valve symbols, and one type of liquid tank, and that you want all of your
process points to follow a particular format. These symbols, when you have built them (as part of
a later step in the process) can be saved in a library, and re-used on all of your displays. Be sure
to check and see what symbols are already available in your symbol library - - it may include
most of the objects you need.
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7 Display1 - OpenEnterprise by Bristol
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Step 4 Establish a common signal naming convention for your database, and
an aliasing convention for your displays

As we discussed earlier in this manual, aliasing is a powerful method which allows you to re-use
objects, symbols, and displays, multiple times. In order for it to be used properly, however, your
database must use a signal naming convention which includes common portions which can be
used for aliasing. You can then define a strict aliasing convention which must be followed when
building your displays.

In your database, therefore, if you have 50 identical compressor stations, each with its own set of
signals from 50 different RTUs, make sure the signals’ names follow the same format in each
RTU. For example, if you use signals like COMPRS8.POWER.STRT in one RTU, do NOT use
COMPRESS.START.PWRS in another. Use the same signal name format in each RTU.
Similarly, if you intend to define aliases for the station number, pump number, and tank number,
make sure they are used consistently from display to display:

i.e. if you use:

station<<station-number>>
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on one display, don’t use:
station<<stationnum>>

on another display. Use aliases consistently from display to display.

Step 5 Build a few of your more complex objects for testing purposes

Create some of your more complex objects, to verify that they work as expected. Setup aliases
and verify that they work correctly. Be sure when saving symbols to use the shared object name,
as discussed earlier in this manual.

Step 6. Build your display hierarchy using a framework of empty displays

Build empty displays (without objects or FEESrIEEEEEET IR

data) for your entire display hierarchy. i
Make sure each display includes the T
toolbar or menu object used for
navigation purposes. Test to make sure PUMP STATION OVERVIEW DISPLAY
that the navigation functions work
correctly  throughout the  display (THIS DISPLAY STILL
hierarchy. Put a few objects on the UNDER CONSTRUCTION)
displays for demonstration purposes.

Step 7 Review your design with the users of the

system, and revise, as necessary Show the displays to the
people who will actually

be using them....

Now that you have a basic framework of displays, together
with some demo objects, you should show the system to the
people who will use it. This is a very important step. You may
find, for example, that the operators need additional
information on certain displays, or that they need to have
multiple displays open to perform certain tasks. Perhaps your
hierarchy is too cumbersome, or requires too many mouse
clicks to locate certain displays. Revise the system, as
necessary, to accommodate your user’s concerns.

Make sure the displays
are organized in a way
that people can easily
find the information they
need...

Change things if
necessary...

5-56 OpenEnterprise for Beginners



Chapter 5 - Building Displays to ‘Mimic’ Your Process

Step 8 Build all of the objects for your system

Create all of the objects needed for your system (pumps, valves, tanks, compressors, analog
setpoints, faceplates, etc.) and set up aliases for them according to the previously established
convention. Save the objects in the symbol library with shared object names.

Step 9 Build the Displays

Finally, you should build the displays using the objects from the symbol library. Each display
should be included in the proper place of the previously defined hierarchy.

Step 10 Test Your HMI System and Revise as Necessary

Test each of your displays, and verify that they function as expected. Make any necessary
corrections.
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What is Historical Data?

The OE Database, by its very nature, is constantly  yUnlike ‘live’ real-time data, which
being updated with the latest available data values is Continuous|y being updated as
from signals in the RTUs. Data from a particular  your process variables change,
instant in time, however, is only maintained in  hjstorical data is not updated:; it
memory for a short period of time (usually, no reflects past conditions, from
longer than a few seconds, depending upon how fast  minutes, hours, days, weeks, or
data is collected in your system). This is because months in the past.

when a new value is collected, it automatically

overwrites the previous value in the database.

Although this is ideal for operators viewing the current state of process variables in your system,
most users need to retain certain data for a longer period of time (hours, weeks, months, etc.)
This data is referred to as historical data and it is saved using the OpenEnterprise Historian.

What is Historical Data Used For?

What does ODBC-compliant

Historical data is typically used in printed reports mean?

or spreadsheets. Often, records of certain
variables such as flow, temperature, etc. must be  §ppcis an industry-standard for

maintained for months or even years to fulfill  jocapases |t stands for Open Database
particular  plant  management or regulatory  cqnnectivity, which means that data can
requirements. Government agencies may require  p. <hared between different databases
detailed records using historica}l data, or historical 54 applications. ODBC compliant refers
data may be used to generate bills for customers. to applications which follow this industry

standard.

Because the OE database supports a 32-bit ODBC data access, data can be directly extracted
from it by any ODBC compliant application, such as Microsoft® Excel or Access, or you can
use the data in the OpenEnterprise Report Configuration Tool (See Chapter 11).

Historical data is also frequently incorporated into graphical trends to allow a graphical

representation of data from a given period of time. (Trends are a big enough subject that we’re
going to discuss them in Chapter 7.)
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How Does the Historian Work?

The Historian is actually an extension of the OE Database; it is simply another set of user
defined tables and columns which hold data extracted from specified OE Database tables at
either specified intervals, or based on specific events.

In some cases the actual data value is stored; this is referred to as raw data. In other cases,
calculations are performed on value(s) before storage is performed, for example minimum,
maximum, average, etc; this is referred to as compressed data because only the calculated result
is stored, not the values used to generate the calculated result.

Differences between Raw and Compressed Data

e Raw data is datathat is unchanged from the way it was at the RTU. No
calculations have been performed on it.

e Compressed datais the result of some sort of calculation on the raw data,
such as minimum, maximum, average, etc. It is called ‘compressed’
because only the result of the calculation is stored, NOT the individual raw
samples used to make the calculation. NOTE: It is possible to keep both
the compressed and original raw values on the system, though this
consumes more disk space.

Historical Data is Stored Temporarily in Log Files

The historical data is stored in files on the OE Server called log files. ~ Storing historical
(Sometimes they’re referred to as history files or historical files, but ~data in a file is called
it’s all the same thing - files that store historical data.) Log files are ~ ‘l0gging’ the data.
‘active’ meaning that the system continues to deposit more historical ~ The files containing
data in them. Depositing data in log files is called logging the data. the data are called
Log files are defined during Historical system configuration to be a 109 files. Log files
fixed size. Before they become full of data, the data in them gets are for temporary
saved into another file called an archive file. Then the oldest data in ~ Short-term storage.
the log file is overwritten when new data comes in. Because of this,

they are only used for temporary, short-term storage.

6-2 OpenEnterprise for Beginners



Chapter 6 - Working with Historical Data

Historical Data is Stored Permanently in Archive Files

As we said, when the log file fills up, its oldest data
gets overwritten. “Wait!” you say, "l can’t have my
data overwritten!" Don’t worry, that’s where archive
files (that we mentioned before) come into play.
When you configure the historical system, you
specify the size of the log file, and you also say at
what percentage of the log file size you want an
archive file generated. That way, you don’t lose data
when the log file fills up, because the data gets
copied to an archive file. Archive files are very
similar to log files, except they are closed to
accepting new data, and they don’t get overwritten.

A certain number of archive files are kept on-line;
that is, they are available to be queried for data from
OE tools, such as Trend windows. All other archive
files are off-line; they are inaccessible, and cannot be
queried for data. That’s not a problem, though,
because if, for some reason, you need to retrieve
some data in an off-line archive file, you can easily
make it on-line using the Archive File Tool. (We’ll
talk more about the Archive File Tool, later in this
chapter.)

"Okay", you say, "Why don’t | keep all of the
archive files on-line?" Well... you can’t do that,
because on-line archive files consume lots of
memory, especially if people are viewing them. If
you try to keep too many of them on-line at the same
time, you will exhaust system memory, and system
performance will suffer, until the point that the
system won’t work at all.

Please don’t confuse archive files in OE
with archive files in the RTU — The
term “archive file’ in the context of
OpenEnterprise, refers to historical data
storage at the OE Server computer.
Most Bristol RTUs also can store
historical data locally in structures
which also happen to be called “archive
files’. They are different, even though
they serve a similar purpose - - storing
historical data.

e Data from log files is copied
into archive files for
permanent storage.

e Archive files can only be
gueried for data if they are on-
line. Only a certain number of
archive files can be on-line.

e The Archive File Tool can
bring archive files on-line, and
take them off-line as needed.

e Don’t keep too many archive
files on-line, or system
performance may suffer.

In addition, since archive files are permanent, and don’t get overwritten, new ones are regularly
being generated. Because of that, over time, the hard disk on the OE Server can get filled up with
off-line archive files. To avoid that from happening, you should periodically back-up those off-
line archive files to another place. The Archive File Tool, that we mentioned earlier, can
automatically copy the off-line archive files to another hard disk or server to prevent the server
disk from filling up. If you don't have another server, you could back up the off-line archive files
onto storage media (tape, CD, etc.) and then delete those archive files from the OE Server.
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Comparing Log Files and Archive Files

Log Files... Archive Files...

e Contain raw and compressed e Contain raw and compressed historical
historical data, which came from data, which was copied in from log files.
realtime data values.

e Are a fixed size; when they become e Are a fixed size, but data is never
full, the oldest data is overwritten overwritten. It is maintained in the archive
with the new data. file

e Can receive additional raw and e Are closed. They CANNOT receive
compressed historical data. additional data.

e Can be queried at any time. e Can only be queried if the archive file is

currently ONLINE.

How is the Historian Configured?

Configuring the Historian is one of the most difficult concepts in OpenEnterprise to understand.
For one thing, while real-time data collection is always dealing with what’s happening right now,
historical requires you to deal with the issues of both time and space, i.e. in this case, how much
time should | keep certain data, and how much space do | need to store the data?

The Historian is configured using the Historical Configuration Tool in the OE Toolbox.
Configuration involves setting several parameters which interact to identify what gets logged,
and when the logging occurs. As with most things in OpenEnterprise, this interaction is governed
by entries in database tables.

We’re going to oversimplify this a little bit, but the main tasks you need to perform when
configuring the Historian are described, below. We’ll talk about them in general terms first and
later, we’ll provide you with some specific examples.

e Defining a Logging Group
e Choosing Columns to Be Logged and Calculations to be performed (if any)
e Specifying Characteristics of the Log File and Archive Files

Defining a I—Ogging Group A logging group defines

what data you want to log,
e A logging group defines what data you want to log, and how often you want to
and how often you want to log it. log it.
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e A particular logging group can only log data from a single table. The table containing the
data you want to log is called the source table.

e You can define as many different logging groups as you need. Each and every logging group
must have a unique logging group id number, however, to differentiate it from all the other
logging groups in the system.

e Logging groups are configured by making entries into the oelogcontrol table using the
Historical Configuration Tool. Because of this, logging groups are sometimes referred to as
logcontrols.

e If you don’t want to log all the records from a particular table, you need to assign only the
records you want to log to this logging group.

Choosing the Source Table:

The Historian can save data from almost any table in the OE Database. The table containing the
data you want is referred to as the source table. Most users will be saving data from only two
tables:

Realanalog_Table — this table includes all of the analog
signals collected from your RTUs. This would include
things like flows, temperatures, and pressures that have
been collected from process variables.

The source table is usually
going to be either
'Realanalog_table' or
'‘Digital_table'. Most people
don't need to log anything

Digital_Table - this table includes all of the logical
from any other table.

signals collected from your RTUs. This would include
ON/OFF statuses of pumps, OPENED/CLOSED
statuses of valves, all collected from process variables.

Figuring out how often you want to log the data

Logging data at a pre-set rate — Generally, people choose to log data at a particular rate.
The type of data you want to log often dictates how frequently you want to log it. If you have
critical flow or pressure information, you might want to log a reading every minute, for a
total of 60 samples per hour. If you are looking at levels of water in a tank, which don’t
change often, maybe you only want to log the level once an hour, for a total of 24 samples in
a day. Think carefully about what your system requirements are, because this will affect the
size of your log files, and the rate you consume disk space.

Logging data on ‘exception’ - You may also have certain data that you only want to log

when a certain event occurs. For example, you might only want to log data when the value of
a particular signal changes. In that case, there needs to be some sort of trigger, which says,
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‘log this data now’. This is similar to the Report By Exception (RBE) data collection, used in
real-time data collection, except here the concept is being applied to historical logging.

Assigning individual records to the logging group (optional)

By default, all records of the source table will be logged. Depending upon the size of the
source table, that may require you to create a very large log file. The Realanalog_table, for
example, might contain thousands of different signals, but maybe you only want to log data
for a few hundred. If that’s the case, it would waste considerable disk space to log all the
signals in the table. You’ll need to identify which signals you want to log. If this is so, then
you have to use a technique called userenable logging. In userenable logging, a logging
group will only log records (in this case rows of signal data) from records which have been
specifically assigned to that logging group via the dataset attribute in the source table.

The assignment of records to a logging group is performed in the Historical Configuration
Tool.

Choosing Columns to be logged and calculations to
be performed (if any)

e Most any table you log data from contains many columns (attributes) which you don’t need
to log. You should decide which columns contain the data that is worth logging.

e Choosing to log only the columns you need saves memory and disk space.

e Columns are chosen by making entries in the oelogcolumn table, using the Historical
Configuration Tool.

e Calculations can be performed on the raw data, such as averages, minimums, maximums, etc.
The new calculated data is called compressed data.

Choosing Columns For Logging

Assuming you’re logging signal data, you’ll usually want to log things like the signal’s

value, its questionable data status, the timestamp of the reading, etc. We recommend you
also log the daylight savings time offset dstoffset if you’re in a region which uses daylight
savings time; otherwise, you can end up with problems in third-party software that depends
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on timestamps. You don’t need to log the signal name, because that will be automatically
logged and used to organize the data in the Logging Group. (We’ll talk about that later in the
examples.)

Decide what calculations (if any) you want to perform on the logged data

If you just want to save raw data samples, you don’t need to perform calculations. But if you
want to calculate things like averages, minimum values, etc., that means you will be saving
compressed data, which we mentioned earlier. Again, the sorts of data compression you
perform are dictated by the requirements of your particular system.

Table 6-1 - Calculations that can be performed

Type of Description Data Type Example input(s) Result stored for example
calculation required in source calculation:
table column
0 = None Raw unprocessed any 23.47 23.47
sample from the source
table.
4 = First value First non-NULL input any 38.1,50.6,33.7,48.1 | 38.1
value is chosen from
samples
5 = Last value Last non-NULL input any 38.1,50.6,33.7,48.1 | 48.1
value is chosen from
samples
6 = Maximum Maximum input value is | INTEGER, REAL 38.1,50.6,33.7,48.1 | 50.6
value chosen from samples or DATETIME
7 = Minimum Minimum input value is | INTEGER, REAL 38.1,50.6, 33.7,48.1 | 33.7
value chosen from samples or DATETIME
8 = Average value | Each sample is INTEGER or 38.1 (for 58 seconds), | (38.1x58) + (50.6 x 62) + (33.7 x 59)
(time-weighted) multiplied by the REAL 50.6 (for 62 seconds, | + (48.1x 61)
number of seconds it 33.7 (for 59 seconds), (58 + 62 + 59 + 61)
was in the source table. 48.1 (for 61 seconds)
The resulting weighted = 42.78916
samples are added
together, and divided by NOTE: The time weighted average is
the total number of more accurate than a straight average
seconds of all the of summing the samples and dividing
samples. by the total.
11 = Integral Estimated area bounded | INTEGER or 38.1 (for 58 seconds), | (38.1x 58) + (50.6 x 62) + (33.7 x 59)
by input values. Used REAL 50.6 (for 62 seconds, | + (48.1 x 61) =10269.4
for calculating totals, 33.7 (for 59 seconds),
e.g. total flow. 48.1 (for 61 seconds
12 = logical AND Logical AND appliedto | INTEGER or Example 1:
input values BOOL 1,1,1,1,0 0
Example 2:
1,1,1,11 1
13 = logical OR Logical OR applied to INTEGER or Example 1:
input values BOOL 1,1,1,1,0 1
Example 2:
1,1,1,1,1 1
14 = ON count The number of times a BOOL ON, OFF, ON 2
boolean switched to
ON.

OpenEnterprise for Beginners 6-7



Chapter 6 - Working with Historical Data

time

of the sourcecolumn
attribute was logged in
this compression period

Type of Description Data Type Example input(s) Result stored for example
calculation required in source calculation:
table column
15 = ON percent Percentage time a BOOL ON (60 seconds), 50
BOOLEAN was ON. OFF (60 seconds),
ON, (60 seconds),
OFF (60 seconds)
16 = duration Duration of time anon- | Any 5.1 (60 seconds), 3.2 180
NULL value was in the (60 seconds),
source table 2.8 (60 seconds),
NULL (60 seconds)
20 = occurrence Time at which the value | Any

6-8
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Specifying characteristics of the log file and archive
files

Historical data is initially transferred from the
real time source table and stored in an pre-
defined area of memory called the log buffer.
You need to specify the size of the log buffer,
during configuration. (NOTE: buffer is just
another word for memory)

When the log buffer becomes full, data in the
log buffer is automatically copied to the log file
on the OE Server hard disk. The size of the log
file is some multiple of the log buffer size.

The log file is a fixed size, as new data is
logged, the oldest data is overwritten. To
prevent a loss of data, therefore, data is copied
from the log file (temporary storage) to the
archive file (permanent storage).

Configuration of the log buffer, log file, and
archive file is performed by making entries in
the oelogdata table, via the Historical
Configuration Tool.
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What’s memory?

As the OpenEnterprise Server computer
runs its program(s), the CPU (central
processing unit) of the computer executes
each instruction in the programs. These
instructions, and the data associated with
them, are read from, and/or written to,
physical locations within computer chips
in the computer. These physical locations
are referred to as memory. They are
similar to memory you might have in
your personal computer at home. Each
memory location also has a numerical
identifier called an address. The address
is used internally to locate data stored in
memory.

The amount of memory in your computer
varies depending upon the purchased
memory options.

Information in memory is stored as a
series of O's and 1's; each '0" or 1" is
referred to as a bit. These bits are
grouped together into chunks of 8, 16 or
32, which are called bytes. Each byte can
hold a character of data. A group of 1024
bytes is referred to as 1 kilobyte or 1k.
1024K is referred to as a Megabyte or
1MB.

RAM (Random Access Memory) only
provides temporary storage. The data
stored in RAM is destroyed if the power
fails on the OE Server. That’s not true
with data on the hard disk, but don’t
confuse RAM memory with the hard
disk; they are different things. In
OpenEnterprise, real-time data is stored
in memory, and historical data is stored
on the hard disk.
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Specifying the Source of Data for a Loqg File

The source of the data going into the log file is
defined by one of the logging groups you have
defined. You must provide the id number of the

logging group.

You must also identify whether the data you are
storing is raw samples, or if you are storing
calculated data.

Determining the Buffer Size and Number of
Buffers to be stored in the Log File

e The log buffer holds only a limited amount of
logged data, for a limited period of time, usually
less than an hour, depending upon how fast
you’re logging data. The log buffer data is
periodically copied to the log file.

e You must make the buffer larger than the
maximum amount of data you’re going to save in
a particular snapshot of time.

6-10

What's the difference between
RAM memory and the hard
disk?

A hard disk is a long-term storage
medium for data. Although, like
memory, a hard disk stores data, it
differs from RAM memory in several
respects:

Hard disks normally do NOT lose
data in the event of a power
failure. They allow long-term
storage of data. If RAM memory
loses power, the data disappears.

To retrieve and use data on the
hard disk, it has to be copied into
memory; that means using data
from the hard disk takes longer
than data in RAM, because data in
RAM is, by definition, already in
memory.

Computers are generally built
with several orders of magnitude
more hard disk space, than
memory.
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Deciding When to Generate An Archive File

The figure, below shows an example of the relationship between log buffers, log files, and
archive files in a typical system. Log files are fixed in size. As the contents of the log buffer are
copied into the log file, they overwrite the oldest data in the log file. To prevent a loss of this
data, you need to specify an archive file to permanently store it.

LOG BUFFER (in memory)
contents is regularly copied
to the log file, overwriting
oldest data in the log file.

LOG FILE (on hard disk)
Size is some multiple of
the buffer size.

/

\

v When LOG FILE is some percentage full,
(typically 70-90%), that amount of data
is copied all at once into an ARCHIVE
v FILE, for long-term storage.

Wwwmwwwwwwwwwwwwww
o

ARCHIVE FILE(S)

In addition, you need to choose at what percentage of a full log file, that you will generate the
archive file. Archive files must always be smaller than the log file, otherwise, the system would
be attempting to save the entire log file at the same time it is receiving a new log buffer of data.
We recommend that you perform the archiving at from 70 to 90% of a full log file.

Alternatively, the Historical Configuration Tool lets you specify that archive files be generated at
a particular time of day, week, etc. These are called timed archives.

Enough talk... let's show some examples!!!
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Example #1 — Logging 1-minute data for a few signals

Let’s say we have three flow meters connected to our controller, and we want to log the current
flow readings, every minute. Let’s also say, since we want to keep this example somewhat
simple, for illustration purposes, that we want to log only the three flow signals associated with
those flow meters.

Step 1. - Start the OE Toolbox

To start the OE Toolbox, click as follows:

Start->Programs—>OpenEnterprise> Toolbox

Step 2. - Start the Historical Configuration Tool

Azs To start the Historical Configuration Tool, double-click on the “Historian’ icon
...................... in the OE Toolbox window. The Historical Configuration dialog box will

...................... appear

NOTE: If you do not see the “Historian’ icon, you may have not logged on
with sufficient security privileges. Click on Security->Login and log on with
appropriate security privileges. (Ask your System Manager for help if you are
unable to do this.)

6-12 OpenEnterprise for Beginners



Chapter 6 - Working with Historical Data

Step 3. - Create A Logging Group

REMINDER: A logging group
defines what data you want
to log, and how often you
want to log it.

Now, we have to create a logging group.

To add a new logging group, click on the [Add] push button
in the Historical Configuration dialog box. The Logging
Group page will appear.

Click on [Add] to create
a new logging group. —

Historical Configuration

File ¥iew Help

Group Id Source Table
Mo logging groups found

fdd.. Medify... Delete
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Logging Group Page

The Logging Group page allows you to select the The Logging Group page basically
name of the table in the Database from which data configures the oelogcontrol table in
will be logged as well as specify how much data will ~ the OE Database.
be logged.

This lets you select a table in If you are collecting

Every logging group must
have a unique ID number.
You cannot advance to the
next page without complet-
ing this field.

the Database. Typically, users  signal data, you should
collecting signal data will want choose ‘name’ since the
to select either: ‘realanalog’ or  signal name is a unique
‘digital’ as the source table. Here identifier for each signal,
we chose ‘realanalog’ because and is used as the primary
it contains the signals we want key (index) for the table.

to log. o
Logging Group

You can optionally
enter a meaningful
description here.

Source Table

Table: or data logging.
snle realanalog // // s modified for exdsting groups.
Mame Column: |name & / Calumn name used to identify logged objects.

Group Infomation
Group Id-

‘ i i b—These fields
identify internal
Description: |Ra'f'.' data collection from realanalog_tabb?/ \(,jviﬁ?:?‘a;ﬁl 13[2]%5

the historical
data

Hiztorical Access Tables

names for retieving logged data.
e edited later in the wizand for & new
(" group. Can't be modified for existing groups.

Raw:

Compressed: |

Logging
Estimated number

of objects 1o log- Required for buffer size calculstions.

g All Objects You gy log all objects in the sounce table or select which to log later.

Advanced
Erabled Uncheck to disableNpgging far this group. Configurstion -

Each [ Me:d:é [ Cancel l [ Help l
X |

When logging signal data,

This enables/disables . I
: : : this would be the number of Most applications
logging for this Logging signals to be logged. don't require the
Group. To log every object Advanced features.
(signal, for example) When finished, click
in the source table, here to go to the next
choose, Log All Objects. page

Otherwise, leave it blank.
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Let’s talk about the various fields on the Logging Group page:

Source Table

Group ID

Description

Name Column

Raw Data Table

Compressed Data
Table

Estimated
Number of
Objects to Log

Use this list box to select the name of the table in the Database from which
you would like to log historical data. If you are collecting signal data, you
would typically want to choose either ‘realanalog’ or “digital’ as the source
table (we’ve chosen ‘realanalog’ because that’s where the flow data we
want to collect would reside.) Once you have defined a particular logging
group, you CANNOT change its associated “Source Table”. NOTE: This
field will omit the suffix *_table’ from any source table names that happen
toendin ‘_table’.

This is an integer that uniquely identifies the number of this logging group,
so we don’t get it mixed up with any other logging groups we define. In
general, your first logging group should have a “Group ID” of 1, the
second logging group should have a “Group ID” of 2, etc. This entry
CANNOT be changed once this logging group is fully configured. For this
example, we will choose a “Group ID” of 4.

You can optionally enter a textual description of this logging group here.

This is the name of a column in the source table which uniquely identifies
the data in the table. Anytime you want to collect signal data from
‘realanalog’ or “digital’ you should always choose ‘name’ as the “Name
Column” (which we’ve done here) because that column is used to hold
signal names, which are unique throughout the table. The name serves as a
primary key or index for the rest of the data in the table. For this example,
we need to specify ‘name’ because that will allow us to use the signal
names from the realanalog_table for organizing the data.

is a read-only field provided for informational purposes. It identifies the
table that will be used when queries are made to the tables containing raw
historical data.

is a read-only field provided for informational purposes. It identifies the
table that will be used when queries are made to the tables containing
compressed historical data.

This is the number of records (rows) in the source table that will be logged.
When collecting signal data, this would refer to the number of signals in
the source table to be logged. By estimating this number, the Historian can
determine how much disk space to allocate for historical storage. Since we
want to size our system for 300 signals, we enter 300 here.

NOTE: Although you must provide an estimated number of objects in
order to fully configure the Historian, it will compensate, if you
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Enabled

Log All Objects

[Advanced]

underestimate the number of objects, by generating archive files at a faster
rate.

When checked, activates logging for this logging group. Because certain
characteristics of a logging group CANNOT be modified once they have
been initially specified, it is sometimes easier to disable the logging group
(by de-selecting the “Enabled” check box) and simply create a new

logging group.

If checked, all objects (rows) in the source table will be logged. If you are
logging signals, checking this means that ALL signals in the designated
table will be logged. If left unchecked, only those rows that have the
“Group ID” of this logging group in their “Dataset” column will be
logged. NOTE: If this option is NOT selected, objects must be selected
individually on the Logging Group - Select Objects page. That’s what we’ll
do for purposes of this example.

This calls up the Historical Advanced Settings dialog box. (We’re not
going to use it in this example, but we’ve included an explanation of it
below, in case someday you want to experiment with it.)

Historical Advanced Settings E

Erable Columin: | contralinhibit o |

Timesztarmp Columr: | timesztamp

R ate Colurmn: | Y |
[ (] 4 l [ Cancel ] [ Help ]

The Historical Advanced Settings dialog box should only be used by those
experienced in database configuration. It contains three fields that allow
particular columns of the source table to be singled out, and configures the
Historian to alter the normal logging based on the data in those columns.

“Enable Column” identifies a column in the source table which holds a
boolean (true/false) value which enables/disables logging for the current
row. For example, if collecting signal data, the ‘ReadControlinhibit’ field
could be specified here to disable collection for any signal that is currently
control inhibited.

“Timestamp Column” identifies a column in the source table that holds a
date/time value. This allows a timestamp to be associated with each
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historical sample. By default, all timestamps saved in the historical system
reflect the time the data was saved. This feature, however, allows some
other timestamp to be associated with the saved data.

“Rate Column” identifies a column in the source table that holds an
integer value. This value will be used as a special collection rate for this
particular row, instead of the collection rate configured for the dataset
(discussed later). For example, if you are collecting signal data, you might
want to collect certain signals faster than normal based on changing
conditions in your process.

When finished in the Historical Advanced Settings dialog box, click on the
[OK] push button.

When finished with the Logging Group page, click on the [Next >] push button. The Logging
Group - Select Fields page will appear.

! The tables for signal data do NOT support this feature by default; if you want to use this feature, you will need to
customize the signal extensions table to include an additional column for this purpose.
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Loqgging Group - Select Fields Page

The Logging Group Select Fields page specifies which of the
columns (fields) in the source table should be logged, as well
as which compression options, if any, should be applied to the
raw data before it is logged. We’re not doing any compression
for this example, though, so we just have to select which
columns we want, and the ‘Raw’ option.

Choose which
columns from

The Logging Group —
Select Fields page allows
you to select which columns
of the source table you want
to log.

the source
table should
be logged, by

clicking on the
column name,
and then click-

For each of the
selected columns
of a given type,
specify whatever
data compression
options which are
to be performed.
We just want ‘raw’
for this example.

ing on the [>>]
push button. [

Logging Group -

Select Fields

Avdlable Fields:

acckssarsa
ackhowledged
zddtpdatzsst

calloutarea
calloutdisplay
changemask
cleared
controlinhibit
cumentalamprecedence
cumentliocker
dataset
datumaddress
defaultvalue
description
devicename
disable
display
detoffest
extension
forcepoll
forcewrite

b b m

Figlds to be Logged

Text/Date Fields:

Column Hame

Hawl First | Last | Oecunmence Timesl Durati0n| Length | Indexed

timestamp

Anzlog Fields:

b

Colurnn Mame

Haw| First| Last | Ma:-:| Min|.~’-‘wg| Oocurence Times| Integral| Dure

vallie
questiohable
cunmentdstoffzet

#
#
X

KN

Boolean Fields:

]

Calurmn Mame

Faw | First | Last | Ocourrence Times| AMD | OF | Count| Percent| [

< Back ]| Ned > |[ Cancel ] [ Help

To de-select a column name,
click on the [<<] button.

Click here to proceed to the next page
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Available Fields The “Available Fields™ list box shows the names of all columns in
the source table. To specify that data from a particular column
should be logged, click on the column name, then click on the [>>]
push button; the column name will be removed from the
“Available Fields” list and then appear in the “Fields to be
Logged” box. Which “Fields to be Logged” box it appears in
depends upon the data type of the field. For example, analog data
(signal values) would appear under ‘Analog Fields’; whereas status
bits like questionable data would appear under ‘Boolean fields’.

Fields to Be Logged The three “Fields to be Logged” boxes show which of the columns
selected from the “Available Fields” box are to be logged by the
Historian.

They also specify which calculations (compression options) if any,
should be applied to the logged data. For this example, we’re only

using the ‘raw’ data. For an explanation of the various compression
options, see Table 6-1 on page 6-7.

To add a particular column name to the “Fields to be Logged” box,
click on its name in the “Available Fields” box, then click on the
[>>] push button. To remove a particular column name from the
“Fields to be Logged” box, click on its name in the “Fields to be
Logged” box, then click on the [<<] push button.

NOTE: When you first come to this page, you may see the
‘AccessArea’ field in the “Fields to be Logged” box; ‘AccessArea
relates to security issues that are beyond the scope of this chapter,
therefore, we decided not to log that field. We just want to log the
following fields:: ‘timestamp’, ‘currentdstoffset’, ‘value’ and
‘questionable’.

I understand why you’d want to log timestamp, value, and questionable, but why do we
need to log the daylight savings time offset?

OpenEnterprise stores all historical data internally with GMT timestamps. The OpenEnterprise
software that displays this data (trends, reports, etc.) knows how to correct this to a local time
including DST offsets. However, if you are using your own or third party software to access
this data, you may need to know if daylight savings time was in effect at the time the data was
saved.

How come we aren’t choosing to log the signal ‘name’ column?

We could, but basically we’d be wasting space by logging the same signal names over and
over. The signal name will already be logged once with the data, because back when we
defined the logging group we chose ‘name’ as the namecolumn by which all this data gets
stored.
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Text/Date Fields Any source table column name selected from the “Available
Fields” list box which stores timestamps, or textual data will
appear in this box. The compression options available for Text and
Date fields include Raw, First, Last, Duration, Occurrence Times
and Indexing. To select a particular compression option, go to the
line that holds the desired column name, then click on the cell
underneath the desired compression option. (The option is selected
when it appears ‘checked’.)

Because textual data can vary in length, you must supply an
estimated string length for textual data in the “Length” column.
This allows proper sizing of tables in the database, and allocation of
disk space. Since we’re using a date field ‘timestamp’ instead of a
text field, we don’t need to do that.

Analog Fields Any source table column name selected from the “Available
Fields” list box which stores analog data will appear in this box.
The compression options are Raw, First, Last, Maximum (Max),
Minimum (Min), Average (Avg), Integral, Duration, Occurrence
Times and Indexing. To select a particular compression option, go
to the line which holds the desired column name, then click on the
cell underneath the desired compression option. (The option is
selected when it appears ‘checked’.)

For this example, we aren’t doing any compression, just using the
‘Raw’ choice.

Boolean Fields Any source table column name selected from the “Available
Fields” list box which stores boolean data will appear in this box.
The compression options are Raw, First, Last, AND, OR, Count,
Percent, Occurrence Times and Duration. To select a particular
compression option, go to the line which holds the desired column
name, then click on the cell underneath the desired compression
option. (The option is selected when it appears ‘checked’.)

For this example, we aren’t using any Boolean fields.

When finished with the Logging Group - Select Fields page, click on the [Next >] push button.
The Logging Group - Name Fields page will appear.
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Logging Group - Name Fields Page

The Logging Group Name Fields page displays each of the source table columns selected on the
Logging Group - Select Fields page, along with any selected compression options for each
column, and a default name for the destination column that will hold the logged data. The main
purpose of this page is to allow renaming of the destination columns. Any new column names
you define here will be used when SQL or ODBC compliant programs access the data held by
the Historian.

Each destination column name must be unique for a given destination table.” By default, if a
duplication conflict could cause two destination columns to have the same default name, a prefix
will automatically be added, such as ‘object’. To change the destination column name, type a
new name in the “Data Access Column”.

The destination column in the
historical logging table can be
renamed, by typing a new name

here. — ]

Logging Group - Name Fields

Logged Fields
Source Column | Compreszion Type | Diata Acoges Column
limestamp i Raw lastcollected
value Fiaw value
questiohable Raw questionable
cunentdstoffzet Faw cunentdstoffzet

I < Back ” Mext > ][ Cancel l l Help

Click here to go to the next paqe.—r

2 This is because the name is part of the primary key for the table.

OpenEnterprise for Beginners 6-21



Chapter 6 - Working with Historical Data

When finished with the Logging Group - Name Fields page, click on the [Next >] push button.

Step 4. - Define the Dataset

Logging Group - Define Datasets Page REMINDER — A ‘dataset’

. . is just a collection of
A Dataset is nothing more than a set of data collected from a dajta from a particular

particular logging group. There are one or more datasets | :
associated with each logging group. 09ging group.

Each dataset will contain the same set of data objects (normally signals), but the compression
will be different. For example, one may contain raw values (samples), another may contain 15
minute averages and totals, etc.

Logging Group - Define Datasets EJ

Diatasets control how often data will be logged and how long data will be kept online.
Al higtorical streams require one dataset for storing raw (sample) data. The raw dataset can be used to
feed one or more compressed datasets.
Add...
Click here to add /
a new dataset.
[ < Back ” Mest = l [ Cancel ] [ Help

Click on the [Add] push button, and the Dataset Configuration dialog box will appear.
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OpenEnterprise Historical Configuration Dialog Box — Dataset Configuration

This allows you to create or modify the dataset. You can move from one page of the dialog box,
to the other, by clicking on the tabs near the top of the dialog box.

“Maximum Unsaved Data”
must always be greater

han the polling rate. Since,
for this example, the polling
rate is 60 seconds, we're
fine with 30 minutes.

| [L-We are taking raw

Move between pages of
the dialog box by clicking
on the tabs.

nEnterprise Historical Configuration
P g

et oy Trie 3o _—"| samples, from the
® Qallect Databy Poling —_~ I/ real-time database,
Every: 62 Seconds b every minute
[@oso0:2] [a/isa007_ ] wro) | -We want the log file

O Colect Data When Triggersd to haVe at Ieast 24
-\ hours of data in it.

1—We want the log buffer to
Hecp For A B % @ — || be copied into the log file
Madmum Unsaved Dala: |33 M v| at Ieast every 30 mlnutes

Log Directary

C\Histoy'\Log Fles | [ Beowss—]

Use the [Browse]
button, if necessary,
to specify the path
where log files will
Lok J[ cemel J[ 2mv J[ we || be stored.

Fed From Dataset  This is a read-only field. If it shows the word ‘Raw’ (which is the case
for this example) it means that the data comes directly from the source
table. If, instead, a textual description appears in this field, or a
description showing the rate, start time, and period appears, it means that
the current dataset you are configuring receives data from this other
dataset.

Description This is used to enter an optional textual description of this dataset. If this
dataset will be used as the source for another dataset, the description
entered here will appear in the “Fed From Dataset” field in the Dataset
Configuration dialog box when you configure the other dataset.

Collect Data When  When selected, this indicates that data should be collected based on a

Triggered By change in the value in the specified column. This is called logging by

Column exception. This function is only available in a raw dataset, but we’re not
going to use it in this example, anyway. NOTE: This setting CANNOT
be modified once the dataset has been saved.
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Collect Data by
Polling Every

Starting From

Keep For At Least

When selected, this indicates the rate at which data should be collected
from the source table of this logging group (or from another dataset if the
“Fed From Dataset” field is NOT ‘Raw’.) The units can be Seconds,
Minutes, Hours, Days, Weeks, Months, or Years. The Historian will
convert the specified units into a format of either seconds or months,
since that is how the Historian computes time internally. NOTE: This
setting CANNOT be modified once the dataset has been saved.

This indicates a time (which must be from the past) at which polling
began for this dataset. If NOT selected, polling will begin immediately
upon completion of dataset definition. This is used to define the offset at
which storage will occur, e.g. 10 minutes past the hour. Unless you
specify a date, it is stored in the database, as an offset from the beginning
of 12:00 midnight on January 1, 2001 Greenwich Mean Time (GMT).
That particular date is Day 0 in the OE historical system; time is
measured internally from that date forward.

This determines (in conjunction with the “Maximum Unsaved Data”
field) the amount of data to be stored in the log file. This setting
CANNOT be modified once the dataset has been saved.

NOTE: When polled collection is used, this is measured in time units
(seconds, minutes, hours, days, weeks, months, or years). If triggered
collection is used, this is expressed in generations of saved data.

Recommendations:

e For 1-minute samples, the log file should hold 24 hours worth of
data.

e For compressed hourly data (1 hour averages, for example), the log
file should hold one week’s worth of data.

e For compressed daily data (daily averages, totals, etc.), the log file
should hold one month’s worth of data.

e Log file size should be kept to 100 megabytes or less. (You can
examine the resulting log files to see how large they are.)
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Maximum Unsaved This specifies how much data the user is willing to lose (worst case) due

Data to a system failure. It essentially defines the size of the logging buffer in
active memory that holds data prior to its being written to disk in a log
file, or permanently stored in an archive file. If there is a power failure,
any data in the logging buffer is lost.

You have to have some unsaved data...

When you see the ""Maximum Unsaved Data™ field, it's tempting to say: "I don't want to have
any unsaved data.” The reality is, you have to have some unsaved data. If the ""Maximum
Unsaved Data™ value is too small, system performance will suffer. You should typically set it to
at least 10 times the collection rate, for example, if the collection rate is 60 seconds, maximum
unsaved data should be 10 minutes. Anything more frequent will adversely affect system
performance.

NOTE: When polled collection is used, this is measured in time units
(seconds, minutes, hours, days, weeks, months, or years). If triggered
collection is used, this is expressed in generations.

NOTE: Once the dataset has been saved, this setting can only be
modified via SQL statements.

SOME NOTES ABOUT LOGGING BUFFER SIZE: The buffer size
must always be more than the maximum amount of data you are going to
save at one snapshot in time. For example, if you’re saving 1-minute
data, the buffer size must be at least large enough to hold a minute’s
worth of data. Actually, though, you should multiply this number by the
number of snapshots of data you want to retain in memory, for example
30 minutes for 1-minute data. If you make your buffer size too small
(smaller than the amount needed to hold a single snapshot of data) you
will receive an error message in the DB.TXT file, and historical
collection for that logging group will not work.

Log Directory This specifies the directory path in which log files will be stored. To
change the directory, use the [Browse] push button. NOTE: Once the
dataset has been saved, this setting can only be modified via SQL
statements. IMPORTANT: The log data is filled in a cyclical manner;
therefore, data is only maintained in the log file until such time as it is
overwritten by new data coming in. The only way to retain such data for
a longer period of time is to configure the archive mechanism.
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Now we have to configure archiving, so click on the *Archive Configuration’ tab to bring up
that page of the dialog box.

OpenEnterprise Historical Configuration Dialog Box — Archive Configuration

There are two different ways to configure archive files. In this example, we’re going to cover
archive files created when the log file reaches a certain specified size. The other way to create an
archive file is on a pre-defined schedule.

OpenEnterprise Historical Configuration E

W Archive Configuration | SpeCIfy thepath
LY~ where archive files

will be stored. Use
the [...] button, if
necessary,

This means we are going
: to create an archive whenever
Archive Diractories the |Og f|le |S 75(%) fu”

Orline Archives: |C-\History\&rch Fles | [Browss

J
[Vl Cffine Archives: [\ History\Offine Arch Fies | [Browse...] /ThiS is the number of
) Auto Archive archive files kept on-line,
Archive When parcentcdthe Log File has not been archived, |n memOI’y In thIS example,

commatieaty Orine A each archive file includes
;ﬂ‘;:a‘m;'jo‘ﬂhﬂh N 75% of a log file worth of
(9] e Catdoguing data (or 0.75 x 24 hours, i.e.
approximately 18 hours
Lgox J[ cee J[ mev J[ = J| of data.) If we keep 15 of
them on-line, that means we
have 15 x 18 or 270 hours

g - of data on-line (about 11 days
Click on [OK] when finished worth of data).

Timed Archive

ID Description Start Time Repeat Interval

Timed Archive

ID, Description, Timed Archives are archives that are configured to occur according to a
Start Time, Repeat regular schedule. (We’re going to cover Timed Archives in a different
Interval, [Add], example, so we won’t talk about them here.)

[Delete], [Modify]

Archive Directories

Online Archives This specifies the directory path in which on-line OpenEnterprise Archive
files will be stored. To specify the directory path you can either type it in
directly or use the [Browse] push button. NOTE: Once the dataset has
been saved, this setting can only be modified via SQL statements.

Offline Archives As specified by the “Maximum Online Archives” field, OpenEnterprise
can only maintain a limited number of archive files for a dataset on-line,
in memory, at any one time. When that number is exceeded, the oldest on-
line archive is made off-line, and is moved to the “Offline Archives”
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Auto Archive

Archive When

Automatically
Online Archives

Maximum Online

Archives

Archive
Cataloguing

directory. (It can be brought on-line again, if needed, using the Archive
File Tool.) To specify this directory path you can either type it in directly
or use the [Browse] push button.

When selected, this causes OpenEnterprise to create an Archive file,
automatically, whenever the criteria specified by “Archive When” are
met.

This specifies a maximum percentage of un-archived data. When this
percentage is exceeded, an Archive file will automatically be generated.
Suppose, for example, the “Keep For At Least” value is set to 1 day, and
the maximum percentage of un-archived data, i.e. “Archive When” is set
to 25 percent, i.e. 6 hours. This would mean that when 75 percent of a day
is complete, an Archive file would be generated. In other words, every 18
hours, an archive file will be generated.

This specifies the number of archives that the system will automatically
maintain on-line. This number differs from the “Maximum Online
Archives” number, because it does not encompass previously off-line
archives brought on-line manually using the Archive File Tool.

Archive files provide permanent storage, but must be on-line in order to
be accessible to the database. This value specifies the default maximum
number of Archive files which should be kept accessible to the database
(including both those kept on-line automatically, as well as others that
have been brought on-line using the Archive File Tool.) (NOTE: Once an
Archive is no-longer on-line, it can be manually restored to make it
accessible again.)

When checked, this stores index information about archive files. We
recommend you check this, because it helps in archive file management,
and makes it easier to retrieve archive files later, in the Archive File Tool.

When finished with this dialog box, click on the [OK] push button. Then click on the [Next >]
push button to go to the next page.
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The Logging Group — Define Datasets page will re-appear, with the new dataset shown in a tree
structure. Click on [Next>].

The dataset has been added to a tree structure.

Logging Group - Define Datasets

Diatasets control how often data wil be logged and how long data will be kept online.

Al historical streams require one dataset for stoing raw (zample) data. The raw dataset can beusads
feed one or more compressed daiasets.

Raw, Every 1 Minutes - Raw, 1-minuie data 4 Bdd
Modify..

< Back New> | [ Cancel | [ Heb
/

Click on [Next>]

On the next page, you can optionally rename the internal table used for holding this dataset.
Change the name, if desired, then click on [Next>].

Here, you can optionally enter a new
name for the internal table used for

holding this dataset.

<Bace || e | [ caneel | [ Heb

Click on [Next>]
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Logging Group - Select Objects Page (NOT applicable in all cases)

Remember, way back at the beginning of this example, we said that we only wanted to log data
for certain signals? We indicated that by not checking the “Log All Objects” option on the
Logging Group dialog box (see page 6-14.)

Now it’s time to actually identify which signals we do want to log. That’s the purpose of the
Logging Group - Select Objects page.

Logging Group - Select Objects @

Browss Objects Logged Object=

L * - 3 D204:PS180. FLOW,
" ]| ey
reqionnane = Dot . . :
datumaddress * j

D204:P5120T .5, ~

D204:#LINKE.OOT.
D204:4LIMKE.OOZ
D204:4LIMKF.001.
D204:#LIMNKF.002.
D204:4ERRCT.OO.
D204:4ERRCT.00Z
D204 #ERRCT.O03.
D204:HERRCT.004.
D204:PSE1EET.PF.
D204:PSE15E2FF.
D204:POG.SCHEME.
D204:PSE1EET.EWH.
D204:PSE15B 2 KvwH.
D204:RIOSTATS..
D204:PSE16B1 VARS.
D204:P5E156 2 WVARS. -

[Fhow Al Objects

[ :’Iﬁack [ MNew 4_][ Cancel | [ Help

Objects list box ‘
Instead of logging data
Click here to for all objects (in this case, :
bring additional signals), we only log data ;Lcl:]gxiregoego 0
signals into the for selected objects. pag
box.
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Browse Objects

[Refresh]

Options

[Next]

Logged Objects

[Show All
Objects]

The “Browse Objects” area is optional. It allows the number of objects
displayed in the Objects list box, below it, to be reduced, by entering one or
more filter strings for particular columns. When a filter string is entered, the
Objects list box can be refreshed by clicking on the [Refresh] push button.
For example, if collecting signal data, and only those signals beginning with
the word, ‘PUMP’ should be logged, enter PUMP* in the name field of the
“Browse Objects” area.

This push button refreshes the Objects list box, below it, based on filter
strings entered in the “Browse Objects” area. You should also use this push
button after removing objects from the “Logged Objects” list box, so they
will re-appear in the Objects list box.

This push button calls up the Options dialog box.

[JiPrompt for Filker Before Querving Databage

Fietrieve Ohjects

I OF. l [ Cancel ]

It allows the user to make selection easier by restricting the number of
objects displayed in the Objects list box, by entering a number in the
“Retrieve x Objects” field. If “Prompt for Filter Before Querying
Database” is selected, the Objects list box will be empty when the Logging
Group - Select Objects page is initially called up.

This push button allows the next set of objects in the database to be brought
into the objects list box (based on any filters set) thereby allowing selections
of objects for logging to be made.

This list box displays only those objects that have been specifically selected
for logging.

To add an object to this list box, click on its name in the Object list box, then
click on the [>>] push button.

To remove an object from this list box, click on its name in the “Logged
Objects” list box, then click on the [<<] push button. Then click on the
[Refresh] button to refresh the “Objects” list box.

This push button allows all objects currently marked for logging to be
displayed, even if the object is not among those currently in view in the
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Obijects list box.
When finished with this page, click on the [Next >] push button to go to the next page.

Logging Group - Summary Page

Okay. We’re almost done! The Logging Group Summary Page displays all of the configuration
choices you have made for this logging group, and its associated dataset(s). Among the most
important information you will find on the Summary Page is the number of bytes required to
store all of the historical data you want to retain. This is important to know since the amount of
available space on your OpenEnterprise Server’s hard disk must be larger than this amount, and
have room to spare for running programs, etc.

Logging Group - Summary @

Logging table realanzlog N
Logging group 4
Logging is enabled
Description: Raw data collecton from realanalog_tshle
MName column name
Raw data will be saved to table rawd_izhle
Compressed data will be saved to table compd_izble
Only log enabled objects
An estimated 300 objects wil be logged
Enable column controlinhibit
Log fimestamp provided by column fimestamp
Columns
Column fimestamp
Raw value as lastcollected
Column questionable
Raw value as guestionable
Column cumenidstoffset
Raw value as cumentdstoffset
Column value
Raw value as value

Datasets
Dataset Oz
Description: Raw, 1-minute data
Logging every 60 Seconds
Using a logging origin of 03/15/07 10-05:00
Uses 48 buffers of 264641 bytes each 7

[ < Back ” Finish ] [ Cancel ] [ Help ]

NOTE: Certain items CANNOT be changed after you save them; thereby requiring you to re-
create the entire logging group in order to fix problems. It is recommended, therefore, that you
review information on the Logging Group Summary Page carefully, since this is your final
opportunity to make changes, before saving all information to the database.

If there are items you want to change, click on the [< Back] push button, and continue using the
[< Back] push button on earlier pages until you reach the items you want to change.

If there are no items you want to change, click on the [Finish] push button, and changes will be
written to the database. Wow!!!! We’re done! Woo hooo!!
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Example 2 — Logging Status Values by Exception

Let’s say you have many logical signals in your database. They change values as pumps start and
stop, valves open and close, etc. If you wanted to keep a history of their value changes, you
could log them every minute, but it’s probably the case that they don’t change that frequently, so
you’d be logging the same value over and over most of the time.

A more efficient way to log this information is to use logging by exception that we mentioned
earlier.

NOTE: We're skipping the steps about starting the Historical Configuration Tool, and clicking
on [Add] to add a new Logging Group because we're assuming you're familiar with them. If you
don't remember those, please go back to page 6-12 and review those steps.

Step 1. — Create a Logging Group

In the first page of the Logging Group dialog box, you must specify:

The OE Database table from which the data will be logged must be specified in the " Table™
field. (Since we want to log changes to logical signals, this must be the 'digital_table'.

You must choose which column (attribute) in the table will be used to organize the data and
specify it in the "*"Name™ field. (In database terminology, this is sometimes referred to as the
primary key). Because we are logging signal data, we always want to choose 'Name' as the
column, because, that has the signal name.

An ID number to uniquely identify this Logging Group must be entered in the ""Group ID""
field.

You can optionally enter text describing what's in this Logging Group, in the ""Description™
field. (It's a good idea to do this because it helps you differentiate between the different
Logging Groups.)

We need to specify the approximate number of objects to be logged. In this case that's 500
signals.

We only want to log selected signals, so do NOT check *Log All Objects™. If we wanted to
log every signal in this table, we would have checked it, however.

We also want to check the **Enable’ box to enable logging for this group.
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First, we need to identify the table in

the OE Database, that we're collecting The ID identifies this Logging Group.
data from. In this case, it's ‘digital_table’. It must be unique within the system.
Logging Group ]
Source Tabie . ..
Teble: [doral 9] Souceatiofordetaloggng. L-This textual description
Hame Column: ‘name V| Column name used to ideniify logged o |S Optlonal

Group Infamiatior
Group Id: Unique logging group identification number.
4

—Number of objects to
‘ | Default table names for retievipglegged data. |Og WOU|d be the number
May be edited later pthewizard for 2 new .
| group. CaptkeTmodified for existing groups: Of Slgnals yOU Want tO
log, in this case.

Logging
Estimated number

of chjects fo log: Required for buffer size calculations

L—This must be checked, or else
logging would be disabled.

‘foumay log 3l objects in the source table or sele

Advanced

Enabled Uncheck to disable logging for this group &o)tr‘rfoiﬁ:mtion

Eack [ ﬂadxj\ Cancel ] [ Help ]

We also need to choose which column of Click on [Next>]
the source table will serve as the primary to continue defining
key for all the logged data. Any time we this Logging Group.
log signal data, we always choose ‘name’

for this, so that data will be organized based

on the signal name.

Click on [Next>] to go to the next page of the dialog box.

Step 2. - Choose the Columns You Want to Log

Choose the columns (attributes) you want to Choose the fields you want to log
log on the Logging Group - Select Fields page. — [F=-mssie=
M H Available Fields: Fields to be Logged
For the logical signals we want to log the oo 3 [
readvalue field (i.e. the last value read from e
the controller), the inhibit bits (alarminhibit,
controlinhibit, manualinhibit), and the e
questionable data bit (questionable). et IR
o
Click on [Next>] when you're ready to proceed | =
radrage ok Name | Fow] Fiep oot Bopuroros Times] AN | 0B Coun] Ferca i‘
to the next page. . ] =
schedulei controlinhibit ® hd
i S L '
[ <Bsck X Nea> | [ Cance | [ Heb |

Click here when finished.
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How come we didn't log the timestamp?

The Historian automatically logs the time at which signal data is placed into the Historian from
the realanalog_table and digital_table. "Hold on!" you say "How come back in the earlier
example, we did choose to log the timestamp?"

Good question. The timestamp attribute reflects the time the data arrived from the RTU, and
was placed into the realanalog_table or digital_table. We chose to log it in the earlier example,
because in that example, it could have been different from the time at which data was placed in
the Historian, because data was being put into the Historian at a fixed rate. For example, say
you're collecting real-time values into the realanalog _table every minute, and then every 15
minutes, you're collecting the value and putting it into the Historian. The time automatically
stored by the Historian will only change every 15 minutes, i.e. the time it does its historical
storage, but the timestamp in the realanalog_table is changing every minute. That's why we
saved the timestamp in the earlier example.

In this example, however, we're doing something a little different. We're collecting by
exception (i.e. when something changes). So as soon as something changes in the digital_table,
it will be copied into the Historian. The timestamp in the digital_table, therefore, is the same
as the Historian's own time of storage, which is automatically logged. Since there's no
difference, we don't need to collect the timestamp.

Still confused? Don't worry about it. We're getting into some pretty arcane material here, and
most people don't need such precision in their historical data, since they're more concerned with
hourly and daily averages.

How come you're using the “readvalue” column instead of the “value” column?

It’s really just a matter of choice. The “readvalue” column and the “value” columns are
usually the same; “readvalue” contains the last value read from the RTU; the “value” column
contains the last value read from the RTU or written by the operator. The difference only occurs
when the operator has changed the signal’s value, and the changed value hasn’t yet been read
back from the RTU, either because the change wasn’t accepted (manually inhibited signal at
RTU) or communications were interrupted.

6-34 OpenEnterprise for Beginners



Chapter 6 - Working with Historical Data

Step 3. Rename Columns (OPTIONAL)

If desired, you can rename fields

If desired, you can specify new names |l REdiES

for columns in the log file. When

Logged Fislds

finished CI ick On [Next>] Source Column |Cumpress\0n Type |Dala Access Column
! ' questianzble T Raw questionatle
readvalue Raw teadvalue
alarmirhibit Raw alarmirhibit
controlinhibit Raw controlinhibit
anualinhibit Raw

manualinkibit

[ < Back H‘ Mest = 1[ Cancel ][ Help
L

Click on [Next>] when finished.—/

Step 4. - Define the Dataset

Click on [Add] to add a new dataset.

In the OpenEnterprise Historical Configuration
dialog box select the "*Collect Data When
Triggered™ button, and choose "By Column™ and
'‘Readvalue’. This means that data will only be

collected when the 'Readvalue’ column for a signal
changes.

Click on [Add]

Logging Grougs - Define Dalasels

larg et

A htoncal simams recure e delavet for stomny raw (seToie) data. The raw datevet oo Dayare
feed one o more compeessed datasets,

[cmose [ mees ][ oomee | [ |
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Because data, therefore,
isn't being logged at a
fixed rate, we measure the
amount of data in
generations. One change
of a signal is considered to
be one generation.

Specify the log file folder
where the log file will be
generated.

When you're finished with
this page, click on the
‘Archive Configuration’
tab.

In the Archive Configuration
page, specify the drive and
directory that will hold the
archive files. Check ""Auto
Archive' and specify a
percentage of how full the log
file should be, before you
generate an archive file.

Specify how many archives you
want on-line (accessible by the
user.) Also, make sure
"Archive Cataloging" is
checked - - this aides in archive
file management.

Click on [OK] when finished.

Choose “Collect Data When Triggered”
since we're logging by exception.
OpenEnterprise Historical Configuration

Dataset Configuration | Archive Configuration

Check the
“By Column” box,

X]

Fed From Dataset: | |

Description: [ |

O Collect Data by Poling

“ihen Trggered

[recdvale & g

By Column

Keep For & Lesst Genemions &C

Log Directary

C-\History'\Log Files I }

and choose ‘Readvalue’
as the column which
triggers logging, if it
'L-changes.

_L-When logging by exception
instead of time, generations
of changes are saved. For
example, 5 changes to a
signal would require 5
generations.

Specify the location where
the log file will be stored
on disk.

ok | [ Caned [ ey ][ Ko

OpenEnterprise Historical Configuration SpeC|fy the
Dataset Configaration | Archive Configuration | location where
Timad Archive arCh'Ve f||es
ID Description Start Time Repeat Interval Should be Saved
4 Check “Auto Archive”
~T| and specify when the
archive file should
be generated, based
on the log file size.

Archive Directories

Online Archives ‘C '-H‘STUW"-:M?S

| |am-se..,17"CheCk the “Maximum

[ 0ffline Archives: ‘

Online Archives” box

[v] Auto Archive /
Archive When percent of th

MadMtm Online Archives: 5 ?

Achive Cataloguing /

and specify how many
archive files you want
to keep accessible.

Select “Archive
Cataloging”

Click on [OK]

[ OK Kl [ Cancel ] [ Apply

)| when finished.
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Click on [Next>]

Logging Group - Define Datasets

The Dataset is now defined. Click on Dotascts cortet b oo il s e o kel b kept e
[N eXt>] | n the Log g | ng G rou p - DEfI ne Al historical streams require Dne'ed:Ija;i i;rjﬂu;nﬂgﬂ.?‘;:;a\z:;gzt;sme raw dataset can be used to
Datasets dial 0g box. Raw, Triggered on column readvalus o
[ < Back ][ Ned > ] [ Cancel ] [ Help ]

Step 5. - Rename the Internal Table Used to Hold This Dataset (Optional)

On this page, you have the option of If desired, rename the view, here.
renaming the internal table used to hold EEEEREAES 3
this data.

Rename the view, if desired, and click
on [Next>].

[ <Bex |0 meas | [ Conesl | [ hek
Z

Click on [Next>] when finished —”

OpenEnterprise for Beginners 6-37



Chapter 6 - Working with Historical Data

Step 6. - Choose the Objects (Signals) You Want to Log

Because we didn't select "'Log All
Objects™ back on page 6-33, we
now have to choose which signals
you want to log.

Select the signals, and click on the
[>>] button to mark them for
logging. Click on [Next 100] to
bring additional signals into the
window, and repeat the process.
When you're finished, click on
[Next>].

Now click on [Finish] on the
Logging Group - Summary page,
and you're done.

The only real difference between
this example and Example 1, is that
we logged signals only when they
changed, i.e. logging on exception
based on a trigger (the readvalue
column.)

The fact that they were logical signals instead of analog signals only makes a difference in the

choice of the source table.

Select the signals you want to log, and click on
the [>>] button to mark them for logging.

Logging Group - Select Objects

Browse Objects

hame
devicename
regionname
daturmnaddress

\

&
-

~

Logged Objects

D204:401AG.007.
D204: $LIME.000.
D204:#LIME .00
D204:4LINE.OC;
D204:4LIME,

04: #LINE. 007,
/ D204:#LIME.00S.
D204:$LIME .00,
D204 #LINE.C0.
D204:#LIMNE.OTT
D204:#LIMNE.0M2
D204 #LINE.3.
D204:#LIME.O14.
D204:#LIME.0M5
D204:40CTIME.ERROR
D204: #FRIUP.000.
D204:COMM.FAIL ALRM
D204:POEACTIVE.
D204:POEAUTO
D204:POG.DOME

Show Al Objects

[ < Back ][ P ][ Cancel ][ Help
/

Click here to bring more signals

into view.

when finished.

Click on [Next>]

Click on [Finish] and you're done.

[ < Back

[ Ermish | [ Cancel ] [

Help

]

6-38

OpenEnterprise for Beginners



Chapter 6 - Working with Historical Data

Example 3 - Logging Hourly and Daily Flow
Calculations, and using Timed Archives

NOTE: This example is heavily based on Example 1, so you're going to notice some repetition.
Again, we're skipping the initial steps related to starting the Historical Configuration Tool. If
you don't remember those, please go back to page 6-12 and review those steps.

Let's say that instead of just saving 1-minute samples of data that we want to do some
calculations on the data. If we have signals that represent flow rates through a pipeline, maybe
we want to know what time of day the minimum and maximum flow rates occurred. Maybe we
also want to know the average flow rate for an hour, or for the whole day. This type of data can
be obtained using the compression options we talked about way back in the beginning of the
chapter (See Table 6-1 on page 6-7.)

Step 1. - Create a Logging Group

To start out, fill in the first page of the Logging Group dialog box the same way as before. The
only change we made was increasing the number of objects from 500 to 1000. (We didn't do that
for any particular reason, other than to show you that it can be some other number than 500 — it
is set to however many signals you want to log.)

Enter a textual description of this Logging Group

Choose a unique Logging Group number

Choose ‘name’ since we're logging signal data

Choose the ‘realanalog’ table

Logging Group

Source Table & T
. ource table for data logging.
EEs |rea|ana|og /ﬂ' Can't be modffied for existing groups.

Name Column: |name & v ‘ Column name used to id

Group Information
Group Id Unique logging group identificagi

Gooed objects.

L When logging signal data

Descipton:  |Flow Date -1 minute camplee. & this is the number of signals
Historical Azcess Tables yOU Wa.nt tO |Og

Raw: | ‘ Di=fauli ames for retrieving logged data.

7 De edited later in the wizard for a new

Compressed: | M group. Can't be modified for existing groups.
Logaing

Estimated number  [7- 4 ) ) )

! 1000 Required for buffer size calculations.
of objects to log: I—I .
-This must be enabled
|:|LogAIIObJects ‘You may log all objects in the select which to log later.

- Click on [Next>] when finished

Advanced

Uncheck to disable logging for this group. e
Optione:

[ Next > }[ Cancel ] [ Help ]
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Step 2. - Choose the Columns you Want to Log and Specify Compression Options

As in the previous examples, we choose the columns Remember, in this context,

which we want to log.

‘compression’ doesn't mean file
compression. It just means to

The big difference, though, is that in this example, save the results of calculations
we're going to specify some compression options. 3” data, not all of the original
ata.

We want to save the minimum, maximum, and average flow values for the signals in this
Logging Group. Therefore, we need to check the ""Max™", ""Min"" and ""Avg"* boxes for the
‘Value' field. We also want to know the time that the minimum and maximum occurred, so we
check the 'Occurrence Times' option as well.

Choose a field

you want to log,

then click on the

[>>] button. Repeat
for each additional

field you want to

log.

Logging Group - Select Fields

Available Fields

occumencetime
occumencetimedstoffest
operator

plantarez

printer

private
readchangemask
readtrigger
readvalue
regionname
resetalamstatistics
scheduleid

status

sUppress
suppressed
suppressiongroup
timestampdstoffest
timezone
totalnotes

units

updatemask
valueoveride
workstation
writeoveride

name ~

3

fields to be Logged

Choose ‘Max’, ‘Min’ and ‘Avg’
compression options for the
Value field, as well as the
‘Occurrence Times’ option.

Teat/Date Felds:

Column Name | Raw | First | Last | Occurence Times| Duratipf| Length [ Indexed

timestamp kS

4 >
Analog Fields:

Column Mame | Raw ‘ Firstl Last | Maxl Min‘ Avgl Dcouitence Timasl Integlal‘ Durz
wvalug l
currentdstoffset [ 3

questionable ”

‘ 5

Boolean Fields:

Column Mame | Faw | First | Last | Occurence Times| AHD | OR | Count| Percent| [

[ < Back u Nest > J[ Cancel I I Help

Click on [Next>] when finished.
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Step 3. - Rename Columns in the Log File (OPTIONAL)

If desired, you can rename the columns
that will be used in the Log File.

Click on [Next>] when finished.

Rename the columns which will be

used in the log file (if desired)
Logged Fields

Source Colurnn | Compression Type | Data Access Column
timestanmp Raw lasteollected
value Raw value

walue M asimunn walue_masimunm
walug Miniriurn walug_minirmurn
walug Average value_average
walue_masimunm Occurrence Time walue_masimum_ocoumencetime

walug_minirmurn Occurrence Time walug_minimum_occurrencetime
currentdstoffsst Raw currentdstoffsst
questionable Raw questionable

[ < Back I[ Mead > J[ Cancel ][ Help

.|
Click on [Next>] when finished.—/

Step 4. - Define the Dataset for 1-minute Data

Click on [Add] to add a new dataset.

Click on [Add]

Logging Group - Define Datasets

Datasets conirol how often data will be logged and how long data will be ke gnline.

Al historical streams require one dataset for storing raw sample) data. The raw dataset can Dw
feed one or more compressed datasets

<Bock || MNea> | [ Cancel | [ Heb

The Historical Configuration dialog box will appear.

OpenEnterprise for Beginners

6-41



Chapter 6 - Working with Historical Data

We want to collect the data by polling, and we need to specify the polling rate at '60 seconds'

or '1 minutes' because we are logging data every minute, and we start it from the current time

We want to keep an entire day of 1-minute data in the Log File, so ""Keep for at least™ must

be '1 days' or 24 hours' or '1440 minutes' or ‘86400 seconds'. (The choice of units is up to

.
and date.
.
you, they all equal 1 day).
.

""Maximum Unsaved Data" should be set to 1 hour or so. That means, the log buffer

contents (which are in RAM memory, and so could be lost in a power failure) will be
emptied into the Log File on disk, every hour.

We’'re collecting the data

every minute, so choose
‘60 seconds’ (or ‘1 minutes’)

description

here.

OpenEnterprise Historical Configuration

Enter a textual

here

Dataset Corfiguration | Archive Carfiguration

Fed From Dataset:

/ |

2

Description:

7
Flow D;{a -1 minute samp\es‘ |

(®) Collect Data by Pollin

Every

g
50 Seconds v

Stating From: | 9121243 | | 5/31/2007 4% [ UTQ)
(O Collect Data When Triggered
Keep For At Leasst: |1 | |Da;.-s v| /
Maximum Unsaved Data |1 | | Hours A |
Log Directony
CHistory'.LogFiles | | Browse... ‘[\
[ OK ] [ Cancel ] [ HApoply ] [ Help ]

L— For minute data
you can just choose
the current time.

— For 1-minute data
we want to keep an
entire day’s worth

™~ We want to write
the log buffer’s
contents to disk
every hour.

Specify the location
where the log file will
be stored.

When you're finished on the 'Dataset Configuration' page, click on the 'Archive Configuration’

page.
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On the Archive Configuration page, start by specifying the location where archive files will be
stored, then specify how many you want to keep online, etc.

OpenEnterprise Historical Configuration

Dataset Configuration | Archive Configuration

Timed Archive

X

] Description Start Time

Repeat Interval

Archive Directories

Cline Archives: |C “\Histary"ArchFiles

Offline Archives: |C “History"Offline ArchFiles

e ‘ [ Browse.. ]

[ Ao Archive

Jutomatically Online Archives: 7 <

Fill in these fields first:

— Specify the location where archive

files, and off-line archive files, will

be stored.

/- Specify how many of these archive files

<

Archive Cataloguing

Jaximum Orline Archives:

[ ok

J |

J

Cancel ] [ HApply Help ]

1
Now, click on the [Ad

d]

button to call up the Create

New Timed Archive d

ialog box.

you want to keep online and accessible.

Specify the maximum number you want
to allow to be online simultaneously.

Now, we said we're going to use Timed Archives in this example, so click on the [Add] button to

add a new timed archive.

In the Create new Timed Archive
dialog box, we need to specify the

"*Start Time" for the archive
of the start time as the beginn
point from which future archi
will be scheduled for creation

We chose midnight of the cur

as the "'Start Time"". We recommend

your starting time always be i

OpenEnterprise for Beginners

The “Start Time” must be

in the past.

Create new Timed Archive

. e i |

. Think
ing [eocw0a 3] 5%
ve fi Ies Repeat Interval

Offests
' tonth Diay

Hours Mirutes Seconds ﬂ
rent da.y [ Ok | [ Cancel ] [ Help

- Specify how frequently
archive files are generated.

-Specify an offset from the
starting time, at which the
archive file is generated.

Click on

[OK] when
finished.

n the past.
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The ""Repeat Interval' is the period of time, as measured from the **Start Time"" at which
future archive files will be created. For example, if my ""Start Time"" is January 1, 2005 at 12:00
AM, and the ""Repeat Interval' is 'Daily’, then the next time an archive file would be created
would be at 12:00 AM on January 2, 2005.

The Timed Archive is now defined.

Sometimes, if your system has a great deal of
activity on the hour, because of polling or

OpenEnterprise Historical Configuration

report generation, etc., you may want to Detaset Corfiguration | Arehive Configuration
schedule the Archive File generation to occur imed Arehive
at some offset into the interval. For example, if e e

you specify an offset of 5 minutes, that means
that the system won't generate the Archive File
until 5 minutes after the scheduled interval
time. In this case, that would be 12:05 AM,
instead of 12:00 AM.

Archive Directories

Online Archives: |C:"'-.Histor‘,-"'-.i'wrt:|1Files | [ Browse... ]

When finished defining the timed archive,
click on [OK]. Then click on [OK] again to
exit the dialog box. Do Arctive
o]

Automatically Online Archives:

Maximum Online Archives: 14

Archive Cataloguing
‘_’OK ] [ Cancel ] [ Apphy ] [ Help

[] Offline Archives: |C:"-.His‘tol'}"‘-.Of'fIine ArchFiles | [ Browse... ]

Click on [OK].

Step 5. - Define the Dataset for the Hourly Data

Select the raw dataset, and click on [Add].

We now have defined a
dataset for the raw 1- Legiglotomlebislne

minute samples. Now, we Datasets control how often data wil be logged and how long data will be kept online.
need to define two more e
datasets - one for the A

hourly data, and one for

the daily data. Each of
these additional datasets
will be 'fed from' the raw
1-minute samples dataset.

Select the raw dataset you
just finished, and click on
[Add].

[ < Back “ Mext > ][ Cancel ][ Help ]
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This new dataset gets its data from the 1-minute samples dataset we defined earlier.

We want to collect the data by
polling, and we need to specify
the polling rate at '60 minutes' or
'1 hours' because we are logging We want to collect the data every hour.
data every hour. The start time OperFaterprise Historical Configuration

must be in the past, so we chose Gateset Corforsi®
'12:01 AM'". Fed From Datase:

Description:

Data is coming from the samples dataset we
defined earlier.

We want to save a month’s worth of data:

“aghive Corfiguration

Flow Data - HougyCalculations

We want to keep an entire ® Collct Data by Foling
month's worth of 1-hour data in Every 1
the Log Flle' SO "Keep for at [w] Starting From: 12:01:00/

least™ is set to '32 days' or some
variation of that using different
units.

Keep Far At Least: 2 Days v

Mapimum Unsaved Data: |12 Hours v

""Maximum Unsaved Data" is o e
set to 12 hours. That means, the CiHetoy\Loghies
log buffer contents will be
emptied into the Log File on
disk, every 12 hours.

QK ] [ Cancel ] [ HApply ] [ Help

"Keep for at least” defines the size of your log file on disk. If we enter '32
days' as the "Keep for at least" value, that means our log file can hold up to 32
days worth of data, and on the 33" day, the oldest day in the Log File gets
overwritten. (If you configure archiving, you don't have to worry about data being
overwritten, since it would be archived in an archive file before that happens.)

"Maximum Unsaved Data" defines the size of the log buffer (the amount of
log data kept in RAM memory) that hasn't yet been written to the log file on disk.
If you set your "Maximum Unsaved Data" to 12 hours, that means up to 12 hours
of unsaved data can reside in memory. In other words, twice a day, you save the
data. If a power failure occurs, therefore, up to 12 hours of data from the log buffer
could be lost. It's tempting to set this to a very low value, so as not to lose any
data, however, be aware that doing so could have negative effects on system
performance, and prevent you from adding additional signals during future system
expansion (since the buffer size is fixed and cannot be changed). Because of this,
the “Maximum Unsaved Data” should typically be set to at least 5 to 10 times the
“Collect Data by Polling” rate specified for this dataset, and should never be less
than twice that rate. (Note: A feature called database persistence can reduce the
amount of data lost in power failures — see the Session Manager documentation in
the OE Reference Manual for more information.)
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- - - OpenEnterprise Historical Configuration
On the 'Archive Configuration' e &
. ataset Corfiguration | Archive Configuration
page, enter parameters defining P Click on [Add]
H H —
hOW many arCh|Ve- flles you D Description Start Time Repeat Interval ] to define the Timed
want online for this dataset, and Archive.
where you want to store them.
Now, click on the [Add] button | Location
to add a new timed archive for ~T| of Archive
this dataset. files.
Archive Directories
Orline Archives: ‘C:-.Histor;‘-.—'—'\rclfilas « ‘ [ Bm}\'sa...]
[¥] Offline Archives ‘C:'-.Hlstor}-'-.Ofﬂme ArchFiles ‘ [ Bm'f\'sa...]
. —Number of
[J Auto Archive . .
e on-line Archive
Files (accessible
[¥] Automatically Online Archives: Eﬁ' to the usel’)
Maximum Onling Archives: 12
Archive Cataloguing
[ QK l [ Cancel ] [ Apply ] [ Help

This time we want to specify that the hourly
data gets archived on a weekly basis. Specify a
""Start Time" in the past, and a ""Repeat
Interval™ of 'Weekly'.

of the hourly flow data every week.
Create new Timed Archive r'5__<|

seription |Flow [Drata - Houwrly Calculations |

<We want to generate an archive file

Start Time 1205004 5 || 5/31/2007 %
We specify that we want the Archive File e
generated at 12:15AM every Sunday. fsets
tonth Day
Click on [OK] when finished. o e r— >
Then, click on [OK] again to exit the ok ] [[concal | [__tep /],

OpenEnterprise Historical Configuration : 4
dialog box. The hourly dataset is now The flow data will be stored in
the archive file every Sunday

complete. at 12:15 AM. (NOTE 10 minute
offset.)
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Step 6. - Define the Dataset for the Daily Data

We need to add the last dataset for the
daily data. Again, this dataset will be
‘fed from' the raw 1-minute samples
dataset. (Don't feed it from the hourly
dataset.)

Select the raw dataset, and click on
[Add].

This daily dataset gets its data from
the 1-minute samples dataset we

defined earlier, (not the hourly dataset).

e We want to collect the data by
polling, and we need to specify the
polling rate at '24 hours' or '1 days'
or '86400 seconds' because we are
logging data once every hour. The
start time must be in the past, so we
chose '12:15 AM..

e We want to keep an entire year's
worth of daily data in the log file,
so ""Keep for at least" is set to '1
years'.

e "Maximum Unsaved Data" is set
to 5 days. That means, the log
buffer contents will be emptied into
the Log File on disk, every 5 days.

OpenEnterprise for Beginners

Click on the raw dataset, then click on [Add].

"_ogging Group - Define Datasets

Datasets control how often data will be logged and how long data will be kept online.

All historical streams require one dataset for storing raw (sample) data. The raw dataset can be used to

feed one or more compressed datasets

=) Raw, Every 1 Minutes - Fow Data - 1 minute samples: m
Every 1 Hours - Flow Data - Houry Calculations
Modfy...
cBock |[ Net> | [ Canced | [ Heb

Data is coming from the samples dataset we

defined earlier.

We want to save a year’s worth of daily data.

We want to collect the data every day.

CpenEnterprise Historical Configuration

Dataset Corfiguralim~.Lgchive Configuration
Fed From Dataset: |Cs |
Description p-ETata - Daily calculations |/
(8 Collect Data by Poling /
Every: |2£ ‘ |Houm v|
M Stating From: 121500435 | 53172007 sal] 410
Keep For At Least: |'I | |Yaam v|
Maimum Unsaved Data: [5 | [Daye v
Log Directory
CHistoryLogFiles ‘ | Browse.. |
OK ] [ Cancel ] [ Apply ] [ Help
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Once again, on the 'Archive
Configuration' page, enter
parameters defining how
many archive files you want
online for this dataset, and

where you want to store them.

Now, click on the [Add]
button to add another new
timed archive.

OpenEnterprise Historical Configuration E|
Dataset Corfiguration | Archive Configuration
Timed Archive /C"Ck on [Ad d]
|] Description Start Time Repeat Interval / to deﬂne the T|med
Archive.
L Location

of Archive

= files.

Archive Directories

x

Online Archives: |Ci"-Hiﬂ0|";""-""‘fC|1Fi|ES

‘ [ Browss... ]

[¥] OFfine Archives: |C:'-.His‘tor;.-"-.0ﬁ|ine ArchFiles

‘ [ Browse... ]

[ At Archive

Automatically Online Archives: 1 «

-

Maxdmum Online Archives:

[¥] Archive Cataloguing

to the user.)

[ ok

H Cancel ][

topy | [ el

This time we want to specify that the daily data gets
archived on a weekly basis. Specify a "'Start Time""
in the past, and a ""Repeat Interval' of 'Weekly'.

We specify that we want the Archive File generated at
12:45AM every Sunday (12:15 plus a 30 minute

offset.)

Click on [OK] when finished.

Then, click on [OK] again to exit the OpenEnterprise
Historical Configuration dialog box. The daily dataset

is now complete.
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on-line Archive

/—Number o

Files (accessible

We want to generate an archive file

of the daily flow data every week.

Create new Timed Archive rz|
Flow Data - Daily Calculations

B/3142007

D Esaiption

Start Time

Repeat Interval

Offzets

Manth

. =] <& |
Hours m Mirutes QEconds |0 -

I Cancel ] [ Help l/
y4

The flow data will be stored in”
the archive file every Sunday
at 12:45 AM. (NOTE 30 minute
offset.)

o ]

4
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YOUF dataSGtS fOf 1'minute, 1-h0UF, and Logging Group - Define Datasets

1-day data are nOW Com p I ete * C I ICk On Datasets control how often data will be logged and how long data will be kept online
[N E‘Xt>] . All historical streams requirs one datasst for storing raw (sample) data. The raw datasst can be used to
feed one or more compressed datassts.
= Raw, Every 1 Minutes - Flow Data - 1 minute samples
i Every 1 Hours - Flow Data - Hourly Calculations
i Every 1 Days - Flow Data - Daily calculations
[ < Back U__ Neat > I [ Cancel ] [ Help
Pad

Now that your datasets are
complete, click on [Next>].

Step 7. - Rename the Internal Tables Used to Hold These Datasets (Optional)

On this page, you have the option of Dataset - View Names

renaming the internal tables used to

hold this data. (Later on, when you Pt e
actually want to query the historical 0 houy orp

data, you'll need to know the names of
these tables.)

Rename the view, if desired, and click
on [Next>].

[ <Back J[ hea> ] [ Concel | [ Hep
Dad

Click on [Next>] when finished.—
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Step 8. - Choose the Objects (Signals) You Want to Log

Select the signals you want to log, and click on
the [>>] button to mark them for logging.

Because we didn't select "'Log LI
All Objects™ back on page 6-

Browse Objects Logged Objects
D204:P5180.FLOW.

39, we now have to choose " 4 ety
the flow signals we want to igirnane___|- =
Iog 04:HERACT.003. ~
D2NCHERRCT.004. -
| . Dx*sﬁ
Select the signals, and click D204 PASCHEME
D204:P5E1561 . KiwH.
on the [>>] bgtton to mark D204 PSE1EE2 K. 1
them for logging. Click on DabérosIoBE VARG,
[Next 100] to bring additional D20t FSIEDDENSTY
. A . D204:55100T1.LEVEL.
signals into the window, and a0k SSHO S EVEL
repeat the process. When D24 PaZau LEVEL 2 .

you're finished, click on
[Next>].
[ < Back ][ l‘ieft > ] [ Cancel ] [ Help
7
. , . Click on [Next>]
_Cllck _here to bring more signals when finished.
into view.
Click on [Finish] and you're done.
Logging table realanalog ~
Logging group § =
R .. Lnggiljg is Pjnahlln?d L
Now click on [Finish] on the e
L - G _ S an data '.\d'\lljk;te gaITIB‘Jdtotab\éatm;\'thable o
0gging roup - summary page, =
and you're done ét;ﬁ;t:_l;:ated100tlobjects will be logged

Column timestamp .2
Raw value as lastcollected
Column questionable
Raw value as questionable
Column cumentdstoffset
Raw value as cumentdstoffeet
Column value
Raw value as value
Maximum value as value_maxdmum
Minimum value as value_minimum
Average value as value_average
QOceumence time as Value_ma:dmum_nccurrencaime\
Occumence time as value_minimum_occumencetime
Datasets
Dataset Os
Diescription: Flow Data - 1 minute samples -

< ! >

<Back ][ _Fiish | [ Cancel | [ Heb
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Example 4 — Using the Archive File Tool®

We've talked a lot about archive files. We explained earlier that because log files are periodically
overwritten with new data, data from the log files gets copied to archive files for permanent
long-term storage.

We also said that a certain number of archive files are maintained online (so they can be
accessible for queries), and that if an archive file is off-line it is inaccessible. Therefore, if you
have a particular offline archive file containing data you need to view, you will need to bring it
online again.

How do we keep track of all these archive files? How do we bring old ones online, or take other
ones offline? You guessed it - we use the Archive File Tool.

Before You Begin

Obviously, in order to make use of the Archive File Tool, you need to have some archive files.
They could either be online in your Archive Files directory, in an offline archive files directory,
or you might have them on some other computer or storage media.

NOTE: If you have archive files you saved previously on CD-ROM, or some other storage

media, their Windows™ file attributes MUST be set to read-write after you restore them, or else
they cannot be read by the Archive File Tool.

Starting the Archive File Tool

File Security Yiew Mode Help

ZErtrdbl - ToolBox

From the OE Toolbox, double-click on the 'Archive mr ol
FiIeSI |C0n Alarrn Alarm Priorit

Conditions

Calendars

8w

OPC Client Patterns Security Suppression
RDI Canfig Graups

Double-click on the
‘Archive Files’ icon.

® In order for the Archive File Tool to run properly, another program called OEArchiveFileManager.exe must be
running. Normally this would be started automatically by the Session Manager. Session Manager configuration is
outside the scope of this manual. See the Online Help for details. If Session Manager hasn't been configured yet, you
can start it manually from the /OpenEnterprise /BIN folder.
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When the Archive File Tool appears, you can see a list of all Archive Files known to the system,
both online and offline. This list is called the Archive Catalog.

The files are organized in a tree structure.
Logging groups for particular table(s) are
displayed, and then a list of datasets
associated with each Logging group is
shown.

Any online Archive Files for each dataset
will be listed. If a particular dataset does
not show an Archive File, it could be that
archiving has not been configured, or that
logging has not been underway long
enough for an Archive File to be generated.

Click on the '+' sign to view branches of
the Archive File tree. The archive files are
named based on the date range they
encompass.

You can find out more information about a
particular Archive File by selecting it, and
clicking on the [Properties] button.

Archive files preceded by a red X are
currently offline.

Archive files preceded by a blue
checkmark are currently online.

If the blue checkmark for an online archive
file has a small 'A" underneath it that means
that this particular archive file was brought
online automatically.

The source table(s) from
which the data was originally
collected.

2| Archive File Tool

File Help

Archived Data | Backups

The datasets for
each Logging Group.

=
7 [ rezlanzlog
=L 1- RealAnalog minute Teegles/ith hourly and daily compression
d
—
N =™ o from realznalog table
=3 / finute samples
a - 1 minute samples
w Data - Hourly Calculations
Flow Data - Daily calculations

The Logging Group Numbers

Use the ‘+’ to expand the tree and see
a list of archive files.

g/ Archive File Tool

File Help

Archived Data | Backups

EN#] eventioo |
- 0

= realanalog
LA 1 - RealAnzlog minute samples with houry and daiy compression
= 4 - Raw data collection from realanalog table
= Os
[T P @ X 01-JUN-2007 05:05:54 to 04-JUN-2007 12:08:54
= B 5 Mow Datz - 1 minute samples
Os - Flow Data - 1 minute samples
3600s Calculations
to 01-JUN-2007 08:01:00
“h to 01-JUN-2007 08:01:00
=& 26400s - Flow Data - Daily caleulations
[wh 21-MAY-20 to 21-MAY-
VA & Y-20 5:00to 31-MAY-

/

Z o< J T )

Archive files marked with ared X are
currently offline, and inaccessible.

Archive files marked with a blue check
mark, are online. If the online archive

file has a small ‘A’ below it, that means
that it was brought online automatically

by the system.
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Bringing an Offline Archive File Online

First, choose the Archive File you want to bring online.

In the Archive Catalog, Offline archive
file names are preceded with a red X.

|2

Properties...
Bring Online

In the Archive File Tool, click on the
name of the Archive File that you want to
bring online, then click on the [Bring

Online] button. EZT™

=-A $ - Flow Data - 1 minute samples
0z - Flow Data - 1 minute samples

Add Archives...

Then click on the [Bring Online] button.—

A message box will appear, asking you to confirm iy Pl

that you want to bring this Archive File online. ) e e e e e e prametr
Click on [Yes]. The Online Properties dialog box

will appear.

Do you wish to bring these offline files online now?

e [ e

Click on [Yes].

The Online Properties dialog box displays The source table.
various information about this Archive File, The Logging Group number.
including the source table from which the data ¥ pline Broperies '
originated, the Logging Group number, the v
name of the Archive File, and its associated i)

4 - Raw data collection from realanalog table
dataset (Os = raw samples, 3600s = hourly, Archive Fil Datases
tc ) 4_(s_20070504071000_3593_E4. arch Os
etc.

+ Choose how long
you want to keep

You can choose how long you want this this Archive File
Archive File to remain online. If you choose P— online.
"Indefinitely™ it will remain online until you O Indsfiy

manually take it offline. If you choose "'For" ©Fr < Hous [0 | 2 ptins 0] 2 ece

you can specify that the Archive File should Ounat | I '

remain online for a certain number or hours /Fr ok J[_ Conct J[ Hep ]

and minutes. Click on [OK].

If you choose ""Until™, you can specify a date and time at which the Archive File will be taken
offline by the system; it will remain online until that moment.
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Click on [OK] and the Archive File will be brought online.

Restoring Offline Archive File(s) from Backup Media or a different Server

If you have Archive Files that are currently
not visible in the Archive Catalog tree, you How do | change the file

will need to add them in. attribute for the Archive Files

First, copy them to the Online Archives to Read-Write?

folder (archdirectory in oelogdata) you

specified during historical configuration. In Windows™ Explorer, go to the
location on the server where you have

If you are copying the files froma CD-ROM  restored the Archive Files, and select the

they will typically be read-only, even after files. Right-click on the files and choose
you restore them to Online Archives folder "Properties' from the pop-up menu. De-
the server. If this is the case, you must select the 'Read-only' box and click on
change their file attribute to read-write [OK].

before you try to add them into the Archive

Catalog.

Once you have copied them to the Online Archive folder, and adjusted the file attribute, as
necessary, you need to add them into the Archive Catalog.

Click on [Add Archives]

£/ Archive File Tool
File Help

Prchived Data | Backups

=B 1 - Realfnalog minute samples with hourly and daily compression A

To do this, click on the [Add Archives] (e
button in the Archive File Tool. o %éi“;‘“ data collcton from realanlog tzbls
> 01-JUN-200 4

v 04-JUN-200

The Archive File Import dialog box will & ga o IS
appear' % 0s - Flow Dleda -1 I‘|-1iITLI‘lE samples

Add Archives..

4]}

The Archive File Import dialog box will show a list of all archive files in the Online Archive
folder, which do not currently exist in the Archive Catalog tree.
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Select the file you want to add into
the Archive Catalog:

Archive File Import

If you want the file(s) brought online automatically once
they are added to the catalog, make sure you select the
""Keep files online after they are imported™ box.

Online Directary:
C:AHistoryhArchFiles

You can now add the files into the catalog by selecting the | Sesessecthefle vouuichicimear
file(s) you want to add, and clicking on [OK]. Any files N o N e
you selected will be added to the Archive Catalog tree. If

you didn't specify that they should be kept online after
import, you should proceed to bring them online, when
you need them. (See Bringing an Offline Archive File
Online earlier in this chapter, for details.)

[ keep files online after they are imported

/—V 0K ‘[ Cancel ][ Help

Click on [OK].

Interpreting What the Archive Filenames Mean

In the Archive Catalog, the archive filenames are organized in the tree, and have timestamps
written out, for example, March, instead of 03.

When the archive files are stored on disk, however, they have more complicated names. An
example is explained below:

1 0s 20000212233428 12345 0O.arch

g rt yyyyMMddHHmmSS time x

where:
g is the historical group

rt is the collection rate

yyyy is the year

MM is the month

dd is the day of the month

HH is the hours that

time is the number of seconds in the archive file
X is an incremental count

(continued)
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Interpreting What the Archive Filenames Mean (continued)

The timestamp (yyyyMMddHHmMmSS) is the start time of the archive file, i.e. no data should
appear before this date.

The time (number of seconds in the archive file) along with the timestamp will determine the
bounding region of time that the archive file maintains.

The incremental count (x) should increase by a value of one after each archive. If an archive
file is generated and the database crashes, restarting the database may start it with an older
'realtime.dat’. This may have an older count and therefore you will find duplicate counts for
the same file.

Taking an Online Archive File Offline

First, select the file you want to make offline.

Because of memory limitations, you A oo =1 Ten
shouldn't keep more archive files online |z ==
than you think you will need. Arcived Dotz | Bt
=-EA 1 - RealAnalog minute samples with hourly and daily compression

Online archive file names are preceded gigggﬁ
with a blue checkmark.
In the Archive File Tool, click on the " 55

. - = Flo\ Diata - 1 minute samples
name of the Archive File that you want [ R —
to take offline, then click on the [Take S o bt

- 31-M 1:00 to 01-JUN-20
Offline] button. i:-Du e ctanlgu:a;'f'; S __Refne -
. . . . +h 21-MA Yz 0:15 to?‘lﬂnYz 0:15:00 2 Archives.

The file will be taken offline, and will
now appear with a red X preceding its (o ]

name. Then, click on [Take Offline] —/
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Setting Up Automatic Backup of Offline Archive Files

As your system continually generates archive files of old log data, you consume more and more
hard disk space. Eventually, your disk will fill up with archive files. Some people prevent this by
periodically copying the offline archive files to CD-ROM, and then deleting them.

An alternative way to back up the offline archive files is to periodically copy them to a different
computer. You can do this manually, or you can automate this process using the Archive File

Tool.
Click on [Add].

£/ Archive File Tool

To do this, go to the '‘Backup' page of the

File Help
Archive File Tool, and click on [Add]. chived Data | Bockips
Y
Refresh
) Specify a name and description.
Specify a name and
description for your backup -~ (Backur_SEmvER | choose when you want your
Scheme’ and Choose When you Description: ‘F\eposilory for ald archive files | archlve fl|eS transferred to the
want the files transferred to f,;";“‘i t / other computer.
the backup machine. (You can O hen Dfine
specify that you want them © Tmed s iy

B ackup Items

nt n as th r
S taZSOO as eyﬂ? € L Click on [Add] to specify
created, as soon as Iney are the location of the other

offline, or at some computer or folder.
predetermined time of day.
Then, click on [Add].

I 0K 1 [ Cancel I [ Help I

Now choose the logging group, and the dataset (samples = '0s’, hourly ='3600s', daily = '86400s',
etc.) from which these archive files were generated.

Also, you must select the folder containing the offline archive files, and the destination on the
other machine to which you want to transfer the archive files.
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Choose the Logging Group

that has the archive files you
want backed up on another
computer.
Backup Item Properties

Specify which dataset
you want backed up.

When finished, click on [OK] and
continue to click on [OK] until

you return to the 'Backup' page of Desoripion. |Houty Data ief Logaing Grlp 1
the tool. Logging Group: |1 - Reakdnalog mi

Table: realanalog_tp#le

elect the folder containing
the archive files you want
backed up.

© samples with haurly

You can then exit the Archive :‘ . Sl * 1-Specify the destination for

File Tool, if you are finished with | [cusapceie: | thefiles, i.e.where they will

your configuration activities. Tage! Folde: be backed up (name and
UDocpolE (.J | folder on other computer.)

— Click on [OK] when
finished.

Ok Hel

What can | do with all this historical data?

So you've saved and archived tons and tons of historical data. What's it good for? Well, most
customers like to create trends of certain variables from their historical data. If you want to do
that, we have a whole chapter (Chapter 7) which talks about creating trends.

Customers also like to generate reports based on their historical data. You can use the Report
Tool, to generate reports from data stored in the OpenEnterprise Database. See Chapter 11 for
information on using the Report Tool. Alternatively, you can use any third-party ODBC
compatible reporting package to generate reports.

Finally, if you’re comfortable working with SQL, and you just want to view the historical
data, you can query the raw or compressed table from which the original data came.
Depending upon the specifications of your query, the system will automatically access the
online Archive files, if that's where the data you requested resides. See Appendix A for details
on using SQL.
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What are Trends?

We hear and read about trends all the
time in the news, for example, prices of
some commodity are going down, or
the inflation rate is going up. When you
think about it, all of these things are
just measurements of some variable
over a period of time.

That’s basically what a trend is in
OpenEnterprise. It’s a graphical
representation of one or more variables
(signals), over a given period of time.

Trends can include real-time data,
historical data, or both real-time and
historical data. You might trend things
like the amount of natural gas
distributed through a particular
pipeline, or the amount of electricity
used by a certain device. The choice of
what you trend is entirely up to you,
and you can trend just about any data
from the OE Database.

Each signal displayed in a trend has its
own dedicated trend pen. When you
define the trend pen, you specify
various characteristics of how the data
from that pen will be displayed,
including the color, what sort of
symbol will be used to depict a sample
of data, etc.

The line that the pen draws on the
screen for a particular trended signal is
called the trace. If you are including
multiple signals (pens) in this particular
trend, you will want to make sure that
the traces differ in appearance;
otherwise you won’t be able to tell the

OpenEnterprise for Beginners

Why do we use the term
‘pen’ when we talk about
trends?

We say a trend pen because the pen you define
draws a representation of the signal values on the
screen, just as if you had drawn a chart on a piece of
paper. In fact, the concept of pens is actually
borrowed from the analog chart recorder market.
Chart recorders are mechanical devices in which
paper rotates past one or more ink pens, which
change their position, based on the value of a
particular value. Although chart recorders are still in
use, in recent years, electronic devices have
replaced many of them.

If you’re too young to have seen a chart recorder,
you might be have seen seismographs on television
or the movies, which measure the force of
earthquakes, or polygraphs, which measure blood
pressure, perspiration etc in an attempt to detect
someone lying. All of these devices operate on the
same basic principle, a strip of paper or a round
chart moving through a mechanical device, with
some pens recording data on it.

The main difference is that in OpenEnterprise, the

data is trended on your computer’s screen, instead
of on a paper chart.
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different traces apart.

To tell the different traces in the trend apart, the Trend Viewer will automatically use a different

color for each trace. We’ll talk more about this later.

Trends are drawn on a grid. The X-axis is a horizontal line with
marks evenly spaced along it. Each mark represents some
moment of time. The distance between two adjacent marks
could represent a minute, an hour, etc.

The grid also has a Y-axis, which is a vertical line
corresponding to the range of values which will be displayed
for the trend, or a particular trace within the trend.

A particular trend may show more than one set of X and Y
axes. This is recommended if you are showing more than one
variable in the same trend, and the variables don’t share the
same range of values. Each set of axes would correspond to a
particular trace.

Y-axis shows
the range of
values for the
variable

Grid

Untitled - OEContainer,
File “iew Configure Help

D& ?

Trace for a particular variable

The X-axis is
horizontal. It represents
the time range for the
trend.

The Y-axis is vertical. It
represents the range of
values of the process
variable.

The plural of axis is
‘axes’, so we say X and
Y axes.

FEX

4= X-axis shows
the time scale

| Daka Source

Mame | Description | Cualit | Timestamp | Walue | Linits
- - Good 20-J4N-2005 15:40:00.000 174.000000

] | |
Ready

EristolE abzock, BristolHDAS erver. 14 'scada-wehbirtr] + DetaI|S pane

shows information
s| onthe variable
2 being displayed.
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Now, let’s look at some examples. Please follow them in order
because the later examples build on information introduced in
the earlier ones.

Before You Begin these Examples:

e To perform any of the following examples, you must be logged on at an
OpenEnterprise Workstation, which is currently connected to a running
OE Database.

e You must be familiar with how to use Database Explorer, and the
Database Object Viewer. For information on these, see Chapter 4 of this
manual.

e In addition, you must know the name of the signal(s) you want to trend.

e Your OE historical system must have been configured if you want to
trend historical data, and it must have been running long enough for
some data to have been collected that you can trend. In addition, you
must know which historical groups contain the data you want to trend.
(See Chapter 6 for information on historical configuration.)
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Example 1 — Trending a Real-time data value

On the OE workstation, start the OE Trend Viewer by clicking as shown, below:
Start = Programs - OpenEnterprise = Views = Trends

Something called the Trend View Container will appear. (It’s called a container because it will
hold the trend information.)

Start Database Explorer and connect to your running OE Database, then start the Database
Object Viewer, and query the data that you’re interested in trending. (If you’re unsure how to use
Database Explorer, and the Database Object Viewer, please review the examples in Chapter 4 of
this book.)

Locate the “Value” attribute for one of the signals you want to display, and drag it from the
Database Object Viewer, and drop it into the Trend grid. A real-time trend is automatically
configured.

Drag the value from the Database Object Viewer, and drop it into the grid of the OE Trend View.

- |o]x]

Data Source Minimurn Range | Maximurn Range | Yisible: l

&
7

name | valle
- J| cERL:.CPU.OVERLD
|| cErLDUMPORT 25
- || cerLi.TL.CUR.DUR S
|| cERL.TL.MAR.DUR
- )| CERL.TLMIN.DUR
L CERL:. TL.5LIF
| cerL T TASK PERIOD

|} For Help, press F1 (Objects: 606 | +606 -0 [*3 | |scada-web:rtrdb1

i4 start 77 Database Explorer I} Database Object Viewer OE Trend Yie
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You’ve now defined a real-time trend pen. As real-time values are collected for that signal, they
will be displayed, and gradually, you will see a graph line appear, starting from the right hand
side of the window.

If desired, you could drag the value(s) for additional signals in, and each will have its own pen in
this trend. We recommend you don't try to have more than 3 or 4 pens on a single trend, though,
because too many pens will make it confusing for the user.

Notice that the range of values
/ on the Y-axis is determined based
on the lowest and highest values of

Double-arrows

at each end of
scroll bar can
call up additional

T~

data

the signal being trended.

@ OE Trend View Container

for Graph pane |« >
\ /)
Details about the signal being trended are Scroll bar for
displayed in the Detail pane. Detail pane.

You can add additional pens to this trend by the same method.
We recommend, though, that you don't try to have more than 3
or 4 pens in the same trend, or else the trend will be confusing
for the user.
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Before we go on to another example, Let’s notice a few things about the Trend Viewer:

Each Trace has its

For one thing, you should see that the most recent Own Color-...

value for the signal would also be displayed on the

line for that pen in the Detail pane. Each pen in the trend has a
line of information in the

If you have multiple pens in the trend (in this case we Detail pane. The color shown

don’t) you can match up the information in the Detail at the left side of aline in the

pane with the trace by its color. Detail pane matches the color
of the trace for its
corresponding variable.

Another thing to notice is that prior to when we
dragged the value in, the Y-axis was a scale from 0
to 100, representing 0 to 100 percent.
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Now that we have an actual signal in there, the
scale has been redrawn to show the range between
the highest and lowest values that have been
collected into the Trend window. This is called
auto-scaling, because the X-axis is automatically
changing based on the actual values coming in the
window. In fact, the scale will continue to be
redrawn if values go above or below those values
received thus far.

Actually, the Y-axis actually goes from slightly
below the lowest value yet received, to slightly
above the highest value yet received. This area above
and below the signal value range is called the
deadband.

Auto scaling can be turned off. Remember that we
did the simplest possible trend by just dragging and
dropping a signal into the trend. We’ll talk about this
more, later.

OpenEnterprise for Beginners 7-7

If auto-scaling is ON,
the Y-axis changes
based on the values
coming in...

The Y-axis is re-drawn to show
only the range of values coming
in for the trend pen. This is
called auto-scaling. For
example, if the values being
collected for the variable being
trended are currently ranging
between 72 and 95, then the Y-
axis will show a scale from
slightly below 72 to slightly
above 95.
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Another thing you might have noticed about the trend is

that as new data comes in, the Detail pane is continually

being updated with the latest value received, i.e. the USE. the Marker Bar
value at the far right of the X-axis. to find out a Value

along the Trace...

The reason you’re getting the latest value is that the
Marker Bar sits at the far right of the X-axis when you

first open the trend. To find out the value of the
signal at any given point along
The Marker Bar is a vertical bar that chooses from the trace, double click on that
where, along the trace, the data being presented in the point of the trace, or drag the
Detail pane should originate. marker bar to the point of
interest, and the value at that
Marker Bar can be point will be displayed in the
moved to any point Detail pane.

along the trace by
double-clicking

You can move the Marker Bar to any
point along the trace by simply double-
clicking on that point in the trace, or just
dragging the Marker Bar. The Marker
Bar will move to the new location, and
the Detail pane will be updated with the
value of the trace(s) at that point in time.

.| Description Qualit Timestamp Walue

The timestamp and value shown in the
Detail pane are the timestamp and value
at the location of the Marker Bar.

7-8 OpenEnterprise for Beginners



Chapter 7 - Trending Your Data

Another thing you should know about trends is that you can

enlarge the view of a part of the Graph pane to see more .
detail. This is called zooming. Zooming lets you

You can zoom in at a certain pre-defined percentage by enl elgls parts of
right-clicking in the middle of the Graph pane, and choosing  the trend...

from the percent zoom options shown on the pop-up menu.

Alternatively, you can choose the “Custom...” choice to

specify your own percentage of zoom.

If you aren’t sure what percentage of

zooming to use, try the “Zoom In” or pdpst Refresh nerval..
“Zoom Out” options. They allow you to o
incrementally zoom in or out, without

specifying a percentage. Refesh

Export Data...

Zoom In
Zoom Cuk

These are pre-defined You can set your
zoom levels. own zoom percentage
“Zoom In” and  using “Custom...”
“Zoom Out” are
good if you're
not sure how
much you want
to zoom.

Dragging a box in the Graph pane
to enlarge a particular area is is called
‘rubber-band zooming'.

There’s also a technique called ‘rubber-
band zooming” where you click and drag
the area of the Graph pane you want to
enlarge. When you release the mouse
button, the zoom is activated.
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Once you’ve set a zoom level, you can always go back to the ‘un-zoomed” state by right-clicking
in the Graph pane, and choosing “Zoom Undo” to undo the last zoom, or “Zoom Undo Full” to
undo all of your zooming.

Trend configurations
can be saved in a TVD
file for re-use at a later
time.

s

ave in: | 9 History

E)ArchFiles

S
A
i f) EventFies
y Recent SLogFiles
Documer nts | |Z2)0ffine ArchFiles
vd

- [T 1.1,
L% 5] £2,tvd
[#5] 13, tvd

‘L‘é Fis pams: \

My Netwerk | Save astype:

[OE Trend Views ("tvd) v [_caree |

You should save your trend, because we’re going to use it some more in Example 2. Trend
configurations can be saved in a file by using the File=> Save As command. This is helpful
because it lets you pre-configure trends, and recall them at a later time. Trend files have *. TVD
file extensions.

Once you have configured a trend and saved it in a TVD file, you can:

Re-open that TVD file, at any time, in the Trend Viewer, using the File > Open command.

Save it under a different name, and then re-use it as a starting point (or template) when

creating other trends.

Embed the trend within an OE Graphics display. (This is beyond the scope of this chapter.)

Load the trend into an OE Desktop file, or tie it to a menu item using the OE Menu Editor.
(Details on how to do this are outside the scope of this chapter.)
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Example 2 — Making Some Basic Modifications to the
Trend You Just Made

This example assumes you created the trend discussed in Example 1 and that you saved it (or at
least didn’t close it without saving), and that it is open for modification.

If there’s something about the trend you don’t like,
it’s usually pretty easy to change. Double-clicking
on the line for a pen in the Detail pane (or right-
clicking and choosing “Modify Pen” from the
pop-up menu) will call up the Pen Configuration
dialog box, which lets you change configuration
for that pen, only.

Drescripkion

Remove Pen

P

< Hide Pen |
Showe ¥-Axis

Ready

(NOTE: Depending upon how your system was configured, you may need to click on the
“Configure” item in the menu bar, to go into Configure Mode, if the person who set up the
Trend didn’t allow Runtime Configuration.)

In Configure Mode, the Configure menu bar item will be replaced with a menu bar item called
‘Runtime’; this is similar to Configure / Runtime modes used in OE Graphics View; when you
see ‘Runtime’ you’re in Configure Mode, and when you see ‘Configure’ you’re in Runtime
Mode. You should also know that we could have configured the Real-Time trend in Example 1
from Configure Mode, instead of dragging and dropping in Runtime Mode.
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Specifying what should appear in the Detail Pane for an individual Pen

Right-click on the pen you want to modify in the Detail pane, and choose “Modify Pen” from
the pop-up menu. In this case, we only have one pen. The Pen Configuration dialog box will

appear.

The only field filled in at this point is the “Data Source” field. It was filled in automatically in
Example 1, when we dragged a value from the Database Object Viewer into the Graph pane of
the Trend Viewer. (Actually, we could have dragged the value directly to this field, if we had had
the Pen Configuration dialog box open.)

Pen Configuration
Data | Ranges | Limits

Data Source:

Styles

" "name:char.CW7.@GV.R1

This is the signal which is being trended

by this pen. The entry can either be typed

in manually, filled automatically by dragging

in from the Database Object Viewer, or chosen

Device: [ \by clicking the [...] button to select the signal
Status: (] via the Historical Data Access (HDA) Server.
MName: |Pen # |E]
Descrption| J _—Select this to have the Trend System fill in the
s | 4/"@’/ “Device”, “ Status”, “Name”, “Description”
8 Fopust wtn Sl Dt and “Units” fields by extracting them from

attributes of the “Data Source” signal which
are already defined in the OE Database.

[ QK ][ Cancel ][ Help ]

The other fields on the ‘Data’ page (“Device”, “Status”, “Name”, “Description” and “Units”)
are not important to the operation of the trend itself, but are used to fill the Detail pane with
information about this particular pen. You could fill them in yourself, by dragging entries from
the Database Object Viewer directly into a field. It’s much easier, though, to check the “Auto-
Populate with Signal Data” box, to have the Trend Viewer automatically fill in the fields. The
Trend Viewer does this by looking in the OE Database and extracting attributes for the signal
named in the “Data Source” field.

When you check the “Auto-Populate
with Signal Data” box, you will be

OE Trend Client Control

prompted to Confirm that you want to 92 Are you sure you wish to turn on Auto Population?
do that, since anything you typEd in \-\/ (NOTE: This will over-write the fields with values based on the Data Source)
those fields, yourself will be =1
overwritten. L
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Click on [Yes] and the fields will be filled in with attributes from the OE Database for that

signal.

Pen Configuration El

Data | Ranges || Limits || Styles

Data Source |"."name char:C".'u'?:@G'\-‘.FlT7DP7L\"v"E"."va\uefloat"E/—

Device: |2charCW7:@GV.R1_DP_LIVE" "devicename:char"

Status: |harCW7:@GV.R1_DP_LIVE" "questionable:integer” E]

Mame: | "name char:CW7.@GV.R1_DP_LIVE" "name char"

Descrption: |ma charCW7-@GV R1_DP_LIVE""desgrpberhar”

Units: | "name ChWP_U"u"E" "units char" |E]

[ QK I[ Cancel ][ Help ]

- When this is checked

fields are filled in
automatically if the
data exists in the OE
Database for the signal
named in “Data Source””

Setting Ranges for a single Pen, and Disabling Auto-Scaling for the Common Y-

AXxis
Earlier in this chapter, we talked /To change the range
. - . 2 | Ranges | Limits vies .
about auto-scaling which is a T for the Y-axis, you can

feature in which the Y-axis of
the trend is set dynamically
based on values coming in for

the signal being trended. X ed®

[ ovenide Global Time Settings

f-Auis

enter the lowest and
highest values for the
signal in directly, or you
can use the Database
Object Viewer to drag in

e P x
Iirimum: | 8000000
200 pnnnnT I

Madimum: | 300000000

[J signals from the OE
(] Database which will

hold the minimum
or maximum value.

[ QK I[ Cancel ][ Help ]

If desired, we can turn auto-scaling off and, instead, have the Y-axis scale set based on a defined
range for the signal. This range would typically be the lowest and highest possible values for the

signal.

To set the range for the Y-axis, click on the ‘Ranges’ tab of the Pen Configuration dialog box,
and enter a range using the “Minimum” and “Maximum” fields. Alternatively, you could drag
in signals using the Database Object Viewer, the value of which will serve as the values for the

fields.

Once you click on [OK] to exit the dialog box, you might expect that the scale would appear
differently in the Graph pane. That’s not the case, however, because auto-scaling is still active.
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Some trend configuration settings affect just a
single pen, while others apply to all pens in the
trend. There are even some things that may be
set in two places (once for the entire Trend, and
once for an individual pen). Settings that apply
to all pens in the trend are called common
because they are shared in common.

So, if auto-scaling is still active, do we need to
change it for the individual pen, or for the entire
trend? Good question. Auto-scaling applies to
the Y-axis, so it depends on which Y-axis you
want to disable auto-scaling.

At this point, you’re probably saying “Wait!
How can there be more than one Y-axis?”
That’s a good question. The OE Trend control
allows you to optionally have both a common
Y-axis, which is shared by every pen in the
trend, and also to optionally display an
individual Y-axis for each pen in the trend. This
may sound confusing to you, but, if you have
multiple pens in your trend, and each signal has
a different range you really might want to
display a separate Y-axis for each one, so you
can see the actual range for each signal.

Some trend
configuration settings
affect just a single pen,
while others apply to

all pens in the trend.

There are even some things that may be
set in two places (once for the entire
Trend, and once for an individual pen).
Settings that apply to all pens in the trend
are called common because they are
shared in common.

e Settings that apply only to the current
pen are set in the Pen Configuration
dialog box.

e Settings that apply to all pens in the
trend, i.e. common settings, are set in
the OE Trend Client Control
Properties dialog box.

e |f a particular setting appears in both
of these places, the pen setting
typically overrides the common
setting for that pen.

Now, we only have one pen in this particular trend, and while we could have set it so that it had
an individual Y-axis displayed for the pen, in addition to the common Y-axis, we didn’t do that.
So we just need to turn off auto-scaling for the common Y-axis. Any changes to common
settings for the trend are done in the OE Trend Client Control dialog box.

To bring up the OE Trend Control Client dialog box you need to switch to Configure Mode, by

clicking on the “Configure” item in the menu bar.

7-14
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You must then call up the OE Trend Client Control Properties dialog box by right-clicking in the
Graph pane, and choosing “Properties” from the pop-up menu.

In Configure Mode, right-click in the
middle of the Graph pane, and choose
“Properties” from the pop-up menu.

Untitled| - OEContainer,
File Wiew Runtime Help

b=2d & 7

Hide Details

rend Client - Configure Mode

Mame | Description | CQualit: | Timeskamp | Value | Units | Data Source | Minimum Range | Maximurn Range l Wisible I

< i |
JReady
Click on the ‘Graph’ tab
OE Trend Client Control Properties
. , . | Lirmits " Paramesters “ Time Zor*
The ‘General’ page of the OE Trend Client Control Goneal | Pens | Rangss | Data | Graph
Properties dialog box will appear. Click on the General Settings —
‘Graph’ tab [ &llows runtime: configuration Create
[ Force Save &3
[T Hide unresolvable penslimits U by
Dizplay Typpe: Optimize Far
o
() Performance  Advanced
[ ok J[ cancel |[ ooty |[ Heb |
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From the ‘Graph’ page of the OE Trend
Client Control Properties dialog box, the
[Axis...] button.

Click on the

Fill Angle : degrees

Show Multiple =-Axis Show Multiple Y-Axis

Limits Farameters Time Zone [AX IS.. ]
General Fens Ranges Data b u tto n.
Border Style - | Nane w
Fill Style - | Angle v
Fill Calar : ta |:|

In the Axis Configuration dialog box, de-select the

“Autoscale” box. Since you’re here, we also

recommend that unless you have a specific need for it,
you de-select the “Independent Scaling” option as
well, since it can be confusing to the user, if they don’t
know what it’s used for. Then click on [OK] and click
on [OK] again to exit the OE Trend Client Control

Properties dialog box.

General | Styles

Kefodis

Placemert

O Top @ Bott
S De-select the

T-bis “Autoscale”

Placement 0pt| on.

@ Left O Right

Scaling
[ Altoscale

Cliiase:

caing

ol «"K

[OK].

L —De-select the
“Independent
Scaling” option.

L-Then, click on

Now, if you return to Runtime Mode (by clicking on
“Runtime” in the menu bar) auto-scaling will be

disabled for the Common Y -axis.

7-16

What is “Independent
Scaling” and why shouldn’t |
use it unless | know what I'm
doing?

If “Independent Scaling” is selected,
each pen trace is automatically stretched
(or crunched) so that its highest value
appears just under the top value for the
common axis, and its lowest value
appears just above the bottom value for
the common axis. When this is done,
the common axis is misleading (you
can’t figure out a value based on the
Common Axis in this case) and the
Graph pane is useful only to show the
relative relationship of multiple pens.
You'd also need to activate individual
axes for each pen to see actual values.

"Independent Scaling” is useful if you
want to display two or more pens with
very different magnitudes of values on
the same trend. For example, it allows a
flow signal with a range of 0 to 10,000
GPM and a pressure signal with a range
of 0 to 10 PSI to be put on the same
trend, and you can see meaningful
values for both.
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Changing the Appearance of the Trace for a Particular Pen

If desired, you can choose a different color for a pen’s
trace, a different line style or thickness, etc. To do this,
you need to go to the ‘Styles’ page of the Pen
Configuration dialog box.

If you’re already in the OE Trend Client Control
Properties dialog box, you can call up the Pen
Configuration dialog box by going to the “Pens’ page,
selecting the pen you want to set alarm limits for, and
clicking on the [Modify] button. Otherwise, call up the
Pen Configuration dialog box by the method we discussed
on page 7-11.

When the Pen Configuration dialog box is opened, click
on the “Styles’ tab and the ‘Styles’ page will be displayed.
Next, click on the [Styles...] button.

OpenEnterprise for Beginners 7-17

OE Trend Client Control Properties

Limits
General

Pens

Farameters
Ranges

Data

X
Time Zong
Graph

Pens:

Id Diata Source Urnits

<Default:

=

BristolB abcock. Bristol

/

Add..

/
Select the pen you want to chan

ge, \
then click on the [Modify] button.

Click on the [Styles...] button

Pen Configuration

Data | Rangss | Limits | Styles

Help




Chapter 7 - Trending Your Data

Usua"y, you’" want to leave “Visible” should remain checked.
the “Plot Style” at ‘Line’. If you de-select this, the pen
will be hidden (not visible in the
Graph pane).
ine Styles -
e T el | —YOU can set the “Width” to be
widh: [P Help from 1 to 6 points in size.

er Styles \“

Click here to call up a
color palette for changing
the color of this pen’s

trace. from.

We suggest you experiment with the various options in the
Styles dialog box and see how your choices look in
“Runtime” mode. For example, the figure, below, shows a
trace where a 'diamond’ was chosen as the ""Marker Style™.

OE Trend View Container
File Wiew Configure Help

D & 7

Y

-

Style” lets you change the pen trace

vk 18ae Anything other than 1 requires
Color - [ ©Eonstant P
. () Expression \ a SOIId Ilne Style
b
Style

o " oo from a solid line to a dashed line.
I Eion Other choices are also available.

If desired, each data point

along the trace can appear
as some symbol. There are
several symbols to choose

Note: If the ""Width™ is greater
than 1, the "'Styles' choice is
automatically set to 'Solid' and
can't be changed.

“ » || W
MName | Description | Qualit: | Timeskamp | Walue | Units | Data Source
- - Good 17-JAM-2005 21:08:43.000 119.000000 - BristolB aboock. BristolOPCServer soada-webnrdy
£ i | L2
y
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Modifying the Color of a Trace if its Value goes past a pre-defined limit

If the value of the signal being trended passes a pre

-defined limit, it is sometimes useful to have

that portion of the trace drawn in a different color, to draw attention to the situation. The pre-
defined limit could be an alarm limit defined for the signal in the RTU, but it doesn't have to be.

It could be some other arbitrary limit that has
been defined.

To configure this, go to the ‘Limits’ page of
the Pen Configuration dialog box. On the
‘Limits’ page of the Pen Configuration dialog
box, you can specify up to six different limits
and corresponding trace colors, for a pen.
(Again, these could correspond to actual alarm
limits defined in the RTU, or they could be
other limits you define.)

Pen Configuration

X

Modify... -

Data | Ranges | Limits | Styles

Visible

Type

~Then,click on the
[Modify] button.

[ QK II Cancel H Help

I\:irst, select the limit
you want to define.

To specify a limit, click on the type of limit you want to define (“Hi”” for example), then click on

the [Modify] button.

The Limit Configuration dialog box will appear.
You can type in a limit directly, drag a value
from a signal in from the OE Database using the
Database Object Viewer, or click on the [...] to
specify a historical value using the HDA Server
Tag Browser.

Now, click on the [Line Styles...] button to
choose the color for the pen when its value
exceeds this limit. In the Line Styles dialog box,
click on the “Color” box to bring up a palette, and
select the color you want the trace to be drawn in,
when this particular limit is exceeded. You can
also, for example, have the trace drawn in a
different style (thicker point size, different style)
while exceeding the limit, by modifying the
“Width” and “Plot Style” settings. Click on [OK]
repeatedly until you have exited all the way out of
the dialog boxes. Go to “Runtime” mode, and
when the trace exceeds that limit, it should appear
in the selected color and style.

OpenEnterprise for Beginners 7-19

You can enter in a value directly, drag

one in from a signal in the OE Database
using the Database Object Viewer, or you
can click on [...] to access the HDA Server
Tag Browser and bring in a historical value
for the limit.

Linit Configuration

Styles X
VIS e - Click here to
FlatSte el call up a color

palette from
which you can
select the color
you want the
trace to be when
this limit is
exceeded.

arker Styles

1
You can have other aspects of the
trace appearance change when the
limit is exceeded, such as the point
size of the trace width or the style.
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Do | have to set all these styles and parameters for
every single pen in my trend?

No. Remember, we could just drag in the value, like we did in Example 1. These are just
ways you can change the appearance of the trend pen. If you find setting these styles to be

tedious, and you want all the pens in the trend to have the same characteristics (except for
the color, of course), you can configure the '‘Default Pen'. (See below)

Using the Default Pen to Set Characteristics for Pens

The default pen doesn't

You may have noticed the 'Default Pen' in the Pen dialog boxes trend any data. It's an
earlier in this example. The default pen is special. It can't actually optional feature that
trend data; it's just a mechanism where you can set default lets you set default
characteristics for any new pens you add to this Trend. Just go into ~ characteristics (styles,
the 'Pens' page, select the 'Default Pen’ (just like any other pen), for example) for all

and set your defaults. Then, when you add any more pens to this subsequent pens used

trend, they will be based on the characteristics you defined for the ~ in this trend.
default pen.

To set default characteristics for all
subsequent pens in a trend, select the
<Default> pen and then choose [Modify]
to set the characteristics.

OE Trend Client Control Properties @
Limits Parameters Time Zone

General Pens Ranges Data Graph

[ OK H Cancel II Apply H Help
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Setting Pens to Trend Historical Data by Default

If desired, you can specify that all new pens should trend
historical data by default. This would allow you to drag a
historical pen into the graph pane, just like the real-time
pens we discussed earlier.

To do this, select the default pen, and click on the
[Modify] button.

In the Pen Configuration dialog box, check the **Convert
Realtime Data Sources to Historical™ box, and click on
[OK].

To have pens display historical
data, by default, check this.

Pen Configuration

Data | Ranges | Limits | Styles

Data Source: ‘ / |E}

g@.l.?:@.rt..ﬁggni.m.@. Dala Sourees o Historical
Device B
Status D
Name: ‘ |B
Description: ‘ |E}
Units: ‘ |B
[[] Auto Populate with Signal Data

OK ] [ Cancel ] [ Help ]

Click on [Yes] if you want

From now on, when you drag a value into the
graph pane from the Database Object Viewer,
you will be prompted to confirm whether you &)
want it to display as historical data. Click on
[Yes] if you want to trend historical data.

Trend Client

to trend historical data.

Do you want to plot historical data for the fllowi

BristolBabeock. Bristol OPCServer\rtrdb i, realanalog™. "name:char:CW7: @GV.R1_DP_LIVE", "value:float”

In order for the pen to display the historical data, you need
to identify for it, which dataset should be chosen (for
example, 1-minute, hourly, daily, etc.) This is chosen via
the ""Sample Rate™ list box. You also need to choose the
one type of data to be trended by this pen, for example, the
average, minimum, maximum, etc.
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From the “Sample Rate” list box,
select the dataset containing the data
you are interested in.

X

Realtime Tag to Historical Tag

Dbject Name:  [Cw7.@GV.R1_DP_LIVE /

|
a |
~ |
o |

Sample Rate: | 1 }t‘linute = i

Table Mame: | realanalog

Attribute Mame: |value

Histarical Data Tugle:

d LIS = £ pEfo
The estimatefl area bound by the values in each zample period

Then, from the various types of data logged
in that dataset, choose the one type of data

you want to trend.
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Example 3 — Trending a Historical Data Value

On the OE workstation, start the OE Trend Viewer by clicking as shown, below:
Start = Programs - OpenEnterprise = Views = Trends

The Trend View Container will appear. Go into Configure Mode by clicking on the ‘Configure’
menu bar item.

Click on Configure

OE Trend “iew Container,
File Wew Configure  Help
DEedE & 7

=

|4 w|m]

Mame /| Description Qualit Timestamp Yalue Units Data Source Minimurm Range Maxirmum Range Yisible

iJ 1] ]

L

NOTE: We're repeating a few things here, since we know some of you skipped over Example 1
and 2. You really should read those, because they'll be useful to you later.
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Right-click in the center of the container, and click on “Properties” when it pops up

Right-click in the middle of the grid, and choose
“Properties” from the pop-up menu.
Untitled - OEContainer
File W¥iew Runtime Help

el & %

Hide Details
Hide Marker

rend Client - Configure Mode

I MName | Description | GQualit | Timestarnp | Yalug | Linits | [rata Source

I Minimurn Range

b -.<.
I Maximum Range | Wisible ”

The OE Trend Client Control Properties dialog box will appear. Click on the ‘Pens’ tab to go to
the ‘Pens’ page, then click on the [Add...] button.

Click on [Add...] to add a new trend
pen.

OE Trend Client Control Properties

| Limits || Parameters, "

General Pens |

Pens:
Id
<Defaulty

Time Zone
Ranges \"\ Data || Graph

' B

['ata Source

Units

Add...

Riemaove

Remaove &l

[ ok J[ cameel J[ ey J[ Heb ]
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The Pen Configuration dialog box will appear.

If you check the “Auto Populate with Signal Data”
box, the Trend Viewer will attempt to fill in the
“Device”, “Status”, “Name”, “Description”, and
“Units” fields with corresponding entries from the
OE Database, based on the “Data Source”. (These
fields are not essential for the trend to work, they are
simply used to provide useful information in the
Detail pane during Runtime. You will also be
prompted to confirm that you want to use this feature,
as it overwrites anything you typed in directly into
those fields.)

The “Data Source” field is the most important field.
In Example 1, when we dragged the real-time value
(OPC tag) from the Database Object Viewer into the
trend grid, we were essentially filling in this field
dynamically. We could have actually dragged that
value right into the “Data Source” field.

The “Data Source” for a pen can either
be a real-time OPC tag value (dragged
in from the Database Object Viewer), or
a historical tag from the Historical Data
Access (HDA) Tag Browser.

Pen Configuration

Data | Ranges || Limits || Styles

Data Source: |

Device:

Status:

Name: | Pen #1

Description: |

Units: |

[ 0K H Cancel ][ Help\‘ ]

[ Auto Populate with Signal Data

Since for this example, we want to
trend historical data, we need to
access the Historical Data Access
(HDA) Tag Browser. To do this, click
on the [...] button next to the “Data
Source” field.

For this example, however, we want to trend historical values. To do this we need to activate the
Historical Data Access (HDA) Tag Browser. To do this, click on the [...] button next to the

“Data Source” field.

&1 OpenEnterprisz Tag Browser

Expand the tree

' Data Access
{ OPC Historical Data Access

-1+ scada-web:rtrdbl
{21 eventlog_table
=1(_7 realanalog_table

= D z
3 0s
(27 3600s

(£ Be400s

7-24

[ Bristoleabock. EristolHOASarver 1

-1+ COOPER_RIVER:EFFLUENT.FLOW CDAY

(I COOPER_RIVER:EFFLUEMT.FLOW CMAY
(I COOPER_RIVER:EFFLUENT.FLOW CMIN
(L] COOPER_RIVER:EFFLUEMT.FLOW CTMN
[Z COOPER_RIVER:EFFLUENT FLOW.CTMX
(I COOPER_RIVER:EFFLUENT.FLOW PDAY

(M= «@ARER ATUEALCEC! | ICRIT T S FFs sy

| | Akkribute

X Use the
scroll bar
to locate
the signal
you want
to trend.
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Once you’re in the Tag Browser, use the Here’s the signal we
scroll bar to locate the signal you want to want to trend.
Frend. Double-click on the signal to expand ST —
its branch of the tree. DZ04FS150.DENSTY.
= D204:PS150.FLOW, - . . . .
-1 14+—This is its Historical

e Group Number

(£ 864005
(£ D204:PS180.FLOW.5CL
L

T3 PPNADS23N01 A DK TR

Locate the rate for the data you want to
trend, and double-click on it.

m

In this case, we chose ‘0s’ which is the raw Double-click on the rate which identifies

sample data, but we could have chosen the data you want to trend. In this case,
“3600s’ for hourly data, or ‘86400s’ for we choose samples ‘0s’.

daily data.

Once you choose the rate you want to trend, pYTT

by double-clicking on it, the right-side of ErestasEE .

the Tag Browser will display the attributes

which have been logged at that rate. In this

case that’s just the “Value’ and
‘Questionable’ attributes. We will want to
trend the “Value’ attribute, since that’s what
has the actual signal value, so select the
‘Value’ attribute.

Now, click on the *Exit Tag Browser’ File TagTyps Help
button. &
N
Exit Tag
Browser
button

The Tag Browser will close, and the selected attribute will be copied automatically into the
“Data Source” field of the Pen Configuration dialog box.

Click on [OK] to exit the Pen Configuration dialog box, then click on “Runtime” to view your
trend. Historical sample data will begin to appear on the screen.
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OE Trend View Container.
File Miew Configure  Help

el & %

arne f | Diescription | Cualic | Tirnestamp | Yalue | Inits | Daka Source
D204:PS180 FLOW. FS - PRIM SLUDGE ~ Good 27-JAM-2008 17:24:00.000 120.000000 . BriztolB aboock. BristolHDA
] | ] >
Ready v

Variations on Example #3 - Changing the Time Range for Displayed Data

In all of the examples we've done so far, we've been starting the trend from the current
workstation time. We did that for the Real-time trends, and we did that when we were looking at
historical samples. Usually, we were only showing about an hour of data on the screen.

Let's say though, that you've saved a week's worth of historical data, and instead of seeing the
historical samples for the last hour, you want to see the historical samples from 4 days ago.

How do you do that? You would have to adjust the starting time of the trend, and check that the
period and viewable time range are correct.

7-26 OpenEnterprise for Beginners



Chapter 7 - Trending Your Data

There are three things that determine the time range of the data you can see on
the Trend:

The period specifies the total length of time encompassed by the trend. For example, if you
want to trend the last 7 days of data, then your period is 7 days. NOTE: You could have
different periods defined for different pens in the trend.

The viewable time range determines how much of the period can be displayed on the screen
in the trend, at any one time. For example, you might want to show 1 day worth of data on the
screen at any one time. If the viewable time range is less than the specified period that means
that the entire trend can't be displayed all at once, so a scroll bar will be added at the bottom
of the trend so you can scroll to the data you want to see.

The start time specifies the earliest time for which data will be displayed. The system takes
the start time and searches the OE Database for the data closest to that start time and then
retrieves it into the trend. By default, the start time is calculated by taking the current
workstation time, and subtracting the amount of time represented by the period.
Alternatively, you can override this default and specify the start time yourself.

To specify the period for the Common X-axis (total length of time encompassed by this

trend):

Specify the period for the
common X-axis here.

OE Trend Client Control Properties

e Call up the OE Trend Control Properties dialog
box, and go to the X-Axis portion of the 'Ranges’

page.

Limits Parameters

General Pens Rangg« / Graph

e Specify the tota_ll pel_riod (Iength) of time you want e e e Cortont Wkl
to be reflected in this trend, using any combination

of the “Period days”, “hours”, “minutes” and
“seconds” fields. For example, if you want to

Period : [0 2 |daps |1 2 |howrs|0 (2| minutes| 0 2 | seconds

iz

trend 8 and one half-hours worth of data, enter 8 in Mirimun: | 0.000000 O

the “hours” field and 30 in the “minutes” field. Masimum: | 300000000 O

The period comes into effect when you have exited

the dialog box and entered Runtime Mode. ok J [ cancal J[ ooy [ teb
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To specify the period for an individual pen (total length of time for this pen):

e Call up the Pen Configuration dialog box, for \vhen specifying the period for a pen,

the selected pen, and go to the X-Axis it must be relative to the current workstation
portion of the ‘Ranges’ page. time.

e Select the “Override Global Time e T 5o
Settings” box, and the **Use time period Xcots '
relative to Current Workstation time"' &
box.

ings
Use time period relative to Cument Worlstation time

~
< |seconds

< |minutes |0

B = = -
Period : [0 |5 |days |1 le|hours |0

e Specify the total period (length) of time you
want to be reflected in this trend, using any i 0

7 Minimurm: | 0.000000

combination of the “Period days”, “hours”, | .  ——— O
“minutes” and “seconds” fields. For

example, if you want to trend three days and
eight hours worth of data, enter 8 in the [
“hours” field and 3 in the “days” field.

QK ][ Cancel ][ Help

Don't try to trend too much data...

Before we go on, there is one warning we want to pass along when setting the period for a
trend. Don't try to trend too much data in one trend. As a general guide, you should never try to
display more trend data points than there are pixels across your screen. For example, if your
screen resolution is 1024 x 768, that means no more than 1024 data points can possibly appear
horizontally on the screen. For example, if you are trying to see 1-minute data for the last 90
days, that's 1440 data points x 90 days which equals 129,600 samples. That’s a lot of data to try
to fit onto one screen, and can really slow down your system performance, and use up lots of
communication bandwidth as all the data is requested.

If you really want to display that much data you have two alternatives.

1) Use Performance Mode, which was added in OpenEnterprise 2.7. In Performance Mode, the
trend will change the resolution of data requested from the server as you zoom in and out. This
will speed up the rate at which the trend is drawn, and reduce the network bandwidth required
to request the data. See Example 6 for details on using Performance Mode.

2) Set the viewable time range to a few hours and then use the double-arrow buttons on the
ends of the scroll bar to bring additional hours of data into view. You won’t be able to see all
the data at once, but this will save on system resources, by not requesting the data until it needs
to be displayed.
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To specify the Viewable Time Range (amount of period visible on screen at any one time):

e Call up the OE Trend Control Properties dialog box, and go to the ‘Data’ page.

e Specify the total range of time you want to be visible (viewable) on the screen, at any one
time, using any combination of the *“Range days”, “hours”, “minutes” and ““seconds”
fields. For example, if you want two hours of data to be visible at any one time, enter 2 in the
“hours” field. If the trend's period (see above) encompasses more than 2 hours, the scroll
bar must be used to bring additional data into view. Typically, users set the range to be the

same as the period.

To specify the Start Time:

Type in the date
directly, or use th
control to bring up
the calendar, then
select the date from
the calendar.

Type in the hours
and minutes for the
start time directly,

. or use the control
If the you want the start time to be 10 select the time.

calculated based on the current  ——
workstation time: (i.e. the period is
subtracted from the current workstation time to
calculate the start time)

Go to the 'Ranges' page of the Pen
Configuration dialog box.

Dsta | Ranges | Limis

e Check "User Current Workstation =]

Time" (for the common X-axis)

[
(]

1% 20 2 2 2
27 28

25 2

_Or_

e Check "Use time period relative to o J[Cconce J[ e
Current Workstation time"" (for the
individual pen's X-axis)

If you want to specify a different start time, further in the past than that calculated above:

e Leave the ""Use time period relative to Current Workstation time"* box de-selected, and
select the ""Override Global Time Settings™ box.

e Once you have defined the period of time, choose the starting time for the trend in the
“Start” field. You can type in the hours and minutes directly or use the control to select
them. If you are specifying a different date, you can type it in directly or click on the control
to bring up a calendar for you to choose the correct date.
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Example 4 — Having a Trace Change Color when data

IS questionable

This example assumes you are pretty familiar with modifying pens (see Example 2) and using the
HDA Tag Browser (see Example 3).

If data being collected is marked questionable (i.e. there is doubt about it being good data) you
may want the trace for that data to indicate the questionable status somehow. Let's say we want
to have a trace appear in yellow if its value is questionable. To do that, we need to use the

Expression Editor.
Click on the [Styles...] button

Pen Configuration

Data || Ranges | Limts | Styleg

First, select the desired pen, and call up the Pen
Configuration dialog box. Then, from the 'Styles' page
of the Pen Configuration dialog box, click on the
[Styles...] button.

oK ][ Cancel ][ Help

Click on the “Expression” button
then click on the [...] button.

Line Styles
Wisible

In the “Styles’ page, select the
"Expression™ button, then click on the
[...] button to call up the Expression 5 Ossisi
Editor. Marker Styles
Ste:(None ]
Colar - . () Canstant

() Expression
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Because we want to have the trace
change based on the questionable
value of this signal, we need to use
the HDA Tag Browser to load the
proper OE Database attribute into

the “Tag” field.
OEExpressionEditor [g‘
Baze Settings:

Tag: LJ

Now, in the Expression Editor, we need to specify the OE pets et vae: [
Database attribute for the 'Questionable’ status of this signal. Condiions:
To do this, click on the [...] button to call up the HDA Tag e
Browser.

I 0k | [ Cancel ] [ Help
Once you’re in the Tag Browser, navigate Here’s the signal we
through the tree and use the scroll bar to want to trend.
Io_cate the S|gnal you want to '_trend. Double- 5 0204 PRISL0G. NS TND2
click on the signal to expand its branch of D204/PS180 DENSTY.
the tree. 2 e=—"——This is its Historical

=1 Group Number

() 864005
() D204:PS160,FLOW, 5CL

T3 MPNADS23N01 A DI TRD

Double-click on the rate which identifies
the data you want to trend. In this case,
we choose samples ‘0s’.

Locate the rate for the data you want to
trend, and double-click on it.

Once you choose the rate you want to trend,
by double-clicking on it, the right-side of
the Tag Browser will display the attributes
which have been logged at that rate. We will
want to trend use the 'Questionable’ attribute
in our expression, so select that one.
(NOTE: If we had other attributes, we could
have used them too, but this example is
using 'Questionable’ because that's when we
want to have the trace turn yellow. It should
be apparent that this is a pretty powerful
feature.)
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Now, click on the ‘Exit Tag Browser’

button.

The Tag Browser will close, and
the selected attribute (in this case
‘Questionable") will be copied
automatically into the “Tag” field
Expression Editor.

Now, click on the [Add] button and
the Edit Condition dialog box will
appear.

We want to have the trace turn
yellow when the 'Questionable’
attribute for this signal is TRUE. In
the OE Database, logical / Boolean
values which are true are stored as
1.0. So, in this case, we need to
create an expression which says
"When the Questionable' attribute is
greater than or equal to 1.0, make
the trace yellow". Yellow is the
"Return value' when that
condition is TRUE.

File Tag Type Help

o
N
Exit Tag
Browser
button

‘OEExpressionEditor [5__(| The questlonable

attribute is now
in the “Tag” field.

of the

Base Settings:

Tag: | BriztolB aboock. BristoHDAS erver. 15" 1trdb 1", "realanalog_t |E

Default Betum alue: .

Conditions:

Add

™ Now, click on the
[Add] button to
add the conditions
of your expression.

| 18 |[ Cancel ][ Help

We want to have the trace change
color when that ‘Questionable’ attribute
is true (i.e. when it is greater than or
equal to 1.0).

Edit Condition

Choose ‘greater than
or equal to’ for the
“Operator”.

Choose ‘1.0’ for the
“Comparison value”.

| areater than or equal to &« |

Comparizon value: |T.U \ |
Return value:/ |:|
[ /a{ I [ Cancel ] [ Help ]

Operator:

Call up the color palette and select yellow for the
“Return value” since that's what we want the trace
to be when ‘Questionable’ is TRUE' i.e. when
‘Questionable’ is >=1.

When you've finished with the Edit Condition dialog box, click, on [OK].
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Your expression
is now complete.

OEExpressionEditor

Baze Settings:

NOW’ Vv_henever that exprESS|0n IS T_RU_E’ the trace Tag |BristolBabcack BristaHDAServer 14 ttrdb1, realanalog_t|g
color will change to yellow. Otherwise it will be the
color specified by ""Default Return Value"'. REORIEE | /

Conditions:

If greater than or equal to 1.0 retum |:|

After specifying the condition, you can click on
[OK] to exit the Expression Editor. Then continue to
click on [OK] until you exit all the dialog boxes, and
are ready to go into Runtime Mode.

M odify

Remove

/{, ok | [ cancel [ Hep |

Click on [OK] to exit the Expression Editor.

If the value of the signal is Questionable, you will see the trace change color.

Trace changes color now, if the
‘Questionable’ attribute for this
signal is TRUE.

Untitled - OEContainer,
Eile Wiew Configure Help

DEE &2

4[4 v [l
Mame | Description | Qualit: I Timestamp | Walue I Lnits | Daka Source
- - Good 28-J4M-2005 15:27:00.000 80.0000082 - BristolB aboock. BristolHDAS erver. 14 scada-webortrdt
]| i’ ] |
JReady /J
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Example 5 - Working with Multiple Pens in the Same
Trend

We mentioned, before, that you could have multiple pens in the same trend. Let's go over,
briefly, a few things you should be aware of when working with multiple pens.

Click on the [Add] button to add
Adding Pens an additional pen.

OE Trend Client Control Properties

| Limits || P: || Time Zone/ |

To add a second, third, fourth, etc. pen to an existing ool | P | Forges | in | Gen |
trend, simply click on the [Add...] button on the 'Pens’ Pans

page of the OE Trend Client Control Properties dialog g DetaSuee Ut LA
box, and then proceed to define the pen, as you would Pen " BitoBabcock Bl o
any other pen.

[ ok [ cancel |[ 2oy |[ Hep |

Distinquishing One Pen From Another

Each pen (trace) is displayed in a different color. To tell which pen is which, find the
corresponding color in the Detail pane. Also, remember that the signal value(s) displayed in the
Detail pane reflects the value at the current location of the Marker bar. (See page 7-8.)

Color at beginning of line in Detail pane matches color of its associated pen trace

Untitled - OEContainer
Filz Wiew Configure Help

h=EH & 7

“ 2
Mame | Descripkion | Cualit | Timestamp | Value | Units | Data Source
— - E Good 28-JAN-2005 10:53:00.000 80000008 E EristolB abcock BristolHDAS erver. 14" scada-web:ry H
Good 27JAN-2005 165300000 174000000 - BrstoB abeock BrstobDaserver 1\scadawet]— De€tail pane

“

Al i |

Ready

| N
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Showing Multiple Axes when Working with Multiple Pens

When you have multiple pens on the same trend, you have to decide what sort of scale(s) you
need on the X and Y-axes.

If, for example, you are trending three real-time values in the same trend, but they all have
widely different ranges of values, it might make sense to hide the Common Y-axis and instead,
show three separate Y-axes, one for each pen in the trend. Similarly, if you are comparing two
signals that are coming from different time periods, you might want different X-axes for each
signal trace.

Showing / Hiding the Common Y-axis (or Common X-axis)
Click on the [Grid] button

OE Trend Client Control Properties

e To show or hide the Common Y-axis or
Common X-axis, call up the OE Trend Control

Properties dialog box, and go to the ‘Graph’ Limis Parameters
General Pens Ranges Diata
page. : .
Border Style : | Mone i
Fill Style : | Angle v
Fil Color: [ to [ ]

Fill &ngle : degrees

Show Multiple -tz [V] Show Multiple Y-tsis

[ OK H Cancel ]

;To show the axis for a pen, check the box.

e Click on the [Grid] button to call up the To hide the axis for a pen, uncheck the box.
Grid Configuration dialog box. In the 'Grid Grid Gonfiguration X
Settings' section, check the **X-axis Girid Settings —
Visible™ and/or ""Y-axis Visible' box to \?jj‘;: [ — ]
show the common axis, or de-select it to Color
hide the common axis. Click on [OK] when - p

- Tick Warks Settings
fl ni Shed ) [of] -amis Wisible

-amis Wisible

This calls up a color
palette to let you change
the color of the axis.

While you're in this dialog box, we should also note that you can click on the **Color'* box to
change the color of the common axes.
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To show a separate Axis for Each Pen

To display a separate axis for a pen, you first have to OF Trend Client Control Properties
enable multiple axes. To do this: —

Parameters

Pens Ranges

e Call up the OE Trend Control Properties dialog box, deuittﬂ :g| :
and go to the ‘Graph’ page. Filcolor: [ =[]

Fill Angle : degrees
e Check the “Show Multiple X-Axis” and “Show

Multiple Y-Axis” boxes.

Shaow bultiple X-fuis Show Multiple Y-fwis

MK (o 1 5w [ e ]
5~

If you're going to have multiple X
and Y axes on your trend, these
boxes must be checked, first.

Click on the pen you want to
modify, then click on the [Modify...] button:

OE Trend Client Control Properties rz|

Now, click on the 'Pens' tab, and select the
pen for which you want to enable the axis,
and choose [Modify] to call up the Pen
Configuration dialog box.

Limits

General

Pens:

Pens

Parameters
| Ranges

Data

Time Zone
Graph

Id
<Default:

Pen 2
Pen 3

D ata Source

BnztolB abcocl stal...
EriztolB abcock. Bristol...
EriztolB abcock. Bristol...

Uitz

Add...

(

0K

] [ Cancel

Click on the [Axis...] button.

Pen Configuration

Data | Ranges | Limits | Styles |

¢ In the Pen Configuration dialog box, click on the
‘Styles' tab, then click on the [Axis...] button.

QK ][ Cancel H Help ]
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Axis Configuration

e The Axis Configuration dialog e | St |

Pox WI||| appear. Click on its S i P o have a separate

Styles tab. Lebel Fort. ] Aral 3 : axis displayed for this

coor I pen, check the “ Visible”

e Inthe 'Styles' page of the Axis e box for that axis.

Configuration dialog box check o

the ""Visible' box for the X-axis Lael s [0 (5] aeaspe0- 120

and/or Y-axis if you want either or - % %

both of them displayed for this ¥ v

pen. Click on [OK] when finished. el setolon e

[ox ][ cancel J[ Hep |

Repeat this procedure for each pen for which you want to display an axis. Later, in Runtime
Mode, separate axes will appear for each pen.

Here, we are using auto-scaling, but each pen has a significantly
different range of values. In order to help the user interpret the
traces correctly, we have included separate Y-axes, one for each
pen in the trend.

Untitled - OEContainer

Eile Wiew Configure Help

e & ?

Good

20-JAN-2005 000 24141593750 - BristolBabeock.

20-JaM-200511:21:31 :DDD 52850.000000 SECS ErigtolB abcock. Bris
= I | 2
Ready \ \ y
\
Y-axis for first pen \ Y-axis for third pen

Y-axis for second pen
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Example 6 — Optimizing your Trend for data or speed

We mentioned back in Example 3 that you shouldn’t try to display more data that can actually fit
on the screen. For example, if you have a screen that is 1024 pixels wide (i.e. 1024 x 768) the
absolute maximum number of data samples you could display would be 1024. In practical terms,
the number of samples would be much less than that because you also would need space to show
the axes, labels, etc., but for purposes of this discussion, let’s assume you could actually use all
1024.

Optimization for Data — Data Mode

The default optimization mode for the Trend Viewer is Data Mode. Here’s how it works: Let’s
say you had 90 days worth of 1-minute data, and you wanted to try to display all of that on the
screen at one time. That would be 24 x 60 x 90 samples of data, or 129,600 samples. That’s a lot
of data to try to display within a width of 1024 pixels. If that’s what you request, though,
OpenEnterprise will try to accommodate you. OE will collect all 129,600 samples, which may
take some time, depending upon the speed of your network, and then, because it only has 1024
pixels in which to display them, it will take the 129,600 samples and divide them by 1024, which
gives a value of about 127. That means each pixel on the screen will represent 1 random sample
out of every 127 collected. That also means that you collected and processed 128,576 samples
that can’t be used because there’s no where to display them. It used up processing time, it slowed
down the speed at which the trend could be displayed, and it also used up a lot of
communications bandwidth. That’s kind of wasteful, and it also doesn’t really do you any good,
since only a fraction of the data (1 out of every 127 samples) gets used.

OE Trend Client Control Properties @

The advantage to Data Mode is

that you have all the data. If you
wanted to export it to Excel or
some other application it’s all
there.

The disadvantage of Data Mode is
that some trends may be slow in
coming up. Also, lots of data gets
collected that you won’t ever be
able to see, unless you zoom in
sufficiently.

Pens

General Settings

[ &llow runtime configuration
[ Farze Save As
[ Hide urresolvable pens/limits

Dizplay Tupe:

L

Ranges

Parameters

Data

OE Menus

1ge sub

&) Data

() Perfarmance

[ ok

H Cancel ]

Time Zone

Graph

|~ By default, trends
are optimized for
data (Data Mode).
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Optimization for Speed and Efficiency — Performance Mode

To choose ‘Performance Mode’
click here, then click on the

[Advanced] button to configure
the associated settings.

OE Trend Client Control Properties

As an alternative to Data Mode, you can opt to use L Parameters T Zone
Performance Mode. Performance Mode limits the Sl Ronges | Ddla Graph
amount of data collected for the trend to only what ;angs o E Menus
- - - o runtime congiguration

can actually be displayed. Trends optimized for Dromesamns N
Performance Mode can be displayed on the screen [ Hide unrescvatle penrits 12 % e
much faster because they don’t have to collect as Display Type: Optinizz For L
much data, and consequently, they don’t use as = I

H H H etails... res | Advanced...
much communication bandwidth.
You have two options to choose from in Lok J[ Cancel J[ ooy J[ e |

Performance Mode.

This number represents
the width of the current
trend in pixels:

Advanced Optimization -_‘ If you choose the
Resolutior: — “Pixels Per Sample”

Current  Axis Width: 534 Pixels 1 1
option, with a number
A () Pixelz Per Sample 1

Show a maximum

reater than 1, this
v (%) Samples Per Finel -_Help g . T
means an individual
Th onflgul ill result in & maximum 2082 samples .
B pe & on screen at any one tlme Sample Wl” be Spread
out over multiple pixels.

If you choose the _ _
“Samples Per Pixel” Th|s is the maximum

option, this is the number of pixels that
can be displayed on

the screen at any one

time, based on these

settings and the number

of pixels of the X-axis.

If you choose “Pixels Per Sample” you are specifying the width of each sample. For example, if
the X-axis width is 900 pixels, and you choose ‘1’ pixels per sample, then you can have up to
900 samples displayed on the screen at any one time. If however, you chose ‘3’ pixels per
sample, then each sample would be 3 pixels wide, and you could only display a maximum of 300
samples on the screen at any one time. Using “Pixels per Sample” results in the lowest
resolution type of trend, i.e. it displays the least amount of data, and so will be the fastest to be
displayed.

number of samples that
will be displayed at that
pixel width location.
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If you choose “Samples Per Pixel” you are specifying the number of samples to be represented
at each pixel position. For example, if the X-axis is 700 pixels, and you choose ‘1’ sample per
pixel, the trend will collect 700 samples, and display each one at a particular pixel position on
the X-axis. If you choose a number greater than 1, say ‘5’ samples per pixel, the trend will try to
display 5 samples at each pixel position along the 700 pixels of the X-axis, that’s 3500 samples.
You might ask, how can it display 5 samples at one pixel position? Well, the first of the 5
samples is plotted, and then the remaining 4 samples will be shown at their appropriate Y -axis
positions, though with the same X-axis position. In other words, there will be a vertical line of
pixels at each pixel position, and the points along that line represent the 5 samples.

This should give you a good start...

Well, that should be enough trend examples to get you started. Don't be afraid to experiment
with different trend and plot styles - be creative, if you want to.

Once you get good at creating trends, someone is going to come along and say something like
“Gee... that’s a nice trend, but can you change the color of the marker bar?" or “Can you change
the way the label looks for that axis?" There are a lot of things like that that you can change. We
really can’t give detailed examples for all of them, because it’s just beyond the scope of a book
like this. If you need to know more, please consult the online help, or see the ‘OE Trend View’
section of the OE Reference Guide (document# D5092).

7-40 OpenEnterprise for Beginners



Chapter 8 - Using Alarm Viewer to Manage Alarms

We talked about alarms a little back in Chapter 1. An
alarm is a message that gets generated when a particular
signal’s value exceeds a predefined range (i.e. it goes too
high or too low), or when a particular signal changes to
an alarm state (i.e. a pump fails, a valve opens, etc.)

An alarm means something
just happened and needs
attention. For example, the
controller detected that a
pump failed, or a pressure
signal is too high....

Alarms are collected and sent to the OE Server computer,

but in order for you to see them on the OE Workstation, \ /
you need to use the OE Alarm Viewer (sometimes — —
referred to as the Alarm Client). / \

When using Bristol hardware, we recommend that alarms be generated at the controller (RTU).
If you are using third-party devices that don't support remote alarm generation, or if you need to
define other special types of alarms, the OpenEnterprise Database can generate local alarms.
Local alarm configuration is handled via the Alarm Condition Tool item in the OE Toolbox. We
won't cover local alarm configuration in this manual, however, it is covered in the Alarm
Condition Tool section of the OpenEnterprise Reference Guide.

It might be useful, at this point, to go over the different types of alarms:

What are the different types of alarms?

There are three basic types of alarms:

Analog Alarms

These alarms are generated when an analog signal or

variable’s value exceeds a pre-defined alarm limit. A Analog alarms are used
return-to-normal message is generated when the signal for variables that

or variable’s value returns to within the pre-defined limit. ~ measure things like:
There are four different alarm limits that can be

configured in Bristol controllers: low-low, low, high, and  ® flows
high-high. e temperatures
e pressures
e equipment run times.
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Deadbands can be established around the
analog alarm limits so that the value can What are deadbands?
fluctuate slightly near the alarm limit

without constantly going into and out of an ~ We strongly recommend that you define
alarm state, and thereby flooding the deadbands around your alarm limits. Two

system with repetitive alarms. deadbands are supported, one is applied to the
high and high-high alarm limits, and one is

Example - alarm limits and deadbands applied to the low and low-low alarm limits.
Deadbands are ranges above a low limit, or

Let’s say we have a tank full of water below a high limit, in which a return-to-normal
which must be maintained at a certain message will NOT be sent, even though a
temperature range. A temperature process variable has returned inside the range
transmitter is mounted on the tank to defined by the alarm limits. This is to prevent the
measure the current temperature of the system from being flooded with alarm messages
water, and it has been decided that the if a process variable is fluctuating slightly

water temperature should be kept between around the alarm limit. Without a deadband
40.0°C and 70.0° Celsius. Any defined, every time the process variable enters or
temperature reading outside of that range leaves the normal range, a return-to-normal or
indicates an alarm condition. alarm message would be generated, thereby

flooding the system with repetitive alarms, even
The figure, below, shows a plot of the though the process variable has changed very
value of the variable measuring Celsius little. Deadbands are especially important on
temperature in the tank, as it fluctuates Systems using radios or satellite links, because
over time. Four alarm limits and two repetitive alarms would consume
deadbands have been defined. communications bandwidth.

Starting from the left of the graph, the value of the variable increases until it reaches 70.0° C, the
high alarm limit (see Item 1). At this point a high alarm message is generated, and the variable is
considered to be in a “high alarm’ state.

The value of the variable ::g::,'g:',:ﬁ:“":t"!,"o"s 90.0

continues  to increase. ~ High Deadband: 10.0

When it passes the high-

high alarm limit of 90.0° C O

a  ‘high-high>  alarm

message is generated (see ’ )

e 2. At s poin. e 5 SR,

then starts to decrease.

Although the value passes :

below 90.0°C, it is still Time Low Alarm Limit: 40.0

variable is considered to be
in a high-high alarm state.

Low-Low Alarm Limit: 20.0
Low Deadband: 10.0

Temperature (D_egrees C)

The value of the variable
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considered to be in a ‘high-high’ alarm state because there is a 10.0° high deadband in effect
(deadbands are shown as shaded areas on the graph.) When the variable value falls lower than
80.0° C point (90.0° C high alarm limit minus the high deadband of 10.0° C) the variable is no
longer in a ‘high-high’ alarm state (See Item 3). It is still however in a ‘high’ alarm state.

As the value of the variable decreases below 70.0° C, it remains in a ‘high’ alarm state until its
value falls below 60.0° C (70.0° C alarm limit, minus a 10.0° C high deadband). (See Item 4). At
this point, the variable is in its normal range, and a ‘return-to-normal’ alarm message is sent.

Then, however, the value of the variable continues to drop. When it reaches 40.0° C, a ‘Low
Alarm’ message is generated (See Item 5).

The variable remains in a ‘Low Alarm’ state until the variable value drops to 20.0° C. (See Item
6). This causes a ‘Low Low Alarm’ message to be generated.

The variable remains in a ‘Low-Low Alarm’ state until the variable rises above 30.0° C, (20.0° C
low-low alarm limit plus low deadband of 10.0° C). (See Item 7). The variable is still in a ‘Low
Alarm’ state, however.

Once the variable rises above 50.0° C (40.0° C low alarm limit + low deadband of 10.0° C), it has
left the low-alarm state, and a ‘return to normal’ alarm message is sent (See Item 8).

As long as the variable remains in the normal range (between 40.0 and 70.0° C), no more alarm
messages will be generated.

Logical Alarms

Logical alarms are a much easier concept to understand Logical alarms are used
because there are no limits or deadbands involved. These for variables that report
alarms are only generated when a Boolean variable or things like...
logical signal enters its ‘in-alarm’ state. A return-to-normal
message is generated when the variable returns to its e valves OPENING or
opposite (non-alarm) state. CLOSING

e pumps STARTING or
The user chooses which state is the 'in alarm’ state when STOPPING
they configure the alarm. Either the alarm is generated when ¢ switches, relays, or
the signal or variable becomes TRUE, or the alarm is electrical contacts

generated when the alarm becomes FALSE.
A typical example for a logical alarm would be an electrical switch which turns ON in the event

of a compressor power failure. When the switch turns ON, we want to generate an alarm. When
the power is restored, the switch turns OFF and a return-to-normal message will be generated.
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Change of State Alarms

Change of state alarms are similar to logical alarms in that
they are used with logical signals or Boolean variables. The
difference is, that they only enter an alarm state when they
change. A change of state from either ON-to-OFF (TRUE-
to-FALSE) or OFF-to-ON (FALSE-to-TRUE) causes an
alarm to be generated.

You might want to use a change-of-state alarm if you had a
critical process, and you always wanted to know when the
process started and when it stopped. An everyday, real-
world example of a change-of-state alarm is the bell you
hear when you open and close the door at the entrance of a
store or shop. The storekeeper has that bell so that they
know whenever the door is opened or closed.

Change-of-state
alarms...

e are generated
whenever the logical
state of the variable
changes.

e return to normal only
occurs when the
alarm has been
acknowledged by the
operator.

Because there is no ‘normal’ state for these alarms, a return-to-normal message is only generated

when the alarm has been acknowledged by the operator.

Where can | get more information on configuring

alarms?

For Network 3000 users, a general discussion of alarm concepts is included in An
Introduction to ACCOL (document# D4056). Information on configuring those alarms
in ACCOL Workbench is included in the ACCOL Workbench User Manual (document#

D4051).

For ControlWave users, see the ControlWave Designer Programmer’s Handbook
(document# D5125). Also see the ControlWave Designer online help for the individual

alarm function blocks.

You should also review the alarm configuration information in the OpenEnterprise
Reference Guide. Of particular interest is the Alarm Condition Tool section, which

describes how to configure local alarms.
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Example 1 - Starting the Alarm Viewer and Viewing All
Incoming Alarms

On the OE workstation, start the OE Alarm Viewer by clicking as shown, below:

Start = Programs = OpenEnterprise = Views - Alarms

Something called the OE Alarm View Container will appear. It’s called a container because it
doesn’t include the alarm view information in it yet.

e The first thing you need to
do is go into Configure
Mode by clicking on the
‘Configure’ button.
NOTE: The Configure
menu bar item will be
replaced with a menu bar
item called ‘Runtime’; this
is similar to Configure /
Runtime modes used in
OE Graphics; when you
see ‘Runtime’ you’re in
Configure Mode, and
when you see ‘Configure’
you’re in Runtime Mode.

e Right-click in the center of
the container, and click on
“Properties” when it

pops up.

OpenEnterprise for Beginners

Untitled - OEContainer

This menu bar item allows you

to toggle between ‘Configure’ mode
and ‘Runtime’ mode. Currently,
‘Configure’ mode is Active.

A
]

Propertics...

Alarm Client - Configure Mode

questionabletime

loggedtime acknowledgedtime priority

Right-click within the window,
to bring up the pop-up menu,
and click on “Properties” to
activate the OE Alarm Client
Control Properties dialog box.
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From the ‘Databases’ tab, click on [Add...]

e The OE Alarm Client Control Properties
dialog bOX Wi” appear' Historical Time Zone Filter Prirt Pmparties
General Attributes Display Fant Sound
e Click on the ‘Databases’ page, and then pee D S —
click on the [Add] button.
e The Add Data Service dialog box will What's a data service

appear. again?

* Enterthe Data Service for this OF We haven’t really talked about this since Chapter
Database, and click on [OK]. 4, so it’s fair to have a refresher. The default data
service for the OE Database is:
Add Data Service 9
- ‘servername:rtrdbl’
where:

Data Service:

| ttrbl |

servername: is replaced with the name of the
Lok J[ concel |[ Hep | computer on which the OE Database resides, or
the IP address of that computer, or a name defined
in your Windows™ Hosts file which resolves to
that IP address. (the servername: portion is
omitted if you are running this copy of Alarm
Viewer on the computer that contains the OE

Database.)

OE Alarm Client Control Properties E'
The data SerVice yOU entered Wi” now be Histarical Suppression Time Zone Filter Print Properties
visible in the ‘Databases’ page of the OE o Dl o [ [T Tey
Alarm Client Control Properties dialog box. SOLER LEl LR

thrdb1 [ Add..
e Click on [OK] to close that dialog box [penere ]
QK l [ Cancel ] [ Apply ] [ Help
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e Now, click on the “Runtime” item in the menu bar, and alarms should be displayed in the

window. You now have a realtime alarm view.

Untitled - OEContainer g@
File View Configure Help
DA s ¢
id descfiption name alarmtext occurencetime questionabletime loggedtime
2 COMMUNICATIONS STATUS CW7  CW7 CW7OKAY 11WJUN-2007 08:57:00077  FALSE 11-JUN-2007/08:5
1 VERSION MISMATCH CW7 oWy MISMATCH CLEARED  07JUN-2007 12:24:58.253  FALSE 07-JUN-2007 135

Alarms: 2

UnClr: 0 | UnAck: 2 | Ack: 0

.

if you need to return to ‘Configure’ mode,
click here

Number of
active alarms

Number of alarms
which haven't returned
to normal (Uncleared)

Number of unacknowledged
alarms

Number of acknowleged
alarms

| don’t see any alarms. What did | do wrong?

Maybe nothing. There might not be any alarms. Remember that alarms only appear if
something changed down in the RTU to generate them. You can verify whether or not
alarms exist by using Database Explorer to examine the AlarmSummary table. All current
alarms displayed in the Alarm Viewer come from that table. There are a few other reasons

why you might not see alarms:

1) Did you forget to specify the OE Database containing the alarms in the ‘Databases’
page of the OE Alarm Client Control Properties dialog box? If you don’t specify the OE

Database, you won’t see any alarms.

2) Are you still in Configure Mode? In order to see alarms you must be in Runtime Mode.
You can tell you’re in Runtime mode if it says ‘Configure’ in the menu bar of the Alarm

Viewer.

3) Are the alarms you expect to see being filtered out?
If you, or someone else, have changed the filtering criteria for the alarms, the alarms you
expect to see might not be displayed. The concept of alarm filtering is outside the scope of
this manual; for more information, please see the OE Alarm View section of the

OpenEnterprise Reference Manual (document# D5092).
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Example 2 - Acknowledging Alarms

This example assumes you have the Alarm Viewer up, and it currently has active alarms in it.
(See Example 1 for help on setting up the Alarm View).

To acknowledge an alarm:

Right-click on the alarm that you want to acknowledge.
Choose “Acknowledge” from the pop-up menu.

If the alarm has also returned to normal, it will be removed from the Alarm View.

Right-click on the
alarm you want to
acknowledge, then
click on “Acknowledge”
in the pop-up menu.

Untitled - OEContainer
File Wiew Configure Help
DEzEd & %

id

name alarmiext occurencetime gquestionable
2 COMMUNICATIOR ATUSCWY CwW7 CW7OKA 11-JUN-2007 08:57:00.077 FALSE
:I i — = ARED O 00 g A

Adknowledge

Suppression »

Acknowledge Al
Suppression Al »

Timed Mute...
Refresh

Resize Columns
Export Data
Print

To acknowledge ALL the alarms in this Alarm Viewer:

Right-click on one of the alarms that you want to acknowledge.

Choose “Acknowledge All”” from the pop-up menu.

You will be prompted to confirm that you want to acknowledge all alarms. Click on “Yes”
and all alarms in this Alarm Viewer (either visible, or which you can scroll to) will be

acknowledged. Any alarms that have also returned to normal (cleared) will be removed from
the Alarm Viewer.
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What is the difference between an alarm being
‘cleared’ and an alarm being ‘acknowledged’?

These are two very different things. If an alarm is cleared, it means that the condition that
caused the alarm no longer exists. For example, if the alarm was generated because a
temperature went too high, but then the temperature returned to the normal range, then the
alarm is cleared. Just because an alarm has cleared though, doesn’t mean that the alarm
will be removed from the Alarm View. That’s where the concept of alarm
acknowledgement comes in.

In order for an alarm to be removed from the Alarm View, it must have been cleared and it
must have been acknowledged. Acknowledgement means that the operator must have
recognized the existence of the alarm. This is required because you don’t want an alarm
condition occurring, then returning to normal, without anyone knowing about it, because it
could mean something serious is occurring in your plant or process. (NOTE: If desired, the
system can be configured to automatically acknowledge alarms of lesser importance,
without operator intervention.)

All my alarms have the wrong timestamp on them.
What's wrong?

Check the OE Alarm Client Properties dialog box ‘Time Zone’ page. Make sure you have
selected the correct time zone.
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Example 3- Changing the Attributes Displayed in the

Alarm Viewer

This example assumes you have the Alarm Viewer up, and it currently has active alarms in it.
(See Example 1 for help on setting up the Alarm View).

The information displayed as part of the alarm message in the Alarm Viewer comes directly
from columns (attributes) in a table from the OE Database. By default, all attributes from the
Alarmsummary table are included in the alarm message.

You can change this, so that only those attributes you are interested in are displayed.

By default, all attributes are selected.
You can click on [Remove All] to de-
select them all, and then add back only
those which you are interested in.

OE Alarm Client Control Properties

Histarical Suppression Time Zone Fitter Frint Properties
General Databases Pitributes Display Fort Sound
Areailable Attributes: Selected Attributes;
accesgaea ~ occurencetine
acknowledgedtr — hane
acknowledgedtir— » walle
alarmcondition [ Add ﬁ\! ] [Hemnve ,.-_‘-.,||] Ltz '\\ . )
alarrnlirit ackrowledged The order in Wh,'Ch
alarmtest attributes are displayed
attribute onthe alarmline is
audiblesound - determined based on their
audiblezoundrep [ Colors... [ Aliazes... ] order in this list. If you
baze w want to change the order,
just drag the attribute to the
desired position in the list.
[ oK ] [ Cancel ] [ Apphy / ] [ Help
|

Select any attribute(s) you want to

have displayed in the Alarm Viewer
from the “Available Attributes” list box,
then click on [Add] and they will appear
in the “Selected Attributes” list box:

e If you are in Runtime Mode, you need to go into Configure Mode by clicking on the
‘Configure’ button.

e Right-click in the center of the container, and click on “Properties” when it pops up.

e The OE Alarm Client Control Properties dialog box will appear.
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e Click on the “Attributes’ tab, and the Attributes page will be displayed.

e By default, all attributes are included. You can tell whether or not a particular attribute is
included by looking at the “Selected Attributes” list box. Any attribute included is
displayed there. You can click on [Remove All] to remove all of the attributes, and then add
back only those you’re interested in by selecting them in the “Available Attributes” list
box, and then clicking on [Add].

e The left-to-right order in which attributes are displayed in the Alarm Viewer corresponds to
the top-to-bottom order in which they appear in the “Selected Attributes” list box. You can
drag individual attributes within the “Selected Attributes” list box to adjust this order.

How do | know which attributes to include?

That really depends on the type of information you want. Most people will want the
following, as a minimum:

occurencetime The time the alarm was generated.

name The name of the signal which went ‘into alarm’.

value The current value of the signal.

units The engineering units associated with that signal (if
applicable).

acknowledged The acknowledgement state of the alarm (i.e. has the operator or the
system acknowledged that the alarm has occurred).

cleared If true, the signal is no longer in an alarm state.

description Descriptive text about the signal in Alarm.

condition The condition (limit) that caused the alarm (e.g. High, LowLow)

There are many other attributes you could include. For a full description of what all these
attributes mean, please see the alarmsummary table description in the OpenEnterprise
Schema Reference Manual.

Enter a file name here —

When you’ve finished setting up the Alarm
Viewer the way you want it, be sure to save it!

You can save the configuration of your Alarm D [
Viewer in an Alarm View (*.AC) file. Just ly et

click on File = Save As... while the Alarm €]

View is visible, and enter a name, when =

prompted, then click on [Save]. You can then
open that AC file configuration in the Alarm

Viewer at any time by specifying that as the 5
“Config File” on the ‘General’ page of the OE |
Alarm Client Control Properties dialog box. ”‘:ém A, = -_jj;

You can also include the AC file as part of an
OE Desktop, which we will discuss in Chapter 9.
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Example 4 - Viewing the Alarm/Event History

IMPORTANT: If you have already configured a Realtime Alarm View in the previous examples,
we recommend that you save that AC file and open up a new Alarm View file or else your
previous configuration will be erased by what you do in Example 4.

So far, as we’ve been using the Alarm Viewer, we’ve
been looking at all current alarms (i.e. alarms that i
either have not cleared, have not been acknowledged,
or both). It’s possible, though to look at the history of
the alarms. That is, we can look back at older alarms
that have already been both acknowledged and
cleared, as well as a journal of important system
events. This information is stored in the eventhistory

table.

e Click on the “‘General’ tab of the OE Alarm Client
Control Properties dialog box, and select the

“Historical” option.

OE Alarm Client Control Properties E|

Suppression Time Zone Fitter Print Properties
General Diztabases Atributes Display Fart Sound
Show mSecs [ &llows runtime configuration
Show column headings Auto resize columns
OE tenus: Usze sub-meru Data Type
O Reali
Config File: | | [BIDWSE... ]
[ QK ] [ Cancel ] [ Apply ] [\ Help
1

Choose “Historical” first,—\
before doing any other
configuration.

e To view the alarm and event history, configure the Alarm View as described in Example 1

(specify the “Database’, etc.)

e When you click on [OK] and go into ‘Runtime’ mode, no current alarms will be displayed;
instead the alarm/event history will appear.

File

Untitled - OEContainer

View Configure Help

Lexd & %

id
10
23
28
27
26
38
35
32
37
34
3
36
3
30

&

timestamp
T1-JUN-200

description
Client Connection: 127.0.0.
Client Connection: 127.0.0.

Client Disconnection: 127.0.0.
SYSTEM has Logged OM to Workstation 127.0.0.1
Client Connection: 127.0.0.1

Inserted calendar event Standand -

The Password has been changed for user PUBLIC PUBLIC
The Password has been changed for user SYSTEM SYSTEM
Inserted calendar event Standard -

The Password has been changed for user PUBLIC PUBLIC
The Password has been changed for user SYSTEM SYSTEM
Inserted calendar event Standard -

The Password has been changed for user PLUBLIC PUBLIC
The Password has been changed for user SYSTEM SYSTEM

Events: 40
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What other things can | do with the Alarm Viewer?

We’ve really only scratched the surface. There are lots of other features associated with the
Alarm Viewer. You can:

e Customize the colors in which alarms appear.
e Filter out alarms, so that only alarms that meet certain criteria are displayed.

e Associate particular displays with alarms, so operators can quickly call up displays
associated with an alarm condition.

For more information on these subjects, see the OE Alarm View section of the
OpenEnterprise Reference Manual (document# D5092).
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What is OE Desktop?

OE Desktop is an application that allows you
to pre-configure the “look-and-feel” of your
OpenEnterprise Workstation. It lets you
organize the screen so users can easily find the
information they need. OE Desktop controls
several different things including:

e The types of OpenEnterprise components
which will appear in windows on the
screen (displays, alarm views, trends, etc.)

e The size, location, and number of windows
on the screen.

Why do you call it a
‘Desktop’?

Nothing mysterious here. We use the term
desktop, because just as a physical desk has
different items on it (pieces of paper, books,
an appointment calendar, etc.) the computer
screen can have different windows on it
which contain various items (process
displays, alarm views, trend views etc.) Just
think of the OE Desktop as a way to organize
the different items appearing on the screen.

e The interaction of different OE components (for example, allowing pop-up menu items on
displays, to call up an alarm window or a trend).

Why use OE Desktop?

The advantage of using OE Desktop is that it allows you to
customize the appearance of the OE Workstation screen,
thereby making it easier to use. Operators can have a menu
of just the displays, trends, etc. that they need to see,
eliminating the need for them to search through a lot of

An OE Desktop file allows you
to pre-configure the “look-
and-feel” of your
OpenEnterprise Workstation.

extraneous information. The OE Desktop application saves

all user desktop settings in an OE Desktop File.

An OE Desktop file has the extension (*.OED). Although you can have any number of OED files
on your workstation, each of which can hold several different windows of information, only one
OED file can be active and running at any one time on a workstation’s monitor. NOTE:
Beginning with OpenEnterprise Version 2.50, if you have multiple monitors attached to the same
OE Workstation, you can run a different OED file on each monitor. Also, beginning with
OpenEnterprise 2.53, each user can have their own OED file, which is automatically loaded

when they log into OpenEnterprise.

Before You Begin

Before you start creating an OE Desktop file, you should have at least 2 or 3 OE Displays
(created with OE Graphics in Chapter 5) and an alarm view window (created in Chapter 8).
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Hopefully, you have some from when you went through those chapters. If not, you can use the
sample displays included on the OpenEnterprise CD-ROM. Otherwise, it doesn’t make sense to
create an OE Desktop, yet, because you wouldn’t have anything to put on it.

Example 1 - Specifying a Display that appears when
you start the Desktop

Often, people want to have some sort of graphical display start as soon as they open an OE
Desktop file.

e Start OE Desktop by clicking as follows:
Start 2 Programs = OpenEnterprise =2 DeskTop
The OE Desktop program will open, but it will be empty.

e Click on the ‘New Window’ icon (or click on Desktop > New), and the New dialog box
will appear.

Click on the ‘New Window’ icon (or use Desktop -> New)
and the New dialog box will appear.

m OpenEnterprise Desktop
i Nesktop Security  Help

Ded|s|?

Em OE Alarm Ribbon
ACOE Alam Yiew

AP OE Alam Printer Yiew
Q OE Motes Yiew

B OE Signal View
OCK0E SOL View

E OE Trend Yiew

&) OF Wb View

OE Control Display

HBlislol OpenEnterprise Display \

Windo

Type: | MDI Child ~

Mame: |Main Dizplay

Ready SYSTEM N\ 05:12PM

You can optionally enter a name for this window, here

Here you choose which type of
OE component you want to have
loaded into this window.
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In the “New’ dialog box, select the type of OE component you want to load into the window.
(For this example, we’re going to choose “Bristol OpenEnterprise Display’ but you could

choose any of the OE components listed.)

We can optionally enter a name that will appear in the title bar of the window in the

“Window Name” field. It’s actually useful to give it a name, because we can make use of

that name in a later example. We're going to call it 'Main Display'.

We now have an empty window on our desktop

which is configured to hold a ‘Bristol OpenEnterprise

Display’. The name ‘Main Display’ comes from

entering that text in the “Window Name” field of

the ‘New’ dialog box.

[P} OpenEnterprise Desktop - Main Display

E[i=1E3

Click on [OK]. You now have an empty OE Desktop that’s configured to hold a Display.

: Desktop File View Tools Security Window Help

;;Dﬁcﬂ\ém\

Main Display

-E Main Display I

SYSTEM 05:12PM

Click on File -> Open to specify
the display you want to have loaded
into this window.

\

Open

[Openl].

¢ Now, we want to load a display into the

Look jn: | 3 Displays

\ | @3 E-

Choose the display you want to
load in the window and click on

window. We’re going to use an Overview Mirite Lot
Display created back in Chapter 5. (If you Frezor

didn’t create that display, use a different
one.) Click on File > Open then choose

the display and click on [Open].

|

File name IOVEMEW gdf

Cpen I

Fies of ype: | OpenEnterprise Displays ["gef)

~| Canecal

OpenEnterprise for Beginners



Chapter 9 - Using OE Desktop

The display you selected, in this case Overview.gdf, will be loaded into the window.

e You should adjust the window, now, so the display appears exactly as you want it. You can
do this by dragging the window to the desired location within the desktop, maximizing the
desktop, etc.

Now that you have the display loaded into the ‘Main Display’
window, you should adjust the window so it appears exactly

as you want it to look. . You can maximize the

e e imixi|  OE Desktop so it fills
Desktop File iew Tools Security Window Help ‘ all the available screen
DS & 2| [~ space, if desired.

Main Display

You can maximize

the window, so it fills
the entire OE Desktop,
by clicking here. (This
is useful because it
fills the part of the
desktop not occupied
by docked windows.)

Talbot
Brown ®

Hill Top  Helenville
¢

Mitchell
Bf's Feak

KRS ASAS (Ra mari- - ¥

xYou can use the

horizontal and

vertical scroll bars

to adjust which parts

"] Main Display of the display are
[ozaem 4| visible.

Saving the OE Desktop File

Save Deskiop ?)x)

When you’ve finished editing the OE Desktop File, @ = nernE
and everything is sized the way you want it, you can s o
save it. @
e Click on Desktop = Save Desktop As... and )

enter a name for the desktop file, then click on S

[Save] and the desktop file will be saved. WQJ
OE Desktop files are saved with the file extension e M § =
(*.OED).
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We recommend you create a folder called ‘OESTORE?’, and that you create separate sub-folders
within it for storing OE Desktop files, displays, trends, alarms, etc. NOTE: Although you could

call these folders whatever you wish, we recommend ‘OESTORE’, because that is the standard

folder name used by our engineers for this purpose.

So what do we do with this desktop file now?

If you completed the last example, you now have an OE Desktop file containing a single
display. That window is NOT limited to just holding that one display. Here are some things you
can do with it:

e If you have pick points within that display, or customized menu items (which we will cover
in Example 3) you can call up other displays into that same window, or create new
windows for other OE components.

e You can add other OE components to that OE Desktop file. This allows you to configure a

whole screen full of items for the user (displays, alarms, etc.) We’ll talk about that in
Example 2.
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Example 2 - Adding an Alarm View to the Desktop

NOTE: In order to do this example, we assume you’ve already completed Example 1, and have
saved an OE Desktop file. We also assume that you have an Alarm View (*.AC) file already

created (See Chapter 8).

Now we want to add another OE component window to our existing OE Desktop file. In this
case we’re going to add an Alarm View, but we could use any of the supported OE components

(another display window, a trend window, etc.)

Opening Up an Existing Desktop File

e To start, open up the OE Desktop file created previously by clicking on:

Desktop - Open Desktop...

and select the *.OED desktop file you created earlier. -or - you can click on:

Desktop > Recent Desktops

and select from the desktops shown in the pop-up menu.

[ opentntesprise Desktop - Main Display E@E
Desktop Fie View Tools Searity Window Help
(a & ¢

Gas Company (NMSCGC)

Erown

MNMSCGC Garmett
Control L]

M Center
¢

Hill Top  Belenville
® ]

Talbot
L

Open a new window to hold the new OE component

e To open the new window click on:
Desktop = New

The ‘New’ dialog box will appear.

9-6

Why are we opening up a second
desktop via Desktop = New?

We’re not really. It may be a little confusing,

but we’re actually just opening up a new
window within the same Desktop.
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Choose the type of component and the type of window

In the “New’ dialog box, complete the fields as
described, below:

e Choose the type of OE component you
want to bring into the window. In this case,
we are choosing ‘OE Alarm View’.

e Choose the type of window: ‘MDI Child’,
‘Docked’ or ‘Floating’. Choose ‘Docked’.

e Optionally enter a name for the window in
the “Window Name” field. Here we’re
using the name ‘Alarm Window’ but you
could choose any name you want.

e You can enlarge the dialog box to specify
additional characteristics of the window by
clicking on [More>>] but we’re just doing
a basic desktop so we won’t do that for this
example.

e Click on [OK] to create the window.

Different types of windows...

The term MDI is a Microsoft® term for
multiple-document interface. A MDI child
window is a window that can’t be moved
outside of another window. The other window
is called the parent window. For our purposes,
the parent window is the OE Desktop.

When a ship comes into port, and is tied up to
the pier, it is attached to the pier with ropes, i.e.
docked, so it doesn’t move around. A docked
window means the window is attached to a
particular side of the desktop; it doesn’t move
and can’t be dragged to other areas of the
screen.

Going back to our ship analogy, just as a ship
that isn’t tied up to the pier can float by itself,
and can be towed around the harbor, or even
out to sea, a floating window can be dragged
around the screen, even outside the confines of
the OE Desktop. A floating window will
always appear on top of any MDI or docked
windows.

Choose the type of OE component
you want to occupy the new window.

Em OE Alarm Ribbon

ACOE Alarm View

AP OE Alarm Printer View

ﬂ OE Motes View

I8 OE Signal view

OCX DE S0L Yiew

[ DE Trend View

& O web View

OE Control Display

E Eristol OperEnterprize Disphd

indou
Type: Docked v

Name: | &lam window|

Choose the
window type
‘MDI Child’,
‘Docked’ or
‘Floating’. For
this example,
we're going to
choose ‘Docked’.

Optionally, enter a name

for the window here.
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Open a file of that component type in the new Window

Now you have a new empty window on your OE Desktop. This window is configured
exclusively for holding the type of OE component you specified. (If you try to include an OE
component of a different type, you’ll get an error.)

= OpenEnterprise Desktop - [Main Display]
: Desktop File View Tools Security Window Help ==

DwH |32

id description name alarmtext occurencetime questionabletime loggedtime acknowledgedtime priority

/ SYSTEM 10:52 AM

A new window is created. We named it ‘Alarm Window’
but you could have entered any name you wanted. It is
‘docked’ to the bottom of the OE Desktop, and is
currently empty.

Choose the file you want to open,
then click on [OK].

Click on File = Open from the menu bar, to

include a file, of the component type =
previously specified, in the new window you },
created. In our case, we said this would be an Bl
‘OE Alarm View’ window, so we need to o
insert a previously saved Alarm View file Ll
(*AC). )

My Dlocuments

MyI%mer

@ File name: ‘mya\arms ac hd ‘ Open
My Network | Files dbMOE Az Visws .ac) v [ Cenca |

—Make sure you are opening a file of the
correct type. In this case, it must be an
OE Alarm View (*.AC)
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The file you select will be opened within the new window.

= OpenkEnterprise Desktop - Alarm Window - [Main Display]

% Desktop File View Tools Security Window Help

NEH| &

Northeast Midwest Southern Consolidated
Gas Company (NMSCGC)

Brown

Hill Top
. — | -
£

y Main Display

Bel ville/

occurencetime

name
12-JUN-2007 08:32:54 300 CW7

value
FAILED

uni

acknowledged

o ‘ 

Alarms: 1

UnClr: 1 Unack: 1 Ack:0 | SYSTEM 10:54 AM

Our Overview.gdf
display is maximized
in the ‘Main Display’
window. We can see
other parts of it by
moving the scroll bars.

The ‘docked’ Alarm Window now
includes actual alarm data

Click on Desktop = Save Desktop to save your modified OE Desktop file.

You now have an OE Desktop file with a main window for holding displays called '‘Main
Display', and an alarm window for displaying your current alarms called 'Alarm Window'. If
desired, you could add some additional windows for more components (trends, for example),
however, remember that although there is no fixed limit on the number of windows within the
desktop (other than available memory) adding too many windows may overwhelm the user.
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Example 3 - Creating an OE Desktop that Includes
Menu Items for Displays

Suppose you have several displays, and you want to create menu items for accessing the displays
within the desktop. That way, the operator can easily select which displays they want to see.

To do this, start OE Desktop (if it's not currently running) by clicking as follows:
Start 2 Programs = OpenEnterprise = DeskTop

Now, open up the desktop file we created earlier, in Example 2, by choosing Desktop = Recent
Desktops, and selecting the filename.

You now have the desktop we created earlier. NOTE: You don't have to use that desktop, it's just
easier to build on the previous example.

Now, we need to start making menu items. Click as follows:

Desktop = Customize

= OpenEnterprise Desktop - Alarm Window - [Main Display] |:||E|[5__(|

=14

Desktop File View Tools Security Window Help -
i Ovew... Ctrl+h
= Cpen... Ctrl+0

1myalarms.ac
2 C:\OE Storel... \Overview.gdf
3 SEASIDE DRIVE.gdf

COpen Desktop. ..
Close Desktop
Save Desktop Ctrl+5

Save Desktop As...

Recent Desktops 4

Wiew L4
— Made 4
é Print Setup...

Bl
M
2

o Default Files... Ctrl+D units acknowledged

12- FAILED  FALSE
Exit

15

ICustomize desktop settings Alarms: 1 UnClr: 1 | UnAck: 1 | Ack: 0 | SYSTEM 11:00 AM
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The OE Desktop Properties dialog box will appear. In the ‘Menu’ page, click on the [New...]
button.

This list shows the menu items
which appear in the menu bar
of the OE Desktop. (If an item
isn’t checked, it isn’t currently
visible).
OE Desktop Properties

Menu |Qesk‘top Aci

2 Docs || Window Stacks

Menu state for filgh:

Desktop K
File
curty

Window
Help

To rearder itemks,
drag and drop onthe
menu bar itself wijle
this properties dislda

is active

Set check to display tem
[ OK ] [ Cancel ] -

We want to add a new menu bar \

item called ‘Displays’ so click on
[New]

Enter the name
‘Displays’ then click
The New Menu Item dialog box will appear. Typethe ~ On [Configure...]
name ‘Displays’ in the “Name” field. (This defines the New Menu Item
name that will appear in the menu bar of the OE
Desktop). Now click on the [Configure...] button.

M armer |DiS|3|a}'S | [ Canfigure. . ]

Diigplay in empty desktop too

[ Ok, ] [ Cancel ]
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The OE Menu Editor will be called up.

In the Menu Editor, right-click on the *Menu’ icon,
and a pop-up menu will appear. You have some
choices about what you want to do:

e If you want to have the user be able to perform
something from this menu item, such as call up a
display directly, choose ‘New Command’. The
user would call up the display by clicking on
Displays = display name.

e If you want to have the menu item call up another
part of the menu (called a group) which contains
your display choose ‘New Group’. The user would
call up the display by clicking on Displays =
group name > display name.

e |If you want to insert a separator line between menu
items, choose “‘New Separator’.

Right-click on the Menu folder icon.

¥ Menu Editor

Fop-up menu hierarchy:

Direct Invoke [ Insert Before Parent Menu
Group

[ Invoke &ll Submenu [tems Enable/Dizable

indow

Marme:

Choose ‘New Command’

¥ Menu Editor

Pop-up menu hierarchy:
o]

For purposes of this example, we’re going to choose ‘New New Group

Command’ first.

When we do so, a new menu item will appear in the menu

hierarchy, called ‘New Command’.

e Type in the words *System Overview’ since we want

our first display to be the Overview display.

9-12

Mew Separator

Copy

Type in ‘System Overview
here.

3 Menu Editor

Pop-up menu higrarchy:

% Menu Editor

Pop-up menu hierarchy:
‘ =] Meru

Spztemn Overview
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e Inthe Command “Target” list box, choose ‘Bristol OpenEnterprise Display’.
e Choose ‘Load File” in the “Action” list box.

e In the 'Window' portion of the dialog box, enter the name of the window into which you want
to load this display. Since 'Main Display' is the only window we have configured to hold
OpenEnterprise displays, that's the name we enter. (NOTE: We chose the name 'Main
Display' in an earlier example on page 9-3).

e You can optionally enter a title for the display, which will appear in the title bar of its
desktop window by clicking on the [Caption] button, and entering the title there.

First, choose ‘Bristol OpenEnterprise
Display’ in the “Target” list box.

Specify here the window into
which you want this display
loaded. Since we only have

one window in our OE Desktop
for displays (called ‘Main Display’)
that's the one we specify.
™ Menu Editor

Next, choose ‘Load File’ in the
“Action” list box.

Pop-up menu hierarchy:
= Menu

B System Dverview

[ Direct Invake [Inser Befare Parent Me;
Cormrnand

Target: |Erisln| OpenE nterprize Display " [Enablex’Dlsab\e]
»
o | Lood Fie v s || Optionally, you can call up the
wing Caption dialog box and enter a

Nare: [Main Dispay | [_ceptin.. name that will appear in the title
[Nopaert | bar of the window for this display.

c

Finally, click on the [Configure] button.

e When you have finished completing these fields, click on Use this button to navigate

the [Configure] button. The Load file dialog box will to the desired file, via the Open
appear. File dialog box.

Load file

e Specify the path and file name of the display you want to be
activated by this menu selection. (Alternatively, you can use
the [...] button to locate the desired display, and select it in
the Open File dialog box.)

File: | Overview.gdf

Path: |E:\DE StareDisplaysy |

Alwayz Reload Thiz File:  []

[ Ok, H Cancel ][ Help ]
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e Click on [OK] when you’ve finished.

Congratulations! You’ve just created your first menu item. ~ Now the OE Desktop has

a ‘Displays’ menu bar item,
with ‘System Overview’ as
the menu choice.

[T OpenEnterprise Desktop - Main Display

Now you’ve got a menu item for calling up the Overview
display. Let’s say that you also have three more displays
that relate to water filtration units, called filterd, filter2, and e

filter3. If you want to have menu items at the top of the i[;s“”f e Sy nden Hes
menu hierarchy for each of the filters, you could create them | — = il el

exactly as we did for the Overview display, just specifying a

different file to be loaded.

Alternatively, you could do what we’re about to describe next, which is to add a name in the
menu (in this case ‘Filter Displays’) to group those menu items together.

If you’ve already exited the Menu Editor, call it up again by choosing the ‘Displays’ item in the
menu page of the OE Desktop Properties dialog box, then click on the [Edit] button.

First, we’re going to create a separator in our menu. To do this, right-click on the ‘Menu’ icon,
and choose “New Separator” from the pop-up menu. (This is optional, you don’t really have to
have separators in your menus.)

What's a Separator? "4 Menu Editor

A separator is just a gray line that divides up Popeup menu hisrarchy:
selections in the menu. In fact, the picture at right, 5 BBE en command
which describes how to create a separator, actually New Group
happens to have a separator in it, (between the New Separator
“New Separator” and “Copy” menu items). Copy

. Choose ‘New Group’
Now, we need to add a new group to our menu (a new group is

nothing more than just a name for another part of the menu.)

" Menu Editor

Pop-up menu hierarchy:

. . . = Ea[[Em
Click on the “Menu’ icon, again, and choose _“New Group”_ from %
the pop-up menu. The name “New Group’ will now appear in the New Separator
menu. Copy
Type in . :
Backspace over that, and enter the word ‘Filter Displays’ 1 Menu Editor

Fop-up menu hierarchy:

‘Filter Displays’ since we want to group
together the filter displays for our plant. @
Separator

Pl i 1 L B iR S
EE Menu - . y
[0 System Overview The ‘Filter DISp|ayS

W=S1hic ool menu item will call
up another menu (a
list of the filter displays)

= Menu
B System Overview
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‘ )
.If\low y?]u ?eﬂe_ld ??Itaddd.a S?paratethNeW Comn’ldand Pop-up menu hierarchy: NOW yOU need tO add
or each of the fiter displays In the group, and Bl =/ a‘New Command’ under
configure them similarly as you did the Overview B the Filter Displays for each
display: B e Of the filter displays.
R Menu Editor Now, you have
i . three new menu
- - Pop-up menu hierarchy: ' h
. You‘ must specify a name in place of = B e items one for each
the ‘“New Command’. B Sy O of the three filter
= e Dl displays.
113 1 | @FillerZ
. I?] the C‘om_mar|1d Target Il_st box, B e | Again, we want
choose ’BI’IStO OpenEnterprise | to load our display
Dlsplay . DCEI::::I’:;VUKE [ Insert Before Parent Menu IntO our dISp|ay
Target: |Bristo|DDBnEntarprise Display )'{/[EnahlefD\sahle] WIndOW that IS
otion [ Load Fle 7 called ‘Main Display’.
“window
MName: |MainD\spIa_d | [ Caption.. N —You can Op“ona”y
specify a title for the
window here.
e Choose ‘Load File’ in the “Action” list box, Load file X

and use the [Configure] button to specify the
actual display file.

File: | Fiter!. o |

Path: |E:\DE StorehDisplaps’ |

Alwaps Reload This File: [

[ k. ” Cancel ” Help ]

When you’ve finished for each of the three filter displays, your OE Desktop menu for the Filter
Displays will now be complete. You can use the same process for adding other menu items to the
OE Desktop. NOTE: We’ve used displays, but you could have used the same basic method to
load trend files, alarm files, etc.

= OpenEnterprise Desktop - Main Display Note the Separator

added earlier

: Desktop File Security Window Help | Displays

Ev System Overview
NEE & 72 v
Filter Displays 3 Filter 1
Filter2

Filter3

Now the user can call

up any of the filter displays
from the menu items we
created.

e Save the desktop file using Desktop - Save Desktop As...
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Can | use this OE Menu Editor in other places?

Yes. Although we’ve been talking about the OE Menu editor with respect to
loading displays in the OE Desktop, it is possible to use it to configure menu items
that pass parameters between different OE components, that call other OE
programs, and that call up third-party Windows applications. For more details, see
the OE Menus section of the OE Reference Manual (document# D5092).
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Why Establish a Security Policy?

A properly implemented security policy can help protect your system from accidental changes or
deletions to configuration tables or other critical areas of the database. We strongly recommend,
therefore, that every System Administrator establish a security policy for all users of
OpenEnterprise Server and OpenEnterprise Workstation(s).

NOTE: If this is an all-new OpenEnterprise system, you probably want to wait until the system is
fully configured, and ready to go into service, before you implement the security policy.
Otherwise, certain configuration activities will be rather cumbersome, because the person
configuring the system would regularly need to sign into the system.

OpenEnterprise Security configuration is divided up into two major parts, each of which has
various steps:

e Use the Security Configuration Tool to create users and groups at the OpenEnterprise
Workstation. Assign each user a username and default password (which they will change).
Also, specify access privileges for particular OpenEnterprise components for each user or
group of users using tokens (which we'll talk about later).

e Defining table and view access for users and groups at the OpenEnterprise Server.

What are Users and Groups?

Users

A user is any person who will be able to log on at an OpenEnterprise Workstation. Before you
do any configuration, you need to think about your staff, and make a list of all the potential users

ot your system.

Qptions  Help
Each user will have a name (called the Username) and a
password which they must type in, whenever they log Usemame: ||
on at an OpenEnterprise Workstation, using the Password:
OpenEnterprise Login Client.
[ Change Password ] [ Log out ] [More 53> ]
rirdb1 SYSTEM

NOTE: In addition to the users you define, every system also has two special users already
created called SYSTEM and PUBLIC. We'll talk about them more later.
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Choosing Usernames and Passwords:

Usernames

A username is just a name that is used in OpenEnterprise to refer to this OE user. The
name must be unique within the system. For example, if we have a person named
Robert Johnson, his username could be BOB. If we had a Robert Johnson and a Robert
Jones, each would need different usernames, so one could be BOB, and the other could
be ROBERT, or you could use their last names (JOHNSON and JONES).

Passwords

Each username must be associated with a password. A password is just a combination
of letters and/or numbers that a user must enter each time they log into an
OpenEnterprise Workstation. The System Administrator can institute rules like ' a
password has to be at least 8 characters' or ' a user has to change their password every
60 days'. We'll talk more about those rules later when we get to the 'Accounts' page of
the Group / User Properties dialog box. When choosing passwords you want to try to
choose something that you can remember easily, but is not easy for someone else to
guess. According to experts, the best passwords are mixtures of letters and numbers
rather than words that can be found in the dictionary. Make sure it's something you can
remember, though. If a user forgets their password, the System Administrator will need
to issue a new one for them.

Why do we say 'Log in' or 'Sign On' anyway?
Both 'Log in' or 'Sign On' refer to a person typing in their Username and Password
to gain access to some part of the system. We say 'Log in' or 'Sign On' because
OpenEnterprise records the fact that a particular person signed in (or attempted to
sign in) on a particular OE Workstation. Similarly, when a person logs off, or signs
off, it records that fact as well.

Groups

Once you know who all your users are, we recommend you organize the users into different
categories called groups. For example, you might create a group of users called OPERATORS
which refers to all the people who are plant operators. You might also create another group
called ADMINISTRATORS who are the plant managers.
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Some examples of possible groups appear below (You can name the groups whatever you want):

e ADMINISTRATORS - Every system should have a System Administrator who has full
access to the entire system. Administrators are typically also responsible for security
configuration. Only someone with administrative responsibilities for the entire system should
be able to configure security, because they would know who should have privilege to access
particular portions of the system. You might have more than one System Administrator, but,
in general, you want to limit this to a small number of people.

e ENGINEERS - You might have engineers who are responsible for programming the system,
modifying the Database, configuring displays, and trends. They would typically be given
access to the entire system except for security configuration tables, which are reserved for
the System Administrator.

e OPERATORS - Operators would typically be the largest group of people using your
SCADA system. They monitor processes in your plant, view displays and trends,
acknowledge alarms, and take actions, as necessary, to ensure things are running smoothly.
You might want to prevent them from deleting files or making major changes to the
configuration, which are reserved for the engineers.

e VISITORS - You might have other people who need access to the system, but you want to
significantly limit what they can do. For example, you might have operator trainees, who are
still learning their job. Or you may occasionally have visitors to your facility for whom you
have to demonstrate the SCADA system, and you want to allow them to call up a few
displays, but you don't want them to be able to change anything. These people would have
very restricted access.

IMPORTANT: The Database Project Builder offers a set of standard Group (including some of
those shown above), all pre-configured. You may want to consider using them instead of creating
groups on your own.
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Everyone is a member of the DEFAULT group. No matter what other groups a
user is assigned to, they remain a member of the DEFAULT group.

IMPORTANT: In addition to any groups of users you create, there is also a special group called
DEFAULT. Every user is automatically part of the DEFAULT group, and cannot be removed
from the DEFAULT group. Because everyone is part of the DEFAULT group, you need to make
sure that the DEFAULT group has the fewest privileges of any of the groups. Also, privileges
granted in the DEFAULT group, are available for everybody, and can't be taken away even
when people are assigned to different groups, because they still remain in the DEFAULT group.
If this confuses you, pretend you work for a big company with hundreds of employees (maybe
you really do). Let's say everyone in the company might have a badge to let them enter the
building (that's the DEFAULT). In addition, certain employees might have special keys that let
them enter special areas of the building, i.e. they are members of other groups besides the
DEFAULT group.

No matter what group they may be in,
everyone also has the privileges of the
DEFAULT GROUP, because every other
group is a sub-set of the DEFAULT GROUP.

ADMINISTRATORS ENGINEERS
GROUP GROUP
DEFAULT
GROUP

OPERATORS
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Creating Users and Groups

First, let's do a little planning. Make a list of the people who use our SCADA system, and choose
a single word username for each person.

Full Name: Username: Job Description:

Robert Johnson BOB SCADA System Manager
James MacDonald JIM Operator - 3" Shift
Thomas Nguyen TOM Operator - Weekends
Vijay Patel VIJAY Weekend Shift Engineer
Donna Rodriguez DONNA Operator - 2" Shift
Andrew Smith ANDY Operator - 1* Shift
Frederick Winchell FRED Weekday Shift Engineer

You can see from the table, above, that we have a staff of seven, so we'll need to create seven
users. Of those seven users, we have:

e One manager Using groups makes it easy to specify
e two engineers privileges for multiple users.
e four operators Otherwise, you'd have to specify

privileges for each user individually....

Although not required, to simplify configuration, we're going to assign these users to groups.
We're going to have an ADMINISTRATORS group for the one manager, an ENGINEERS
group for the two engineers and an OPERATORS group for the four operators.

Why use groups? Each Operator is going to need access to the same sets of things. The same is
true of the Engineers. Finally, the manager is going to be in a special group that allows access to
the security configuration tool. Defining groups makes it easier to set or modify privileges for
more than one person at a time.

Now, let's proceed to actually create these groups and users. To do this, we need to use the
Security Configuration Tool in the OE Toolbox.

Starting the Security Configuration Tool

First, open the OE Toolbox by clicking on Start 2 Programs = OpenEnterprise = Toolbox
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% rtrdb1 - ToolBox

S[(=1[E]

File Security Help
SUNEG = B
+
Alarm Alarm Priorites  Archive Files  Calculations  Diaries and
Conditions Calendars
g % ]
E Beenl %ﬂ 2»% ﬂ
R
NW3000 MNW3000 NW 3000 OPC Client Patterns
Setup Signal Builder Templ... RDIL

Within the OE Toolbox, double-click
on the 'Security Config' icon, and the
Security Configuration tool will start.

Creating Groups

To define a group, right-click on the
'‘Groups' icon in the left pane tree of the
Security Configuration tool. The word
‘New Group' will appear. Type a name for
the new group. (In this case we will
choose the name 'ADMINISTRATORS'
since that is the first group we want to
create. NOTE: You might already have a
group called ‘“ADMINISTRATORS’ since
that is one of the default security groups
created by the Database Project Builder.
If so, you can choose a different name.
When finished, press the [Enter] key.)

Security Configuration

s — T

I EE
Historian Locked Messaging MW 3000
CObjects Archives

Security
Config

N

Reporting

ok e

Security Group  Signal Builder
Privieges

F%5 i,

MW 3000
Monitor

Suppression
Groups

Double-click on the
‘Security Config’ icon

e LAt Toos e

& secuaiy Corig

Usen

Fulllame  Desonpbon Gioup

. Bonn
e h
' B
T
o AT
i ] Access A
) Secunty oty To start creating
Dela Gioup a new group, right-
7 gﬁuguc click on the ‘Groups’
a1 icon and choose
% o BT “New Group’ from the
Aeces:  Add Default Groups
pop-up menu.

Group  FulMame  Description
RAlAOMINISTRATOR

10-6

Type a name

for the new group
in the box that
appears in the
other window pane.
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The 'Properties’ page of the Group Properties / User Properties dialog box will appear with the
name 'ADMINISTRATORS' in the title bar.

These fields don’t apply when

This is the name
of the Group.

You can add additional
text about the group in N\
these fields. (Optional)

These fields don’t apply~<
when defining groups.

%
T

Verfy Passwd)

ACCESSAREA refers to ____ 1| sccecimacy

areas of the OpenEnterprise
Database. We won't cover
this right now.

Group privileges

\ defining groups.

Group Properties - ADMINISTRATORS

Configure group privilsges
Logd-£ETFle

OPC tem Token
cess Areas

Application Token Custom Token

AdminigizpHeh
[[1Changs Password At Next Logon

[] erCsmmat Chare Possword | | |

[[] &grount Disabled

/ /v : Tgm

This invokes the
Security Group

Privileges Tool

ok [ caneel | [ hee |

If desired, you can have a particular
OED file (OE Desktop) loaded whenever

users in this group log onto a workstation.

To do this, select the “Login” box, then
use the [...] button to browse to the OED
file you want to have loaded on login.

If desired, you can have a particular
OED file (OE Desktop) loaded whenever

users in this group log OFF a workstation.

To do this, select the “Logout” box, then
use the [...] button to browse to the OED
file you want to have loaded on logout.

When checked, forces users

in this group to change their
password the next time they

log on. If “User Cannot Change
Password” is checked, this
CANNOT be checked.

Checking this prevents

a user in this group from
changing their password.
If “Change Password At
Next Logon” is checked,
this CANNOT be checked.

Checking this prevents
a user in this group from
logging on or changing
their password.

Checking this prevents

a user in this group from
logging on or changing
their password. (Lockouts
are normally NOT done this
way; they are done by the
system in response to
repeated incorrect passwords.)

There are many different options on the 'Properties' page. We say options, because they are all
optional.

It's your own choice whether you make any of these selections. The figure, above, gives short
explanations of them; for more detailed descriptions, see the Online Help or the OE Reference
Guide (document# D5092).

All the settings on the 'Properties’ page are optional. You can set them as
desired.

Since we said we're making the ADMINISTRATORS group (who are presumably going to be
very responsible individuals) we don't really need to force ADMINISTRATORS users to do
anything such as change their passwords when they log on. If you're defining the OPERATORS
group, you might want to choose some of these items.

Let's look at some of the other tabs in the Group / User Properties dialog box.

The security configuration information stored for particular groups and users is referred to as an
account. The 'Accounts' page lets you specify rules and restrictions on users who log into the
OpenEnterprise Workstation.
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On the 'Accounts' page of the Security Configuration Tool you can configure

various restrictions for a group or a user, for example:

e You can force users to change their passwords on a regular basis by setting
an expiration time for the password.

e You can specify that passwords must be a certain length to be valid.
You can specify the users should be locked out if they have a certain number

of failed login attempts.

e You can have a user logged out automatically if there is no activity (database
reads or writes) for a specfied period of time.

When checked, if their password has
expired, a user attempting to log in will
be allowed in using the old password,
but will then be forced to change their
password before they can do anything

else.
If you want a user to

change their password,
periodically, check
“Expires In” and
specify the number

of days you want the
password to be valid.
When this number of
days expires, the user
will be forced to change
their password.

Group Properties - ADMINISTRATORS

Password Length
[ Masimum Length

5] crmocts
[ oot

¥ [ Minimum Length
This is optional. You can
specify the minimum and
maximum number of
characters required to
make a valid password.

Accourt Lock Out
[l4gsk Out Duration I:l Minutes

@] MNumbePf Failed Log On
|~ Aot B3 Lock Ot

Database.

When checked, if their password
expires, a user will be unable to
use tools such as the OE Toolbox
or SQL Client to access the OE

If “Expires In” is checked, the

4] “Expiry Warning” can be checked

Token Group
Custom Token

|:| Days Prior To Expiry

Password Age

[] Minimum Age

] oo

Auto Log Out
[14ga Out (Fixed Period) In

[ | irutes

[(1Loa\ut (inactivity Period) In

to force the system to issue a warning
prompt to the user that their password
will expire within a specified number

of days. This way, they know they need
to change it soon.

L Minimum Age” is useful if
you want to have users change
their passwords on a regular
basis, but you don’'t want them
to change them too often. For
example, if you want a user
to change their password every
30 days, you wouldn’t want them

[ Jwes= I changing it back to their original

password after a few days, so
you would set a value of say
21 days, to force them to use
their new password for at least

This is a limit on the amount
of time a user will be locked

out of their account if they

fail on successive login attempts.

This is the maximum number of failed login
attempts allowed before lockout. If a user
cannot provide the correct username /
password combination, after this number
of login attempts, they will be prevented
from logging on, even if they then have the
correct password. After being locked out,
they cannot get back in unless the System
Administrator allows it, or “Lock Out
Duration” has been configured, and has
expired.

3 weeks.

Check this to log off a user automatically
after the specified period of time.

\

Check this to log off a user automatically
after the specified period of inactivity.

Normally, automatic log out applies to the entire workstation,
logging off all users. If there are multiple connections to the

OE Database active, for example, a program extracting report
data, as well as a user viewing trends, you can check this box
so that automatic log out only applies to the particular connection
meeting the log out criteria.
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Why bother having all these rules about passwords
and accounts?

Good question. Which rules you establish is entirely up to you.

You certainly don't have to force people to change their passwords regularly or specify that
passwords have to expire. If you don't choose ""Expires In* that user's password will never
need to be changed. Similarly, if you want people to be able to use a simple 1-character
password, you can let them do that by not specifying a **Minimum Length'. You don't
have to log people out if there is no operator activity.

The idea behind these (and other items on the 'Accounts' page) is to increase the security of
your system. Having people change passwords regularly, having people use passwords that
aren't easy to guess, and logging people out if there is no activity is to make it more difficult
for an unauthorized person to gain access to your SCADA system. Changing passwords
frequently might make it difficult for a potential intruder to figure out a password, or if they
did, it wouldn't last long. Having longer passwords makes them harder for a potential
intruder to guess. Logging someone out after a period of inactivity helps prevent someone
from sitting down at the Workstation and gaining access while the real Operator has gone
out for lunch.

There are tradeoffs to all of these things. For example, if one of your Operators forgets their
password, and after a certain number of guesses, gets locked out, they're not going to be able
to get back into the system without help from a System Administrator (maybe that's you!) If
a System Administrator isn't available to help them, your plant might be operating without a
human operator - and that's not good. If you force users to choose a long password, it might
be more likely that they'll forget it, which, again, means the System Administrator gets
called in.

The bottom line is, that you need to look at your system, and consider which of these

restrictions makes sense for your SCADA system staff, and the security needed by your
organization.
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Now, let's go to the 'Access area’ page of the Group / User Properties dialog box.

What's an access area?

The OpenEnterprise Database can be divided up into logical pieces called access areas.
When the OE Database is initially built, there is only one access area, named 'ALL" and
the entire database resides in the 'ALL" area. If desired, additional access areas can be
defined, and different objects (e.g. signals) in the OE Database can be assigned to those
access areas. Once this is done, users will be unable to see data outside of the areas to
which they have been granted access.

If this concept sounds confusing, don't worry about it right now. It's enough for you to
know that access areas exist, and that we're going to allow the 'ADMINISTRATORS'
group access to the 'ALL" access area.

Group Properties - ADMINISTRATORS

File Token OPC tem Token Token Group
Properties Account Access Areas Application Token Custom Token

Available:

accessared  Description

Associated:

accessarea  Description
AL Default Access Area

/
7

Since we haven't set up any other accessareas, just
leave this ‘as is’. The ADMINISTRATORS group has
access to the ‘ALL’ accessarea.

For now, just leave the 'Access area’ unchanged. We'll talk more about this
concept later in the chapter.
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All the remaining pages of the Group / User Properties dialog box deal with tokens so we better
talk a little about them.

Tokens give you privileges to access certain OpenEnterprise components. If you don't have the
proper token to access a particular OpenEnterprise component, you are denied permission to use
it.

What are Tokens?

Tokens are like tickets or passes that grant you certain privileges. Possessing a token
gives you permission to do something. In the real world, for example, you might,
purchase subway tokens that give you permission to ride on a subway train. You
present the token when you want to board the train, and you are allowed to get on
board. If you don't have the right token, the conductor won't let you get on board the
train.

Tokens in OpenEnterprise operate similarly. Every component of OpenEnterprise has
certain tokens associated with it. In order for a user (a person) or a group of users to
make use of that OpenEnterprise component, they are required to possess the
appropriate token, otherwise they are denied access.

A user or group is presented with a particular token by placing that token in that user
(or group's) include list.

A user or group is denied the use of a particular token by placing that token in that
user's exclude list. (NOTE: Not including a token is the same as excluding it, so you
usually don't have to explicitly exclude a token; just don't include it.

A token group is simply a bundle of several tokens. Usually a token group includes all
the tokens associated with a particular OpenEnterprise component. Therefore, if you
want to give a user or group access to all of the tokens associated with a particular
OpenEnterprise component, give them the token group associated with that
component. (You can also create user-defined token groups that contain tokens from
more than one OpenEnterprise component. That is beyond the scope of this manual.)

There are different categories of tokens, that's why they're on different pages of the Group /
Users. We'll talk about each of them as we go to each page.
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Choosing Application Tokens for a User or Group

NOTE: When we're creating the "ADMINISTRATORS' group, we can skip this page and go
directly to 'Token Groups'. Since you're going to create other groups as well, though, we'll
describe how it works.

Select the application token(s) you want to award to
this group or user from the “Available Tokens” list,
then click on [Include>>] to put them on the “Include
List”.

Group Properties - ADMINISTRATORS

File Token OPC ttem Token Token Group
Propetties Account Access Areas Application Token Custom Token
Available Tokens Include List
Mame \’i Mame Component
20 Close Windows act Acknowledge OQE Alam Client
20 Configure Mode \ #c¢ Ackenowledge Al OF Alam Client

€0 Create OF Alam Client
€2 Create OE Alamm Printer
ee0 Create OF Control Display
20 Create OE Graphic View
oe0 Create OF Motes Client Exclude List

\ €2 Create OF Alam Banner

20 Create OE Signal View Mame = Component
f 0 Create OF SQL Viswer
€2 Create O Trend View
90 Create OF Web Client

20 Create Windows \
ee0 Customize Dialog
0D Mafar i Filas

< >

|

Test String

String checking is not applicable for this token type

[ ok [ cenced | py ]\[\\Help |

Select the application token(s) you want to deny
from this group or user from the “Available Tokens”
list, then click on [Exclude>>] to put them on the
“Exclude List”.

Application tokens are tokens associated with one of the OpenEnterprise tools, such as the
Trend Viewer, the Alarm Viewer, etc. Each of these tools has several tokens. If you deny access
to a particular item, it will either be ‘grayed out' on the menu for that tool, or it won't appear at
all. So, for example, if you choose to prevent all Operators from silencing alarms, and put the
‘Silence’ and 'Silence All' tokens on the OPERATORS Exclude List, those options will be
unavailable to operators when they are logged on and using the Alarm Viewer.

e To grant a user or group access to a particular item, choose the token from the **Available

Tokens™ field, then click on the [Include>>] button, and the token for that item will be
added to the "Include List™ for this user or group.
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e To explicitly deny a user or group access to a particular item, choose the token from the
"Available Tokens™ field, then click on the [Exclude>>] button, and the token for that item
will be added to the ""Exclude List™ for this user or group.

IMPORTANT: As we said before, everyone belongs to the DEFAULT group. Initially, the
DEFAULT group also has all tokens included. This means that when the system
is first set up, everyone has access to everything. Make sure you examine the
DEFAULT group, and remove any token that you don't want everyone to have.

How do | know which application tokens to choose?

Good question. If you can't figure out what a given token allows by looking at its name, you can
look it up in the 'Security Configuration Tool' section of the OpenEnterprise Reference Guide
(document# D5092).

In general, Administrators and Engineers would have all tokens (which can be chosen via Token
Groups), instead of individual Application Tokens.

Operators would generally have the following sorts of application tokens:

Alarm Client: Acknowledge, Acknowledge All

OE Desktop: Change a Windows File, Close Windows, Exit Desktop, Move Menu or
Toolbar, Open OE Alarm Banner, Open OE Alarm Client, Open OE Alarm
Printer, Open OE Control Display, Open OE Graphic View, Open OE
Notes Client, Open OE Trend View, Exit Application

OE Graphics: GenTray AutoStart, GenTray Autostop, Menu: Display Back/Forward,
Menu: File Open, Menu: Help Functions, Menu: Zoom Functions, Pick:
Display Back/Forward, Pick: Launch Application, Pick: Load Display,
Pick: Popup Window, Pick: Run Script, Start Application, Tab Load

Display

Notes Client: Forward, New Note, View

Trend Client: Zoom In, Zoom Out, Zoom Out Full, Zoom to 100%, Zoom to 150%, Zoom
to 25%, Zoom to 250%, Zoom to 50%, Zoom to 75%, Zoom to Custom,
Zoom Undo

Again, the choice is up to you. Make sure, however, that you have your staff try to do their various
jobs using their assigned tokens, and check that they are able to do everything they need to do.

OpenEnterprise for Beginners 10-13



Chapter 10 - Configuring Security for your system

Choosing Token Groups

As we said before, a token group is nothing more than a bundle of several tokens. The "Token
Group' page lets you award several tokens at the same time, rather than choosing them
individually from the 'Application Token' page.

In general, ADMINISTRATORS and ENGINEERS would have all of the token groups in their
"Include List™ while OPERATORS would have none.

Select the token group(s) you want to award to
this group or user from the “ Available Tokens” list,
then click on [Include>>] to put them on the “Include

H ”
List”.
Group Properties - ADMINISTRATORS
Properties Account Access Areas Application Token Custom Token
File Token OPC tem Token | Token Group
Available Tokens Include List

Name Name
& OE Alam Banner

\ & OE Alam Client

& OE Alam Printer
& OE Desktop

& OE Graphics
&2 OF Notes Client
& OE Signal View
& OF 5aL Viewer Exclude List
£2 OF Trend Client Name

A &2, OE Web Client

& Secure Desktop

Test String

String checking is not applicable for this token type

[ ok ][ cancel |[ oply \H\\Help |

Select the token group(s) you want to deny

from this group or user from the “ Available Tokens”
list, then click on [Exclude>>] to put them on the
“Exclude List”.
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Choosing File Tokens, OPC Tokens, and Custom Tokens

File tokens can be used to restrict access to certain files. OPC tokens can be used to prevent
data values from certain OPC tags from being displayed, trended, etc. Custom tokens can be
used to restrict access to user-defined menu items in OpenEnterprise components. We
recommend you place all these tokens on the ""Include List™ unless you have a specific reason
not to. For more information on these subjects, please consult the 'Security Configuration Tool'
section of the OpenEnterprise Reference Guide (document# D5092).

Repeat this process for each group you want to define. If you need to
change any of the token choices or other settings, just double-click on
the name for that group, and make your modifications.

When you're finished defining groups, you can assign users to them...

Modifying a Group

To modify a group, just double-click on the icon for the group, or right-click on the icon for the
group, and choose ""Properties' from the pop-up menu. Make your modifications in the Group /
User Properties dialog box and click on [OK] to exit.
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Creating Users

Now that we've created our groups, creating users is

easy.

Just right-click on the name of the group you want to
add the user to, and choose ""New User in Group™* from

the pop-up menu.

=

Right-click on the
group into which you
want to assign the user,
then choose “New User,
£ sview in Group” from the pop-
£ 10
ai Gy UP Menu.
P ADMINIS TRATO R
A DISPATCHERS
A EMGIMEERS

ik GUESTS
#eh OPERATORS

Properties

New User In Group

Remove All Users

Security Configuration

Eile

An empty box will appear in the
right-hand pane of the Security

Edit Tools Help

Configuration Tool. Type the name of
the user into the box. When you press
the [Enter] key to complete the name,
the Group / User Properties dialog
box will appear.

@ Security Config
figh Default Group

= ﬁ Users

g PUBLIC
SYSTEM

= g Groups

B ADMINISTRATORS
ik DISPATCHERS
fi ENGINEERS

P GUESTS

User FulMame Description  Group

£:[p0s |

\

Type the name of
the user in the box,
and press the [Enter]
key.

You can now customize the information for that user, such as their name, etc. All of the
privileges are pre-defined, because we added the user directly into the group we defined earlier.

When you click on [OK] to exit the Group /
User Properties dialog box, an icon will have
been created for that user.

Repeat this for each additional user. For our
fictitious plant staff, that means we would
create FRED and VIJAY in the Engineers
group, and TOM, JIM, ANDY and DONNA
in the OPERATORS group.
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User Properties - BOB

Custom Token
Properties

User Settings
User Name:

Full Mame

Description

Password

Enter text in these fields to describe the user.

Account

File Token

OPC ltem Token
Summary >

Access b€

Token Group
Application Token

| — Select this

E ONLY if this
user is the
SCADA System Mamaged [ System Administratar Syste m

[ Acoount Disabled Administrator.

[ Account LockOut

— Notice that
the group

| is already

defined, because

| we added the

user under the
group name.

[ QK H Cancel H Apply H Help ]

Enter the initial password for the user in the “Password”
field, then enter it again in the “ Verify Password” field.
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Modifying a User

To modify the information for a user, you can double-click on a user's icon to recall the Group /
User Properties dialog box. Alternatively, you can right-click on the user's icon, and choose
"Properties' from the pop-up menu. Make your modifications in the Group / User Properties
dialog box and click on [OK] to exit.

You can give a user special privileges, that other people in their group
don't have just by modifying that user alone.

If a particular user needs to have a special privilege, that no one else in the group has, you can
add it. Just open up the Group / User Properties dialog box for that user by double-clicking on its
name in the right-hand pane of the Security Configuration Tool, and add the appropriate token(s)
to the ""Include List™ for that user.

If a particular privilege is granted to a group, you CANNOT revoke that
privilege for individual member(s) of the group.

A user that is a member of a group, cannot have a privilege taken away, if that privilege was
given to him or her, via the group. To take away such a privilege, it would either have to be
taken away from the entire group, or that user would have to be removed from the group. If the
privilege comes from the DEFAULT group, it CANNOT be taken away, unless it is taken away
from the DEFAULT group, since users CANNOT be removed from the DEFAULT group.

What if | don't know which group to put a

particular user in?

As we said, earlier, creating groups is optional. If you aren't sure which group to put a
user in, you can just create them separately, and they'll belong to the DEFAULT group
until you assign them to a group.
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Creating a user outside of a group

i Security Configuration
Fle Edit Tools Help ng ht_Cllck on the

To create a user, but not assign them to a particular

group, just right-click on the 'Users' icon in the left ‘Users’ icon, then

pane of the Security Configuration Tool and choose B e / choose “New User”
‘New User' from the pop-up menu. = Loy from the pop-up
g PUBLIC menu.
SYSTEM

An empty box will appear in the right-hand pane of the Security Configuration Tool. Type the
name of the user into the box. When you press the [Enter] key to complete the name, the Group /
User Properties dialog box will appear. Define the user as explained earlier.

Assigning a User to an existing Group

There are two ways to assign a user to an existing group:

MethOd 1: User Properties - TOM El
Custom Token File Token QPC ltem Token Token Group
One Way iS tO Ca” up the Group / User Properties Account Summary Arcess Areas Application Token
- - - Lger Settings Administration
Properties dialog box for that user (either by Vo N | | [JChange Passuord 4t N Logon
double-clicking on the icon for that user, or FlName: | | ClUser G Change Passuord
right-clicking on it and choosing Descrpten: | | || ElSrem Advisietor
..Propertiesll from the pop_up menu)1 and Password [s00ssnnsee | [ Account Disabled
arify Password | .......... ‘ [ Account LockOut
then select the group for that user. The group e = MR
is selected through the ""Parent Group" list Group
box on the Properties page. Click on [OK R e i | R :
_p p g [ ] Lond OED Fie e ReTORS ASSIgn thlS_ user to
and the user will be moved to that group. ClLogn DISPATCHERS a group using the
- “Parent Group”
Fliogos TRAINEES list box.
| |
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Method 2:
Drag the icon for that user over to their new group.
Another way is to select
the icon for that user - )
from the ”ght pane Of @ngaﬁglvgnur: 2 BOB _Rober ystem Wansger f[;:;iusmmnns
the Securlty = SESDB _ - - s DOMMA  Donna Operrator
Configuration Tool gﬁﬁ?ﬁ? .
- - SYSTEM *

window, and drag it I S
over onto the icon for gwmgsﬁr@;;oﬂs
the group, within the left i M
pane of the window. & premaRe

T Tokens

Arcess Aieas

Two Special Users - SYSTEM and PUBLIC

You've probably noticed that in addition to the users you created, there are two other
users - SYSTEM and PUBLIC. You should remember SYSTEM, because when you
used the SQL Client (way back in Chapter 2) you had to log in as SYSTEM.

SYSTEM is the default user when you are configuring OpenEnterprise. While you are
performing configuration tasks, you need access to basically everything, so, by default
SYSTEM has access to everything.

PUBLIC is a user who has very limited access - just the access you would give a
visitor to your facility. For example, they might be able to view tables, but they cannot
edit or delete them. Don't give PUBLIC access to anything that you wouldn't everyone
to see.

When you have finished system configuration, i.e. you're all done, you should edit the

file POLY.CFG on the OpenEnterprise Server, and change the default user from
SYSTEM to PUBLIC.
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Dividing the Database up Into Access areas

(OPTIONAL)

Earlier in this chapter, we talked, briefly about access areas.

Access areas restrict user access to certain objects (data)
in the OE Database A particular object can reside in only

one access area.

Generally, plant managers want to create access areas
based on geographical locations. For example, you might

have a large SCADA system that covers

Metropolitan area. As part of the system, you might have
a Control Center that is responsible for everything, as well
as local stations that control only their local area.

You could come up with some other scheme for the access
areas not based on geography; it's completely up to you

how you do it.

When first created, the OpenEnterprise Database has only
one access area. By default, that access area is called
‘ALL’. All parts of the Database which utilize access ~— -

areas initially reside in the ‘ALL’ area.

Let's say, for example, we have a SCADA system with one main control center in the city of

OpenEnterprise
Database

an entire

‘ALL

Centerville and an operator sub-station in each of the two neighboring towns of Weston and
Laraby. The operators in Centerville need to be able to see everything in Centerville, as well as
everything in Weston and Laraby. The operators in Weston need to see their own data only. The
operators in Laraby need to see the data in Laraby, as well as the data in Weston.

We can create an access area for each of
these geographical locations. The access |™ = ™ ™
areas will be called CENTERVILLE, 8 Ssourty Cortig

fi Default Group

LARABY, and WESTON.

To start, right-click on the ""AccessArea™
item in the tree in the Security
Configuration Tool, and choose "New
AccessArea’ from the pop-up menu.

10-20

= Uszers

EOR
DONNA
PUELIC

ight-click on the “AccessArea”
item in the tree, and choose
“New AccessArea” from the pop
-up menu.

¥
)
B e e |
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Access Area Description

A box will appear in the right pane of the tool. Type the name of
the new access area in the box, and press the [Enter] key. In this Defal Avcess A2a

instance, we are typing in 'CENTERVILLE". Enter the name of
the Access Area in
the box, and press
the [Enter] key.

After pressing the [Enter] key, the Access Area Enter a textual description of
Properties dialog box will appear. You can optionally this Access area, then click on
enter a description of the access area. Click on [OK] [OK].

and the access area will be created, and added to the (G-

tree.
M ame: | / |
e

)
Description: |CEME Main Office] |

[ Ok, ] [ Cancel ] [ Help ]

2 UM
. = figh Groups
Continue to add new access areas for each access area Rd ADHINSTRATORS
you want to create. When you're finished, the access o ENGNEERS

1 ; : _ The Access Areas
areas W|II_ all appear in the tree in the Security A Crenarons / NOW appear in the
Configuration tool. & TRANEES /' tree,

ﬂ% Tokens
= ' Access Areas

I

ALL
CENTERVILLE
LORABY
WESTON

OpenEnterprise
Database

—
<«

NOTE: At this point, all we have done is define names of new ALL
Access areas in the OpenEnterprise Database; they do ~. >
NOT have anything in them yet. The contents of the
Database still reside ONLY in the *ALL’ area. We will ‘CENTERVILLE’
actually assign different parts of the database to the new

Access areas next. ‘LARABY’

-~

‘WESTON’
v
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Assigning Objects (Data) To Particular Access areas

Critical elements of the database should be placed in restricted Access areas, to prevent
unauthorized users from inadvertently or deliberately changing data. By default, all parts of the
database that can be part of Access areas reside in the 'ALL" access area.

To perform these assignments, we need to start the SQL Client. (For information on SQL, please
see Appendix A.)

The format for moving objects from the ‘ALL’ access area to another access area is as follows:
update tablename set accessarea = ‘accessarea_name'
commit;

where tablename is the name of a table in the database.

accessarea_name is the access area where this object will
reside.

You can also choose to assign only certain portions of an object to a particular access area, for
example, you can put certain entries of a table in one access area, and other entries in another
access area. Such a statement would appear as follows:

update tablename set accessarea ='accessarea’ where condition

where condition specifies some attribute related to the object,
and the value that attribute should have in
order to assign corresponding parts of
tablename to accessarea.

NOTE: There are hundreds of different tables in the database, each of which includes one or
more attributes. For more information, see the OpenEnterprise Schema Reference Manual.

Examples:

Continuing with our previous example, we are going to assign the realanalog table which holds
live ACCOL analog signal data to the 'Centerville' access area, except for certain signals (with an
ACCOL basename of DEMO) which will be used in the 'Laraby' access area. The statements
below, when included in the OBJECT SECURITY section of the CUSTOM_SECURITY.SQL
file, will accomplish these changes.

update realanalog set accessarea = "'CENTERVILLE";

update realanalog set accessarea = ‘LARABY" where basename = 'DEMO’;
commit;
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This process must be repeated for each object you want to move. There are hundreds of tables
containing objects; which objects you move is up to you.

Allow Users Access to Particular Access areas:

Users do NOT automatically have access to particular access areas. Access to any particular
access area must be specifically granted to each user.

In the Security Configuration Tool, right-click on the user's icon, and choose "'Properties’ from
the pop-up menu.

From the 'Properties' page, click on the

'Access Areas' tab. Don't get fooled by the "Accessarea”

field on the 'Properties’ page!

On the 'Access Areas' page, select the
accessarea to which you want to grant access
from the "Available Accessareas™ field,
and then click on the [Add] button.

Now some of you are thinking... "Hey |
know what to do. I'll just use the
"Accessarea' field on the 'Properties' page
of the dialog box, right?" Wrong - that's not
what that's for. That field is to assign a
particular user to an accessarea; NOT to
grant them access to that accessarea.

That accessarea will be added to the
"Associated™ list for this user. To grant this
user access to additional access areas, repeat
the process of selecting the accessarea, and
choosing [Add].

Choose the accessarea you want this user to be
able to access, and click on [Add].

User Properties - BOB

Custom Token File Token QPC ltem Token Tol#h Group

Properties Accourt Summary Access Areas Apflication Token

Available:

accessarea Diescription

\ JLARABY  Laraby Sub Station

it WESTON Weston Sub Station

accessarea Description
AL Default Access Arsa
EHCENTERVILLE Centenvile Main Office

Associated:

OK ] [ Cancel ] [ Apply ] [ Help
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Configuring Security for Tables and Views

Except for what we've just done related to access areas, most of what we've done thus far deals
with security restrictions imposed on users of an OpenEnterprise Workstation. But what about
people (or programs) connecting to the OpenEnterprise Server? We haven't really dealt with that
yet. All your users and groups need access to tables in the OpenEnterprise Database; otherwise
even though they can run various configuration tools, they're not going to be able to actually
change anything in the OpenEnterprise Database. The Security Group Privileges tool lets you
grant access to tables in OpenEnterprise.

% rtrdb1 - ToolBox

The Security Group | o
Privileges tool is v C I 3 = a B =

- SO G % B O &
aCCESSI ble from the Alarm Alarm Priorites  Archive Files Calculagons Diaries and Historian Locked Messaging MW 3000 MNW3000
O E TOO I bOX ( I t Can Conditions Calendars Objects Archives Maonitor

. % = ¥ . =2 qu
also be started from Aeemt % T g W= | 4F R B W)
H r-:-:n MW 3000 MW 3000 OPC Client Patterns Reporting Security Semri (eI Signal Builder  Suppression

the [Confl g U re G rOU p Setup Signal Builder Templ... RDI Confi Groups
Privileges] button of CR

- H 3 H
the Group Properties Double-click on ‘Security
i Group Privileges’.
dialog box.) P 9
OE Systems Group Names
/\ /\
47 Security Group Privileges Editor =13
File Edit View Security Tools Hglp
administrators dispatchers engineers guests operators trainges G
M| = Aams Nane None None Nane None None
+ Archive Catalogue None None None Mone None MNone
+ Calculations Mone None None Mone None None
+ Distribution None None None None None None
+Events Nene None None Nene None Nore - To grant
+ Field Devices Mone None RO Mone None Nore / L
- Historizn None Mane None Mone Mane None p rvi Ieges s
Mone None None Mone None B .
None None None None N None click on an
None Nane Hone Moy HNane: None .
Hone None None & None Nonc item, and
None Nane RO Hone Nane: None
x OELogDNabxtension Mone None RV Mane None Mone T ChOOSE
Mone None None Mone None None B
Nong Nane Hone: Hone None None elther ‘RO,
+ Local Signals None None RW MNone None MNone
+ Messaging Mone None None Mone None Naone 2 (Read only)
gRFmMe Sianfls Mone: Nane None Mane Nane NnnT 5 A or ‘RW'
(Read Write).
[ ok ] [ camcel ] [ Aoy | [ Helb ]

/CIick on the '+’ sign to assign privileges
to individual tables of an OE system. Here
OE historical tables are shown.

The top line of the Security Group Privileges tool displays the names of all the security groups
defined in your system.

Along the left edge are the names of the various OpenEnterprise systems (Historical, Alarms,
etc.) to which you can grant table privileges. If you don’t want to grant a group privileges to all
the tables for a particular OE system, click on ‘+’ to display individual tables, and grant
privileges only on specific tables.
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Find the box intersecting the OE system, and the group, and click on it to grant a privilege.

There are two privileges that can be allowed, ‘RO’ (Read Only), or ‘RW’ (Read Write). If
neither of these are specified, the default is “None’, i.e. no privileges.

After you have granted privileges, as desired, click on [OK] to exit the tool.

What's the difference between ‘RO’ and ‘RW’ and how do
| know what to assign to which groups?

Read-Only ‘RO’ privileges mean just that; members of that group
can only read data from those tables and views; they are prohibited
from changing data in them. Read Write ‘RW’ privileges allow data
to be read and changed. As a rule of thumb, Administrators usually
would be granted RW access to everything. You might want to
grant ‘Engineers’ similar privileges. Operators might only need
‘RW’ access to certain tables that contain data that they need to
change. For a full description of what all the tables are used for, see
the OpenEnterprise Schema Reference Manual.
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Common Security Tasks for Users

Logging Onto the System @ Opentnterprise Login Client
From the OE Desktop menu bar, click on Security | === **

1 i i . Uzemame:
- Login to call up the pE Login Qllent. (NOTE: U ]
If the OE Desktop hasn't been configured yet, you e
can click on Start 2 Programs 2> = rrw
OpenEnterprise > Login.) e e

Ent "y “and "'P d" and NOTE: If this icon doesn’t have a
nter your sername  an asswor an green box around it, you can't |Og

click on [OK]. in, because the Database is unavailable.

The name of the user currently logged on at this workstation always appears in the status bar in
the lower right corner of the OE Desktop window. Verify that your username appears in that
location.

Logging Off the System
Options  Help
To log off the system, call up the OpenEnterprise N
Login Client, and click on the [Log out] button.
Alternatively, if you are in an OE Desktop window, o N
you can click on Security = Logout. ([ Chiange Fossword_J{_Logout ] [Hore >> |
| rtrdb SYSTEM

Changqging Your Password

Click on “Log out”

@ OpenEnterprise Login Client

To change your password, call up the

OpenEnterprise Login Client, and click on the T
Usemame: ok
[Change Password] button. . ]
Password: l:l
In the dialog box that appears, enter your current Lo remt ] (ot ] (o]
password in the ""Old Password" field, and enter S —

the new password you have chosen in both the ""New
Password™ and ""Confirmation fields, and click
on [OK].

Click on [Change Password]

Change Password Edl— Enter your current
User Name: SYSTEM asword here
NOTE: If you are unable to change your password e | | P
due to insufficient security privileges, contact your T <—1>Enter the new
Administrator. Corfimation: password in both
[/, OK ] [ Cancel ] [ Help ] Of these fle|dS

Click on [OK] to exit.
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Common Security Tasks for Administrators

Adding a New User to an existing Group

Right-click on the

group into which you

want to assign the user,

then choose “New User,
£ :iwwin Group” from the pop-

Start the OE Security Configuration Tool.

Just right-click on the name of the group you want to
" . “ £ 104 up menu.
add the user to, and choose "*New User in Group® from - M
Properties

the pop-up menu. R

fik GUESTS Remove Al Users

Bid OPERATORS

. . Security Configuration
An empty box will appear in the Hie Edt Toos b
right-hand pane of the Security - .
- . @ Security Config Uszer  FullMame  Description Group
Configuration Tool. Type the name of i et L SAEREN
the user into the box. When you press g rue X
the [Enter] key to complete the name, L —
the Group / User Properties dialog i DISPATCHERS Type the name of
b il i Eﬁggﬁms the user in the box,
OX Will appear. e and press the [Enter]

key.

You can now customize the information for that user, such as their name, etc. All of the
privileges are pre-defined, because we added the user directly into an existing group.

Enter text in these fields to describe the user.
User Properties - BOB

File Token
Summary

Custom Token

OFC ltem Token
Properties bt

Token Group

Accourt Application Token

When you click on [OK] to exit the

| — Select this

User Settings
Group / User Properties dialog box, an e ONLY if this
icon will have b ted for that user is the
icon will have been created for that user. — Y System
Password: @ [ Accourt Disabled Administrator.
Verfy Password: fesusesssss [] Account LockOut
Access Area: Getor [ ]
— Notice that
Load .QEJ Fil;
Ol the group
I/ \ is already

defined, because
we added the
user under the
group name.

[ ok J[ cancel J[ 2oy J[ Hek |

Enter the initial password for the user in the “Password”
field, then enter it again in the “Verify Password” field.
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Removing a User

Uszer Fulllame Desciiption

To permanently remove a user from your system, first start EEDB Robet Jofinson - SCADA Sysem Manager

DOMNA  Donna Mariano  ‘Weelkend Operrator

the Security Configuration Tool. £ rusLc

£ svsTEM

- - - Properties P .
Right-click on the icon for the user you want to remove, and &V g oo * e

choose "'Delete’ from the pop-up menu. You will be Right-click on the name

prompted to confirm the deletion. Click on [Yes] and the of the user, and choose
user will be removed from the system. “Delete” from the pop-
up menu.

Sometimes you can't delete a user...

Let's say one of your Operators named ANDY quits his job and goes to work for another
company, so you decide you want to delete ANDY from the system. You try to delete the
user, according to the example above, but the system doesn't allow it. Why?

Well, the OpenEnterprise Server maintains records about who performs certain actions in
the system. For example, if ANDY acknowledged several alarms, and those alarms have

not been cleared entirely from the OpenEnterprise Database, you will NOT be allowed to
delete ANDY, since the database still needs to identify who he is.

If this comes up, we suggest you disable the user's account (see next section). That way,

their name remains in the system for record-keeping purposes, but they are unable to log in
and do anything.
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Disabling a User's Account

If a user is going

i User Properties - TOM E‘
aWay on vacation , Or Custom Token File: Token OFC kem Token Token Group
- Properties | Account Summary Aocess Areas Application Token
WI I I be away _for an User Settings Administration
extended pel’IOd, you UserName: | | || [Change Password A Next Logon
can disable their Falheme: | | | O3ucer Camnct Chenge Passiers +-Select “Account Disabled”
. Descrtion: | | || Csptem Acmin to temporarily de-activate
account. While the et [ e this user’s account.
account is disabled, L pee— T n _
this user will not be como s [ALL e e t?]ga-select it to re-etnable
H e IS user’s account.
able to log into the e .
SyStem ' Load .OED File
[Login
| |
[ Logout
| |
I OK 1 [ Cancel ] [ Apply l [ Help ]

To do this, start the Security Configuration Tool and call up the Group / User Properties page for
this user, by double-clicking on the icon for this user.

Select the ""Account Disabled™ box, and click on [OK].

Later, to re-activate the account, simply de-select this box and click on [OK].

Removing the Lock-out of a user

Users can be locked out of
the system if you configured
automatic lockout based a
number of failed login
attempts. Lockouts can be
configured to turn off
automatically after a certain
number of minutes; or they
can be set so that only a
System Administrator with
Security Administration
privileges can remove the
lockout.

OpenEnterprise for Beginners

User Properties - TOM E‘
Custom Token File Token OPC tem Token Taoken Group
Properties | Account Summary Access Areas Application Taken
User Settings Admiristration
User Mame: | ‘ [ Change Password At Next Logon
Full Name | ‘ [[] User Cannot Change Password
Description: | ‘ [ System Administrator 5 De_select thIS bOX
Password: [ses0esnees | [ Account Diszh to allow the user to
Verfy Pasnort [sessessens | || ierout LodkOu use their account
AccessAza; [ALL v Gmtor [ ] ag ain
Group
Parent Group OFERATORS ]
Load .OED File
[JLogin
[ Logout
QK 1 [ Cancel ] [ Apply ] [ Help
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To remove the lockout, first, call up the Group / User Properties dialog box for this user, by
double-clicking on the user's icon in the Security Configuration Tool.

Next, de-select the "*Account Lockout™ box in the 'Properties’ page of the Group / User

Properties dialog box for this user.

Finally, click on [OK] and the account will be re-activated.

Resetting a User's Password if they forget the one they chose

Check this to force

the user to change
their password the
next time they log

on.

Enter a temporary password
in the “Password” and
“Verify Passord” fields.

User Properties - TOM

Call up the Group / User Properties
dialog box for this user, by double-

OPC ltem Token

Access Areas

Custom Token
Properties

File Token
Summary

Token Group

Account Application Token

clicking on the user's icon in the
Security Configuration Tool.

Enter a temporary password, such as
'PASSWORD!, in the ""Password"’

User Settings
User Name

Full Name:

Admigetfation
[¥] Change Password At Next Logon

[1User Cannat Changs Paseword

[ System Administrator

[iAccount LockOut

|
|
|
| [ Account Disablsd
|
|

and ""Verify Password™ fields. SR S i
Select the ""Change password at . OEDHP“”‘G“”' OFERATORS o
next logon"* box. Dltosn -
| |
Click on [OK] to exit the Security [ egaut
Configuration Tool. ' |
[ QK ] I Cancel l [ Apply ] I Help ]

Give the user the temporary password, and instruct them to log on, and change their password,

when prompted to do so.
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Other Security Issues

The most secure SCADA system would be self-contained, i.e. it would have no connections to
the outside Internet. In addition, it would be isolated from other network activities in your
organization, for example, the process control network would not be on the same network as the
billing department. If, however, your organization chooses to share networks, or include
connections to the outside world, security should be of paramount concern.

Security in ControlWave Controllers

The Security page of the Flash Configuration Utility allows usernames and passwords to be
created for ControlWave-series users, and for user privileges to be defined. See the 'Security’
section of the ControlWave Designer Programmer's Handbook (document# D5125) for details.

If you are using the Point-to-Point (PPP) Internet Protocol, via the ControlWave-series
controller’s serial ports, you should consider using either the PAP or CHAP security protocols.
CHAP is considered more secure than PAP, because it uses encryption. For information on these
protocols, see the *Security Protocols’ section of the ControlWave Designer Programmer's
Handbook (document# D5125) for details.

Also once ControlWave-series controllers are configured and running, you should remove the

‘RUN / REMOTE / LOCAL’ keys from the controllers, and put them in a safe place. Otherwise,
someone could accidentally or deliberately change the operating mode of the controller.

Security in Network 3000-series Controllers

The running ACCOL load file incorporates six different levels of security access (1 to 6), as well
as security level 0, which indicates no access. Operators possessing a particular security level
have on-line access to any system function or structure with a security level less than or equal to
their own. For example, an operator who signs on to an RTU with the security level of 3 will
only have access to those system functions which accept security levels 1 through 3; functions
which require security levels of 4 or above will be inaccessible.

If you use IP_Client / IP_Server modules to send signal list or array data between one or more
Network 3000 controllers, you may want to set up restrictions on which arrays or lists are
accessible for read or read/write access. See the sections on 'IP_Client' and 'IP_Server' in the
ACCOL Il Reference Manual (document# D4044) for details.
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Open BSI Security

Open BSI facilitates communication between OpenEnterprise, and a network of Bristol
controllers (ControlWave or Network 3000-series). Open BSI security should therefore be
configured. For information on configuring security for your Open BSI network, please see
Chapter 6 of the Open BSI Utilities Manual (document# D5081). That chapter also includes
information on granting proxy access to the network, from remote Open BSI Workstations,
which can have security implications.

Network Infrastructure (UDP and TCP Sockets)

While this is generally more concerned with network traffic issues, UDP and TCP sockets
throughout an IP network must match for each controller and Open BSI Workstation. It is
recommended that these numbers be changed from their default values, for greater security. For
information on setting these at the Open BSI level, see the Open BSI Utilities Manual
(document# D5081). For information on setting these in your ControlWave controller, please see
the ‘IP Parameters’ section of the ControlWave Designer Programmer's Handbook (document#
D5125).

Windows™ Security

If appropriate for your system security, you may want to configure additional security through
Microsoft® Windows™. See your Microsoft® documentation for details.

Also, computer security experts widely recommend that you keep your operating system up-to-

date. Make sure, for example, if new Service Packs are released by Microsoft® to address
Windows™ security issues, that you apply them to your system.

Virus Protection for Your Workstations

Each workstation should be equipped with Virus Protection software, and you should subscribe
to a regular update service for this software, so the virus protection remains current as 'new'
viruses become a threat. Virus protection is particularly important if the workstation has any
connection to outside networks, or even to other departments via company intra-network(s).
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Firewall Software For Your Networks

If your process control network is connected to the World-Wide Web, you are strongly urged to
purchase and configure commercially available firewall software, to provide some level of
protection against external intrusion from ‘hackers’.

Physical Security

Consider issues related to the physical security of your workstations, and the nature of your
operation. Are the workstations in a 'high traffic' area? Are they in a room which can be locked
up to prevent unauthorized access? Are the environmental conditions in the room poor?
(Excessive dust, humidity, etc.)

Networked Surveillance of Remote Sites using ControlWave

If surveillance cameras are part of your physical security scheme, you should be aware that
ControlWave-series controllers have successfully been used as part of surveillance schemes.
Using third-party security cameras and software, captured images can be uploaded to the
controller, and stored in FLASH memory. Customers can download the images via File Transfer
Protocol (FTP). See the ControlWave Security Vision Application User's Guide (document#
D5126) for more information.

Maintain Current Backups

This is valuable not only for security issues, but for any type of disaster recovery. System
Administrators should back up all necessary files on a regular basis, and store the backup media
(tapes, CDs, zip-disks) in a safe, secure location, preferably off-site.

Human Factors

This may seem basic, but the downfall of security is often the human factor. No matter how well
you configure your security system, please remember the following:

Don't post your passwords right next to the workstation.

Don't write passwords down where unauthorized persons can read them.

Don't keep using default, published passwords.

Don't keep using old passwords known by former employees.

Don't use simple passwords that are easy for an intruder to figure out (like your name, or the
name of the company).
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What are Reports?

Sometimes, historical data must be provided to plant managers or to third parties to fulfill
various management, or regulatory requirements. The raw, historical data, however, isn’t really
in an accessible format for a third party. It needs to be organized in such a way that it is easy to
understand. To do this, we use reports. Reports are just tabular presentations of historical data
that can be printed, e-mailed, or stored in files.

Before You Begin

In order to run reports, the Report Scheduler software must be configured to start as part of your
OpenEnterprise session. See the Session Manager documentation in the OE Reference Guide, for
details on starting programs from the Session Manager.

What is a “plug-in”?

How are Reports Created? A “plug-in” is simply a piece of
software that has been created

In OpenEnterprise, reports are created using the Report ~ SPecifically to work with another

Configuration Tool, and a special OpenEnterprise plug- MOre complex software package.

in that works with Microsoft® Excel. It’s added in to support some
additional feature. In this particular

There are six major tasks that need to be completed ~ €aSe @ plug-in to Microsoft® Excel

when creating a report. allows it to receive historical data
from OpenEnterprise.

1. Create a Report Template

A report template defines where the data will come from, and how the data is organized on
the report. The report template can be re-used for multiple reports that follow that same
organization.

The remaining steps can be completed in any order:

2. Create the Report
The report itself, must be created using the report template you created in Step 1.
3. Test the Report

It’s important to verify that you actually can retrieve data and generate the report file, so we
recommend you test the report before proceeding.
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4. Define a Schedule for when the Report Should be Generated

The schedule determines the time of day the report is printed, or sent. In addition, it is
possible to generate reports based on operator request (on-demand), or based on the value
change of an OPC tag, but we won’t cover those topics in this manual.

5. Specify the recipients of the report

The recipients are basically the destinations where the report is sent, for example, e-mail
addresses, server locations, or an FTP server.

6. Specify the format of the report

The format is the end product of how the report is presented. For example, you might want it
printed on a printer, or transformed into a particular file type such as CSV, HTML, or PDF,
among others.

Together, these various steps allow you to create a wide variety of reports.
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Step 1 - Create a Report Template

Report Templates define the layout of the report, and what data
goes into it.

Double-click on the “Reporting’ icon in the OpenEnterprise Toolbox.

< rtrdb1 - ToolBox
File Security Help

-

Ld R T
3310] L]

Alarm Alarm Priorities  Archive Files  Calculations  Diaries and Historian Locked
Conditions Calendars Chjects
et SEELN %

# O & o B 13

Messaging MW 3000 MW3000 MW 3000 MW3000 MW3000 OPC Client
Archives Maonitor Setup Signal Builder Templ... RDI
" e o B
== G

o e @ OW
Patterns Security  Security Group Signal Builder  Suppression Template

Config Privileges Groups Builder

/
Double-click on the ‘Reporting’ icon.

The Report Configuration Tool will appear. Right click on the Templates icon and choose ‘New
Report Template” from the pop-up menu -or- click on Edit = New Template from the menu
bar.

Right-click on ‘Templates’ and
choose “New Report Template
from the pop-up menu. Alternatively,
choose Edit»New Template from
the menu bar.

\\ Report Configuration Tool
File Edit Help

=] @ F\eport Corfiguration Name Descri File Na ‘
Tha Cnrrf\gured

3

Schedules NewF‘eportTemplate
Ely Formats
EE Recipisnts
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Template Configuration — General

On this page, enter a name for the report template in the “Name” field. You can optionally
specify a more detailed description of what the template does in the “Description” field.

Enter a name for the report template. You can
optionally add a description also. Then click on

\ [Create].
£ Template Confizuration rz|
Template Con ration - General N
This page allows Repor\IXmplates to be created and modified.
Ciesgrt Template
.ord¥er to create or select a template file, the Report Template Name must first be specified. \When\creating a
eXtemplate file, it will be saved to the Default Template File Location and will be given the name of the
Fepdxt Tdqplate object.
Name: DAILY_REFORT | [ Create..
Description: | One minute flow-data for the day
File
The name and location of the template file can be altered by pressing the Edit button, and performing 2
Save As within Excel.
MName: | | Browse ...
Directory: | |

Now click on [Create] and Microsoft® Excel will be started automatically. In addition, the
OpenEnterprise plug-in will be added to the menu bar in Excel.

Before you can begin working with the ‘plug-in’, several report properties must be defined, first.
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Report Properties — Data Service

This page lets you define the default name of the Data Service for your OpenEnterprise Server (if
you don’t know what a service is, please refer to Chapter 4.)

If you are using redundant OpenEnterprise Servers, you must specify the data service for each
one. You can do this by listing the server names, separated by commas, e.g. SERVER_A:rtrdb1,
SERVER_B:rtrdbl.

NOTE: You can override the default data service when making individual queries if your report
will include data from multiple OE Servers. (This is discussed later in this chapter.)

You should click on [Test Connection] to verify that the Reporting package can access the OE
Database.

When finished, click on [Next>].

This is the data service for your OE Server.
Click on [Test Connection] to verify that
the Report package can communicate with
the database. Then click on [Next>].

OpenEnterprise Report Properties le

Report Properties - Data Service
Enter the default database dataservice for this report

Report Perioa Enter the dataservice (address) of your OpenEnterprise Server.

Event Logging The dataservice must be specified in the format host:service.
Far a redundant server, specify both servers in 2 comma separated

list e.g. hosta:rtrdb1, hostb:rtrdb1. To run a report using the standby
server, append the dataservice with the [ro] qualifier.

i

the default value for the
= glias.

The entered dataservice will be us:
<<DATASER!
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Report Properties — Report Period

This page defines the time window (starting and ending time) for the data you want to appear in
your report.

By default, the choice is data from today, but you could choose data from yesterday, last month,
last year, etc. (This also assumes that the data you want to choose actually is stored somewhere
in your OE Database; obviously you can’t put data on your report that doesn’t exist.)

Also, by default, days run from midnight to midnight. Some applications, however, may consider
a day to be when the first working shift starts say 8AM one day to 8AM the next day. Some
natural gas companies use the concept of a “gas day’ that might run from 6AM to 6AM. If you
want to have your reports reflect these sorts of time shifts, you can specify an “Offset from
midnight” of 8 hours, or 6 hours, or whenever you consider that your work day begins.

Feel free to play with the different controls on this page to get the exact period of time from
which you want data for the report. You can see how the changes you make will affect things by
looking at the *“If this report were run on” and “The report would contain data from” fields
at the bottom of the page. When you’ve got the time window defined the way you want it, click
on [Next>].

This page defines the date/time window from
which you want data for this report.

Based on the choices you make for the
‘Report Period’ the actual timeframe to
be used for the report will be calculated
and displayed here.

OpenEnterprise Report Properties E|
Report Properties - Report Period

Define the default pericd of time that this report wil\cover

Report Period
Event Logging (& Calendar period  Today v

O Interval l-

(®) Local (O Local, non\DST adjusted Qutc

If the report were run on.. The report would contain data...

VWednesday, Mayis|  from: [5/2/2007 120000 AM  [1UTC
| 12801PHE to: [5/3/2007 12:00.00 AM

AN

Click on [Next>] when finished.
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Report Properties — Event Logging

A log may be maintained of all events that occur
as part of generating this report:

This page lets you specify that the REEEELEREEEEEIE X]
Report package will maintain a log of | Reetroesee BEm o0
events that occur regarding how it is
operating, etc. We suggest you “Enable
Logging” and choose a folder where the e g i e gl emame i
log should be stored, since this log file S
can be helpful if you’re trying to debug 4 oo Sefllenticfyle (based cnresert )
problems, such as “Why didn’t my e Ly |

Folder [C:\Event Logging =]

report run?” etc.

Create a new file or append o an existing file.
() Create a new file [[] Rename existing file

(O Append to existing file

[ Finish ][ Cancel ][ Help

Click on [Finish] to complete /
the report properties.

Click on [Finish] to go into Excel, and begin configuring the report template.
In Excel, click on the cell where you want to display the data for the report, then click on

OpenEnterprise = Import History = New Query...

Click here to access the
OpenEnterprise ‘plug-in’

in Excel \

Microsoft Excel - DAILY_REPORT.xIs

@ File Edit Wew Insert Format Tools Data Window Help Adobe PDF | OpenEnterprise
G S A AP b B P98 5] ottty ][ Newouery.. |
ﬁ = = ! Query Manager... Modify Existing Query...
Al - A Run Report Delete Existing Query. ..
A | B [ ¢ D E [ F | G Run Repart As... [ Kk T vt T m [ N [ o | =
; l Alias Manager. .. T
3 Options...
Z Event Viewer...
% Insert Function...
| 7| Help...
% Login...
1 10 |
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Now you need to create a query
for the OE Database for data that
you want to appear on your
report. Depending upon the size
and complexity of your report, it
may include multiple queries.
Each query, therefore, must be
identified by a unique name. For
our first query, we are using the
default name of ‘Queryl’ but you
could assign a different name to it
if desired. After a name is chosen,
click on [Next>].

Although you specified the
default data service for this
report, you are given the option of
overriding the default and using a
different data service in a query.
(You might want to do this if this
report will contain data from
more than one OE Server.) If you
do specify a different data
service, you should verify that
you can communicate with it by
clicking on the [Test
Connection] button.

Click on [Next>] to proceed.

Each query must have a name. You
can use the default, or choose a name,
then click on [Next>].

OpenEnterprise Import History E|

Create New Query - Query Name
The name used to identify this Import History query

Enter a name for the fluery. This namg will be used to
identify the gyery throughout fhe report.

Transform

Output and Data Formatting

For each query, you have the option of overriding

the selection you made earlier for the data service.
You can also test the connection to the database
from this page. Click on [Next>] to continue.

OpenEnterprise Import History

Create New Query - Dataservice

Enter the datasenvice of the database

Transform

Output and Data Formatting
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Now we come down to selecting the
actual historical data we want to
include on the report. If you
remember from Chapter 6, historical
data is grouped into data sets. Click
on the data set that contains the data
you want to display in this query,
and click on the [Select] button,
then click on [Next>].

On the Create New Query — Signal
Selector page, you can choose to
either query all signals/variables in
this dataset, or you choose only to
query certain signals.

Generally, you would only want
certain signals. Click on “Named
signals only”, and then click on
[Add Signals].

OpenEnterprise for Beginners

Choose the Historical Data Set that

includes the data you want to include

on the report, then click on [Select].

Finally, click on [Next>]. s

OpenEnterprise Import History

Create New Query - Historical Data Set
Select the dataset to view data from

control id = 0 {gw€ntlog_table)
(=) RealAnal inute samples with houry and gaily compression irealanaloy
0s
3600s
86400s
Transform
Output and Data Formatting
L >
| 4
Select
Currently selected data set:

|Realﬁna|og minute samples with hourty and daily compression - 0s

A

If you don’t want all signals/variables to be part
of this query, click on “Named signals only”
and then click on [Add Signals].

OpenEnterprise Import History

Create New Query - Signal Selector
Select the signals to display

Selected Signals

Select the signals to be displayed. Belect all signals in the selected
dataset or use the Add Signals opjfon to find the signals you
require

(O Al signals

() Named signals only Add Signals...

Transform

Output and Data Formatting
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The Signal Browse dialog box
will appear. Enter some search
criteria in the fields at the top of
the page, and click on [Find
Signals].

Signals/variables meeting that
criteria will be displayed. Select
the signals you want to appear
on the report, and click on [Add
Signals]. When you have
selected all the signals, click on
[Close].

The signals you selected will
now appear in the window.
Click on [Next>].

First, choose search criteria for the
signals you want to include on the
report, then click on [Find Signals].

[ Signal Browse

Select the Sgnals to display. Enter search criteria and select ‘Find Signals'. Add specific
signgls using "Add Signals' or add the search criteriz using 'Add Filter'.
Devierame e —
L e Y E—
S e
[[] Match case Attribute
Find Signals
MName Description =]
_SENSROTOR_Value
R4_SENSROTOR_Value
R1_HTVAL_Disp_Value
_HTWVAL_Disp_Value
_Disp_Value
R1 DP Al @00
GV.R2_DP_Al - ]
W cw7 @GV RADF Al ———
27 Signals found

Next, the signals meeting the specified/
criteria will be displayed in this window.
Choose the ones you want to add to the
report, and click on [Add Signals].

To exit this dialog box, click on [Close].

OpenEnterprise Import History le

Create New Query - Signal Selector
Select the signals to display

Selected Signals

Select the signals to be displayed. Select all signals in the selected
dataset or use the Add Signals option to find the signals you
require.

) All signals

(3) Named signals only Add Signals...

Query Period

Transform

Cutput and Data Formatting
name=CVW7-@GV R4_DF_Al
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The Create New Query - This page gives you the option of specifying a
Query Period page allows you different time window for the data that will appear
to optionally override the in this query. To accept the default time window

you defined earlier in the Report Properties, just
click on [Next>].

period of time from which data
should come for this report.
This might be necessary in
certain situations where you
might not have enough data to
properly test the report, so you
want to specify a different time
window.

OpenEnterprise Import History rz|
Create New Query - Query Period

Select the span of data to display

{"] Override default report pericd

I
Offset from midnight: l:l

If you want to change the time Itpftd Pt
frame, click on “Override
default report period”, and
change the time frame as
desired.

If the report were run on... The report would contzin data...
| | from: | |

at: | | fo: | |

To continue, click on [Next>].

Click on [Next>], 4

On the Create New Query — Data Transform page, you choose which columns from the historical
tables you want to include in the report. Typically, you would choose “Value’ (the actual value of
the signal), but you may choose others as well. For each of the “Available columns” you want
to include on the report, click on [>] to add it to the *“Display columns” window.

Most users should leave this at ‘timestamp’

OpenEnterprise Import History rz|

Create New Query - Data Transform
Control how the data is transformed and the data columns that are displayed
oo Homo - Choose each column you
Select the timestamp column to control the trapsf6rm. want to d|Sp|ay |n the report,
Transforn imestans AT coreing and click on [>] for it. If you
R ] are displaying several different
Select the columns to displa e final repoet
e — isot, columns columns, you can use the [Up]
geofieet | 40 vabe and [Down] buttons to move
QOutput and Data Formatting ques through them
Ensble timestamp rounding g Timestamp rounding
Select how timestamp values are rounded. allows the timestamp
Round to nearest [¥] Insert missing records tO be rounded tO the
nearest unit of measure
(second, minute, etc.)
4

After you've chosen which
columns to display, click
on [Next>].
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The other items included on this page allow you to specify how you want to use timestamps.
Normally, the “Transform timestamp’ would just be the ‘“Timestamp’ column, though if you
have other timestamps saved in the database, because you’re doing a more advanced historical
system, you can select that different timestamp column.

You can also specify how timestamp values are rounded.

When you’re finished with your column selection and timestamp settings, click on [Next>].

On the Create New Query — Output page, you can optionally change the location of the cell
where data will be displayed by clicking on the [...] button.

You can also choose whether or not you want to display column headers or signal names over
the data in the report.

After making your format selections, click on [Finish].

You can optionally change the way items appeatr.

OpenEnterprise Import History @
Create New Query - Output

Define where the import history data will be put and formatted

| Object names would

Location

Enter where you want the data to appear be the Slgnal names.
© Brsting workshest-cell eference et _~.] | | eave this checked if
@ T ~_~ | | youwant the signal
Data Formating name to be included
[] Adjust column widths [] Remove Devicenames On the report
Output and Data Formstiing ST PIERI TN NuLltet [ ]
Show column headers 445&%_ Column headers are
L] Questionabie Data Formating the column (attribute)

Select the background cell color for guestionable data.

Attribute: Color: from the database
[ ] Leave this checked if
you want that on the

Finish Cancel Help report.
Click on [Finish———

Click on [Yes].
You will be prompted as to whether you want Successful query creation.

to run the hiStoricaI query right nOW' CI ICk On ? | 'Queryl has begradded successfully.
[YES] . -~ Do you want g run it now?
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The queried data will now be displayed within Excel.

column headers

The report template now includes actual historical
data in its columns.
E3 Microsoft Excel - DAILY_REPORT.xls

@_] Fle Edit View Insert Format Tools Datz Window
NN BENE TR NN A R 7

T /

Hi2 - &
A | B [ /¢ | AV |

object names (signal names)

OpenEnterprise e a question for help
IR Y HE <0 <|B I U|=E=

ol

CWT7T:@GV.R1_DP_Al
timestamp value
01/05/2007 14:21:23
01/05/2007 14:22:23
01/05/2007 14:23:23
01/05/2007 14:24:23
01/05/2007 14:25:23
01/05/2007 14:26:23
01/05/2007 14:27:23
01/05/2007 14:28:23
01/05/2007 14:29:23
01/05/2007 14:30:23
01/05/2007 14:31:23
01/05/2007 14:32:23
01/05/2007 14:33:23
01/05/2007 14:34:23
01/05/2007 14:35:23
01/05/2007 14:36:23
01/05/2007 14:37:23
01/05/2007 14:38:23
01/05/2007 14:39:23
01/05/2007 14:40:23
01/05/2007 14:41:23
01/05/2007 14:42:23
01/05/2007 14:43:23
01/05/2007 14:44:23
01/05/2007 14:45:23
01/05/2007 14:46:23
01/05/2007 14:47:23
01/05/2007 14:48:23
W 4 » W Sheetl f Sheet? f Shestd / 3 ¥
Ready

W7 @GV, R2_DP_$ CW7@GV.R4_DE_Al
value value

=

[

w

=

m

=

(=

©

]
=1

na

ra
ra

[
]

]
=

]
o

ra
=

ra
~

[
=51

]
o

[
=

(¥

]
<]
cooococoocoocoocoocoooocoocooooooooo

cooococoocoocoocoocoooocoocooooooooo
cooococoocoocoocoocoooocoocooooooooo

|L.J
til
€4

NOTE: You can add additional information to the report template, but don’t try to change the
actual data/timestamps/headers that come from the database, since any changes you make will be
overwritten when the report is generated.

We can however, add We've added a Title to the top
additional information in <and included names for each stationZ

unused cells of the report A | 5 | e _————% 7/ | E
such as a title and station = pREssumEW /
names. STATION 1 STATIONZ |sTATION4] |
CWT:@GV.R1_DP_Al CWT:@GV.R2 DP_Al CWT:@GV.R4 DF_Al
timestamp value value value

Okay, now you’ve completed your report template. Save the Excel file by clicking on File 2>
Save As or by clicking on the ‘Save’ icon.
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You could just print the Excel file and call the resulting printout a report, since it has real data in
it, but it’s really just a report template.

To have a fully configured and useful report, you’ll want it to be generated automatically at a
particular time, and you might want to automatically send copies to people. You might want to
print it, or you might only want to save a copy of it in a file. The remaining steps of report
configuration allow you to set up these features.

Step 2 - Create a Report from the Template in the previous step

Okay. Now you’ve got a report template. Let’s
create an actual report from the template. To

%* Report Configuration Tool

File Edit Help
do this, click on Edit = New Report, or right- B ‘@:.epm Configuration
click on ‘The Configured Reports’ in the L] The Corfigured Reporty
. . w128l Templates MNew Report
Report Configuration Tool, and choose “New ;;1— Sehedies

Report” from the pop-up menu.

Ely Fomats

Eﬂ Recipients

Report Configuration — General

On this page, enter a “Name” for the report, and then optionally enter a “Description” for the
report.

First, enter a name
for the report and
optionally enter a
description.

#E Report Configuration rz|
Report Configuration - Gegeral N
This page allows the general propertieNof an OpenEnteprise repgfit to be configured

Report Details

Name: |Pressure R*DR-W /|
/

/
1fmnute/ressure readings /

Please select the Report Template you wish to use with this Report configuration/Mate that when a Report
Template is seleghed the Configuration Tool will attempt to obtain all configured #liases within the Template,
which may take feveral seconds.

Next, choose the template
you created in Step 1, then
click on [Next>].

In the *‘Report Template’
section of the page, click on
the name of the template
you created in Step 1. Some
processing will occur, and
then that name will appear
in the “Selected Template”
field. Click on [Next>] to
proceed.

[] Disable

Description:;

Report Template

Alarm Conditions

MName |4 Description
DAILY_REPORT One minute flow-data forthe day.
REFORT20
REPORT2 T-minute flow readings
REPORT4 T-minute flow readings
Selected Template: / |
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Report Configuration — Alias VValues

Aliases can be used to allow [EEZTEES X
the same report to be re-used | remcommmam sivis | e »
with different signals that are '

chosen based on the aliases. Aualtle inses
This is a fairly advanced

The list of available aliases is auto-populated based on the contents of the Report Template and any previous
database configuration. The user can also manually add and delete aliases if they require, as well as defining
the values to be used for the available aliases within this Report configuration,

topic’ SO We’re nOt QOing to Name Default Value Report Value Type
cover it here. BASETNIE Toes7 Uneed
I DATASERVICE Undefined
Just leave the defaults ‘as is
and click on [Next>].
& >

Click on [Next>]. 4

Report Configuration — Publishing

Specify the path and folder where you want reports to be generated in the “Directory” field, or
use the [Browse] button to locate it. Now, click on [Next>].

Specify the folder where you want reports generated.

€ Report Configuration [z‘

Report Configuration - Publishing AL
This page is used to define the default publishing properties of the report. The values defined garfhis page, where applicable, can be

overridden on a per Report Format basis

Location

A default directory can be defined injghich zll published reports associated with this report configuration will
be created.

Directory:  |C:\OE Reports | [Browse...

Report Purging
The user may configure & method by which published reports can be deleted.
[] Purge Reports

Alarm Conditions

E

[] Delete Report Catalog entry on deletion

Remave Report Plug-Ins from the Published Report

/

Click on [Next>].
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Report Configuration — Formats

At this point, we haven’t
defined any formats, so just

click on [Next>].

#£ Report Configuration

Report Configuration - Formats
This page allows the user to associate the Report with the Formats in which it will be published

Formats

Please select the Formats that you wish to associate wath this Report. If no explicit Formats are defined, or the
Disable Selected Formats check box is ticked, then a single published report will be produced, in native format
to the default directory defined for the Report on the Publishing configuration page

Available Formats:

Alarm Conditions

B

IIA I II
n v v

Selected Formats

[] Disable Publishing

Click on [Next>].

Report Configuration — Schedule

Once again, we don’t have any schedules configured yet, so just click on [Next>].

#E Report Configuration

Report Configuration - Schedules

This page zllows the user to asssocizte this Report with any previcusly fig

i Report Schedul

Schedules
Please select the Report Schedules that will be used to trigger the generation of this Report.

Ayailable Schedules Selected Schedules:

Credentials

Alarm Conditions

=3

Cancel Help

A

/

Click on [Next>].

11-16 OpenEnterprise for Beginners



Chapter 11 — Creating Reports

Report Configuration — Credentials

On this page, you should choose ‘SYSTEM? as the “Named User” and then click on [Next>].

You should choose SYSTEM.
€ Report Configuration El

Report Configuration - Credentials @

This page allows the user credentials to be associated with the Report,

Credentials

This configuration page allows the user of an OpenEnterprise user to be through which
the Report will be generated andfpublished. The local OpenEnterprise Server administrative user can be
selected. or a specific OpenEntgrprise user can be selected from those available.

(O Local Administrative Acogpnt

(%) Named User SYSTEM -

Alarm Conditions

\ Back Mext > Cancel Help
[ <Bock [ Nex> ]

Click on [Next>].
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Report Configuration — Alarm Conditions

Optionally, you can specify that an alarm will be generated if a problem occurs with the report.
You can also specify that you want an alarm generated when the report runs successfully. Make
any choices as desired, then click on [Finish]. Okay — now you’ve created your report. It’s time

to test it.

You can optionally choose to have alarms generated
if there are problems with the report generation process.

£ Report Configuration le

Report Cynfiguration - Alarm Conditions
ows= OpenEnterprise Alarm Conditions to be defined for the Report \ E

Alam Conditions

Please select one or more of the standard alarm conditions listed below, or create your own user-defijhed
alarm conditions as required.

[[] Generate Alarm on Success.

Generate Alarm if any Error occurs.

Configured Alam Conditions

Description Priority Type Status Value
Any Emor 254 Range -Tto-1

Finish | [ Cancel ][ Help
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Step 3. — Test the Report

Now that you’ve created a report
template, and a report based on that
template, it’s a good idea to test that
the report is actually able to connect
to the database, retrieve data, and be
included in the report file.

To test the report, right-click on the
report name, and choose “Test
Report” from the pop-up menu. The
Test Report dialog box will appear.
Click on [Test] and the testing will
begin. Messages describing the
process of the test will appear. When
the test is complete, click on [Close].

To see what the report looks like, go
to the directory you specified on the
Report Configuration — Publishing
page, and review the report to see
that it looks the way you expect it
should. If it does, continue on to Step
4. If it doesn’t, you should verify that
the template is configured the way
you want it, and that you can
successfully connect to the database.

OpenEnterprise for Beginners

Right-click on your report,

and choose “Test Report”:

b Report Configuration Tool

File Edit Help

= Y& Report Corfiguration

[:Jg The Corfigured Reports

8 T

" Madify
2| Templates

{55 Schedules Delete

Disable

Test Report

EE Recipients

Click on [Test] to begin the testing.
Status messages will appear telling

you the progress of the testing. When
the testing is complete, click on [Close].

B Text Report

can be tested. Note, that the Report Scheduler must be

N By pressing the Test button the selected Report Configuration
running for the test to proceed.

Report Name: | V[ Test l

[ Close ] [ Help ]
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Step 4 Create a Timed Schedule for the Report Right-click on ‘Schedules’
and choose “New Report

Now it’s time to define when the report should actually Schedule” or choose

be generated. Although it’s possible to have it generated Edit -> New Schedule from

‘On Demand’ i.e. the operator requests the report when the menu bar.

they need it, or based on the value of an OPC tag, T

typically, reports are generated on a timed schedule, so Fie: Edit Help

that’s what we’ll discuss now. = % Report Configuration

= [:Jgi' The Configured Reports

E]g Pressure_Report-1
First, let’s create a schedule. Click on Edit> New i (3] Tempiates

Schedule or right-click on *Schedules’ and choose %!|
“New Report Schedule” from the pop-up menu. £ Recivients

Schedule Configuration — General

On this page, specify a “Name” for the schedule, and, if desired, enter a “Description” for the
schedule.You can have a report generated immediately, i.e. on-demand, or based on a value of an
OPC tag. Generally, though, you’re going to want to generate reports at a particular time of day.

For this example, choose “Timed” to have the report generated at a specific time of day.

Now, click on [Next>].

First, choose a “Name” for the schedule,
and optionally enter a “Description”.

#¥ Schedule Configuration

Schedule Configuration - General
This page is used to configure the general properties of a Report Schedule.

Schedule

Type

Reports

T — Description: | Schedule to generate reports at the end of the day|

Schedule Type
Please select the method by which the Repart Schedule will be triggered.

(©) On Demand - the schedule will be triggered manually or through an external application
() Timed - the schedule will be triggered based on a repeating or once-only fime period.

Walue Change - the schedule will be triggered based on a change in value of an OPC Tag.

4

Name: EnD_OF DAy & | [ Disable

Then choose “Timed” and  /
finally, click on [Next>].
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Schedule Configuration — Type

On this page, specify exactly when you want the report to be generated. Choose the time, and
then the interval, at which the report generation should be repeated. (The summary area of the
page will report the resulting schedule based on your choices so you can verify that you created
the schedule correctly based on your needs.) When finished, click on [Next>].

Specify the time you want the report to be generated
and then specify how frequently you want it to be
repeated. In this example, the report is scheduled to
run daily, at 11:55 PM. ]

#¥ Schedule Configuration E]

Schedule Configuration - Type N
This page allows the user to define the type specific properties of the schedlle.

Repeating
Reports Period
Alarm Conditions Every |1| = | |Days w
At 11:55:00 FM b3 e

Summary

This schedule will trigger at 11:55:00 PM every 1 Days, Local time (DST adjusted).

Time Base
Select how the defined peried will be interpreted by the Report Scheduler.
() Local time (DST adjusted) () Local time (Non-DST adjusted) Qute
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Schedule Configuration - Reports

On this page, you are actually associating a report with the schedule you are creating.

The “Available Reports” window displays a list of all the
report will be added to the “Selected Reports” field.

Click on [Next>] to proceed to the next page.

reports that have been created. Click
on the name of the report you want to associate with this schedule, then click on [>] and the

Click on the report you created, earlier, in the “ Available Reports”
field, then click on [>] and it will be moved to the “ Selected

Reports” field.

#F Schedule Configuration

Schedule Configuration - Reports
This page allows the user to select the Reports that will be triggerdd by the Schedule.

Reports
Please select the Configured Reparts that §

Ayailable Reports:
AMlarm Conditions

==

S

ill be triggered by this Schedule.

Selected Reports:

EQ Pressure_Report-1

Click on [Next>] when finished.4/
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Schedule Configuration — Alarm Conditions

Optionally, you can specify that you want alarms to be generated based on the success or failure
of the Report. If so, select those options.

Now, click on [Finish] and your report schedule is complete.

You can optionally choose to generate alarms based on
the whether the report runs or does not run successfully.

# Schedule Configuration E]
Schedule Configuration - Alarm Conditions @

This page allows OpenEnterprise Alarm Conditions to be defined for the Schedule

Alam Conditions

Please select one or more of the standard alarm gdhditiongMeted below, or create your own user-defined
alarm conditions as required.

[[] Generate Alamm on Success.

Generate Alarm if any Error occurs.

Configured Alarm Conditions

Description Priarity Type Status Value
Any Emor 254 Range -Tto -1

IﬁFinish | [ cancel ][ Help

/

Click on [Finish] when done.
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Step 5. — Choose Who Will Receive the Report (Recipients)

Now you have to decide where reports
will be sent. For example, you might
want to e-mail copies of a report to the
accounting department so they can bill
customers. Or you might want to have a
report stored on a hard disk somewhere,
S0 you can retrieve it later, if needed.

To do this, you need to define the
recipients for the report. Click on Edit >
New Recipient or right-click on
“Recipients” and choose “New Report
Recipient” from the menu bar.

Recipient Configuration — General

Recipients are essentially the destination
of the report. This could be an e-mail
address, a file server location, or an FTP
server.

Right-click on ‘Recipients’ and choose
“New Report Recipient” or choose
Edit --> New Recipient from the menu bar.

Repo onfiguratio 00
Fild& Edit Help
= ‘8 Report Corfiguration
= [:Q The Corfigured Reports
[:Q Pressure_Report-1
2| Templates
pj Schedules
Er Formats
£

Decide whether the report will be sent as an e-mail message,
or as a file stored on a drive or FTP server. Here we are choosing

“Email”.

Enter a “Name” for the recipient, and optionally include
a “Description”.

Now specify a “Name” for the
recipient, and choose a
“Delivery Type” that
specifies how the report will
be sent (e-mail, file copy, etc.)
Click on [Next>] when
finished.

Seftings

Alarm Conditions

Recipient Configuration - General
This page is used to define the name and type of 2 Report Recipient.

= ! Recipient Configuration

Recipient

Name: [accounTipepEPT | [ pisable
X
Description: SEIWJW”Q Dept so biling can be calculsted
Delivery T
(=) Email
() File Copy, (i.e. @ networked drive or backup storage)
O FTP Copy

Click on [Next>] when finished.
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Report Configuration — Settings

On this page, you specify the destination e-mail address, server location, or FTP server details
for this report recipient.

Here, we are choosing the e-mail address. You can test that the e-mail address is valid by
clicking on [Test].

If the recipient is an e-mail address, enter the address here.
You should also click on [Test] to verify that it is a valid address.

! Recipient Configuration rg|

Recipient Configuration - Settings /
s page allows the user to define the type specific properties of the Report Recipient ’

Email Addrels  |azaa@bbbbb oo | [ Test ]

Alarm Conditions

When you have entered
the address, click on [Next>].
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If you had chosen “File Copy” instead of “E-mail”” you would need to specify the location on a
computer where you want to store the report. Similarly, if you had chosen “FTP Copy”, you
would need to specify details on the FTP server that would hold the report. (Not shown)

Use the [Browse] button to specify the destination on the server
for this report.

! Recipient Configuration E|
Recipient Configuration - Settings s
This page allows the user to define the type specific ppperties of the Report Recipient

File Copy

Location: |C"-Backup| | [ Browse ]

Alarm Conditions

User Credentials can only be defined if the location is defined as a UNC path

Domain: | |

User Name: | |

Password: | |

X
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Recipient Configuration — Alarm Conditions

Optionally, you can specify that an alarm will be generated if a problem occurs with the report.
You can also specify that you want an alarm generated when the report runs successfully. Make
any choices as desired then click on [Finish]. You’ve now defined your recipient. Repeat this
process if you have other recipients to define.

You can optionally choose to have alarms generated
if there are problems with the report generation process.
Click on [Finish] to complete defining the recipient.

! Recipient Configuration [g|
Recipient Configuration - Alarm Conditions @

This page allows OpenEnterprise Alarm Conditions to be defined for the Report Recipients

Alarm Conditions

Please select one or more of the standard alarm conditions listed below, or create your own user-défined
alarm conditions as reguired.

[] Generate Alarm on Success.

Generate Alarm if any Error occurs

Corfigured Alarm Conditions

Description Priarity Type Status Value
Any Emor it Range -2ta 1
Finsh | [ Cancel [ Help
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Step 6. — Specify the Format of the Report

, . Either right-click on ‘Formats’
We’re almost done. The last thing we have to and choose “New Report Format”

dO iS SpeCify the flle format Of the repOI’t. from the pop_up menu, or click on

_ _ _ Edit --> New Format from the menu
The configuration of the format varies bar. [——

depending upon which format you choose. Fle =t rel
E Report Configuration
= [:Q The Configured Reports
[:Q Pressure_Report-1
24| Templates
{93 Schedules
5

EE Recipiel Mew Report Format

Format Configuration — General

The figure, below, shows the configuration of a printer.

Create a “Name” for the format, and optionally
enter a “Description” for the format.

%, Format Configuraticn r>__<|
Format Configuration - General L
This page allows the general prosgrties of 2 Report Format to be configured

General

Purging Name: FORMATT / | [ODisable
R »

Description: | Main office printed
Alarm Conditions

Type: Printer v

Location

The File Ngme and Destination may contain date, time, and alias values, as well as report properties
Use the Format button to insert date and time, and report formatting characters into the File Name and
Destinatjon strings. Alias values must be entered manually, (see Help for details).

For all format types except Printer, the Destination defines the directory within which the report will be
createfd, prior to it being distributed. For @ Printer it is the name of a local or networked printer.

|-.-.FlICOH Micio 1045 PCLE

If you choose ‘Printer’ as the format “ Type”, X
you will need to specify the network “ Destination”

for the printer. Use the [Browse...] button to locate

it, if necessary.
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The figure, below, shows that for a format “Type” other than printer, a file is generated, so you
will need to specify a “Destination” path and “File Name” format.

For any format “ Type” other than ‘Printer’, you will need to
specify a “File Name”. You can type a name in directly, or
click on the [Format] button to choose items that will be
used to make up the filename, such as the date and time.

Create a “Name” for the format, and optionally
enter a “Description” for the format.

5, Format Configuration [zl

Format Configuration - General N
This page allows the general proderties of a Report Format to be configured
General
T — FORMATZ | [ Disable

Description: |Generate FDF
Alarm Conditions

Type: Adobe Acrobat (" pdf) R

Location

The File lfame and Destination may contain date, time, and alias values, as well as report propesi
Use the format button to insert date and time, and report formatting characters into the CilefTame and
Destinafion strings. Alias values must be entered manually, (see Help for detail.

athin which the repart will be
, prior to it being distributed. For a Printer itis the a local or networked printer.

C:Histary e ...
| . % =

File Name: |REPIDATETIME} N | [ Foet #

Ensure Unique File Name [ Create Destination during publishing if it doesn't exig

N
If you choose a format other than ‘Printer’ as the format &
“Type”, you will need to specify the “ Destination” ——
path for the resulting file.. Use the [Browse...] button
to locate it, if necessary.

Click on [Next>] when finished.
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Format Configuration — Purging

This page allows you to specify that older reports be deleted. Just click on [Next>] to proceed.

Purging can be used to remove old reports from the system.
We won't cover this here, so just click on [Next>].

=, Format Configuration El
Format Configuration - Purging P
This page is used to configure how and if the published reports g i using this Format are managed.

Purging

It is possible to define @ method through which old or obsolete published reports, geflerated using this Report
Format, can be deleted or managed. Mote, that purging only relates to the intial pubjfished report and not to any
distributed copies of that report.

Alarm Conditions
[[] Override Report Settings

E]

Delete Report Catalog entry on deletion
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Format Configuration — Recipients

On this page, choose from the recipients you defined, earlier, in Step 5, and click on [>] or [>>]
to select them. Then click on [Next>].

Click on the recipient that you want
to receive this format of report, then
click on [>] to select it. Alternatively,
to select all the recipients, click on [>>].

=, Format Configuration E]

Format Confijuration - Recipients s
This page is used t\define how and to whom the reports published using this Report Format are distributed.

Recipierts

Please select the Report Recipi to which published reports g i yfing this Report Format will be

distributed.
1Lvailable Recipients: Aected Recipients:

Marm Conditions

€5 ACCOUNTING_DEPT Efror
Elpackur

Click on [Next>] when finished.
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Format Configuration — Alarm Conditions

Finally, just as before, you have the option of generating alarms if there are problems with the
report. Make your choices and then click on [Finish].

You can optionally choose to have alarms generated
if there are problems with the report generation process.
Click on [Finish] to complete the format configuration.

=, Format Configuration E]

Format Cynfiguration - Alarm Conditions
This page alloys OpenEnterprise Alarm Conditions to be defined for the Report Format \

Alam Conditions

Please select one or more of the standard alarm conditions listed below, or create your own user-defjned
alarm conditions as required.

[] Generate Mlarm on Success

{Generate Alarm if any Error ocours. :

Corfigured Alam Condtions

Description Priority Type Status Value
Any Emor 254 Range -2to1
Finish | [ Cancel [ Help

Congratulations! You’ve now created a report, it’s got a schedule and you’ve defined where the
report will be sent.

In addition, since you’ve created the report in pieces, i.e. the report template, the formats, the

recipients, etc., you can quickly create additional reports. These individual pieces serve as
building blocks which will simplify any other reports you create.
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Appendix A - Learning SQL (A Crash Course for OE Users)

Do | really need to learn SQL to use OE?

Probably not. Earlier versions of OpenEnterprise required that even the most basic system
configuration be performed using SQL commands. Now OpenEnterprise has many user-
friendly configuration tools, available through the OE Toolbox, that simplify configuration,
and don’t require you to use SQL. Because of this you don’t really need to learn SQL. (A
little secret you might want to know, though, is that most of what these configuration tools
are doing behind the scenes, transparently to you, is to generate SQL statements to query
the database. Therefore, it might aid your understanding of the system if you knew a little
SQL.) SQL statements can often allow you to obtain data very quickly, that might take
many mouse clicks through a configuration tool. Also, there are certain advanced
configurations, that a ‘power user’ might want to do, that can only be done via SQL. If
you’re not planning to do any of those, you really don’t need it. If you are, you probably

ought to read this appendix.

SQL queries follow a certain pre-defined structure,
thus the name ‘structured query language’ (SQL).

It is important to create the queries properly, in order
to perform the desired action successfully. If you
type something in the wrong order, or misspell the
command, or put a semicolon in the wrong place,
your SQL entry won’t be correct, and you won’t
achieve the desired result.

There are dozens of different SQL commands, and
before you’re done configuring the more advanced
features of OE, you’re going to use several, but
we’re going to concentrate on just seven of them,
because they are the ones you are most likely going
to use, when working with OpenEnterprise.

Also, we’re only going to deal with the basic usage
of these seven commands. Sometimes there are more
complicated options that you can use with these
commands, but we don’t really need to get into those
options here, so don’t worry about them right now.

What is SQL?

SQL stands for structured query
language. Sometimes people will
say the word *sequel’ instead of
SQL. They both refer to the same
thing. SQL is an industry-standard
method for communicating with a
database. Query is essentially
another word for question or request.
To make a structured query means to
generate a formatted request for
information from the database. The
structured part is important. In
order to get useful information back,
you must carefully construct the
query according to a predefined set
of rules. In order to enter actual SQL
commands, we use a program at the
OE Server called the SQL Client.

While you're still learning SQL, don’t use a LIVE system!!!

Because SQL is a programming language, it doesn’t include some of the
protections built into other parts of OpenEnterprise. Always be careful when
entering SQL commands, and don’t use them on an OE system which is
connected to a real plant or process unless you are sure of what you are doing.
Otherwise this crash course could really end up in a crash!
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Starting the SOL Client

To start the SQL Client, click on:
Start = Programs - OpenEnterprise = SQL Client

NOTE: Every SQL Client command begins with the command name, and ends with a semicolon
‘7. If you leave out the semicolon, the SQL Client will interpret anything you type after
that as also being part of the command. When you’re finished with a command, you
would press the [Enter] key on your keyboard.

“Help! The SQL Client shut itself down just a
few seconds after | started it!!!”

If the SQL Client closed shortly after when you opened it, then check to see that your
database is running. If it's not, then the SQL Client can’t connect to it, and so it closes
down. You need to start the OE Database in order to use the SQL Client.

If your system has the Session Manager configured to start OE, you should start it
using the Session Manager. If you don’t know what the Session Manager is, you can
start the OE Database, by clicking on: Start - Programs - OpenEnterprise =
Database = Database
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LOGIN command

Because you don’t want unauthorized persons connecting to the OE Database, and extracting
your company’s data, the OE Database is protected by a security system. To gain access to the
database, users must supply a valid username and password.

The basic syntax of the LOGIN command is:
LOGIN username

where username is replaced with the name of a valid OE user
(a user is just a person who has been given
permission to use OE, or some part of it.).
Once the username is entered, the user will
be prompted to enter a password.

In the picture shown, at right, we show a login The username
command being entered in the SQL Client. In Enter the password

In answer to the prompt

this picture, the username is SYSTEM, and the
password hasn’t been entered yet. The
SYSTEM user is defined for every OE Server.

Component Sglc (V04.00.0065/Windz)
Copyright YC) 1994-2003 by Polvhedra pleo
30L> login ZY¥ITEM: _
Password: —

NOTE: Both the username and password are case sensitive. That means that capitalization
(UPPERCASE and lowercase) are important. The words Fred, FRED, and fReD would all be
considered different users. We recommend, therefore, that you either choose all UPPERCASE or
all lowercase when entering usernames and passwords, or you could get confused later.
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SELECT command

The SELECT command is a great way to view various columns (attributes) of a table. What’s
nice about it is you can look search for various items in a table, which meet some specified
criteria. For example, if you want to look at all the signals in the realanalog table which currently

are in an alarm state, you could do that.

The basic syntax of the SELECT command is:

SELECT search_item(s) FROM table_name;

There is also an extended version which looks like this:

SELECT search_item(s) FROM table_name WHERE condition;

where  search_item(s)

table_name

WHERE
condition
(optional)

Here are some examples.

is replaced with the name of the attribute or
attributes (columns) you want to view from the
table. If searching for more than one attribute,
separate them with commas. If you enter the
wildcard character “*’ for search_items(s), all
attributes in the table will be included in the
search. NOTE: Exercise caution when using the
“*”_because if you enter that, there are no limits
on the amount of data you’re requesting from the
table. If it’s a really large table, you could crash
your system.

is replaced with name of a table within the OE
Database. We talked about some of the
commonly used table names earlier in this
appendix.

is used to specify some sort of criteria to limit the
number of records (rows) displayed. Typically,
you would enter an expression here, like
WHERE value < 20.
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Example 1:

Suppose we want to know the name of every signal in the analog portion of the OE Database
which is currently in an alarm state.

We would enter the command:
SQL> select name,value from realanalog where inalarm=TRUE;
This is the name of the

table from which we are
requesting data

The SELECT command

These are attributes (the name

and value columns) that we want
to be displayed from the table

File  Edit i

el @n] 23] 2]

Component sd%: [V04.00.0065/Win3z2) p{////
Copygyight (Cl%1994-2003 by Polyvhedra pic

Z0L» select name,value from realansloy where inalsrm=TRUE:

| nome | walue |

| 'TANES:SINE.VALUE.OOL1' |
| 'TANES:3INE.VALUE.OQOZ' |
| 'TANES:3INE.VALUE.DO3' |

98,7748 |
—-66.9584 |
-131.6159 |

Query Done: 3 records selected
saLy |

K|

Ready

Here are the results of our query.

There are 3 signals in the Realanalog
table that are currently in an alarm state.
We can see the names of these signals,
and their values, because that's what we
asked to see.

We only want to see the
records where this criteria
is met. We only want to see
those signals for which the
Inalarm attribute (column)

is currently TRUE. \

So now we know that when we issued that query, there were 3 signals in alarm within the

Realanalog table.
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Example 2:

Say we only wanted to see the names of signals in the Realanalog table, and we didn’t care about
their value, or whether they were in an alarm state. We could have entered a simpler command,
that specifies only one attribute, and no WHERE condition option.

SQL> select name from realanalog;

Our result would be a list of all the signal names (stored in the ‘name’ attribute column) of the
realanalog table.

SR +
| name |
S +

"TANKS:#RCNT.002. "
"TANKS:#RCNT.003. "
"TANKS:#RCNT.004. "
"TANKS:#RCNT.005."
"TANKS:#RCNT . -
"TANKS:#RCNT.007."
"TANKS:M1.TEMP.1"
"TANKS:M1.TEMP.2"

(@]
o
(0]

.

we’re not showing all the results because
it would go on for 3 pages.

| "TANKS:SYS.CHARGE.TIME" |
| "TANKS:TANK.LIQUID.LEV® |

o +
Query Done: 203 records selected
SQL>

Pretty easy huh? But maybe you’re saying at this point, “Well that’s fine, but I’m just learning
this stuff. How am | supposed to know about all these different attribute names for the columns,
and which ones to use?”

Good point. Some of this comes from practice. You’ll probably find that, over time, you’ll know
that certain attributes are interesting to you, and others you don’t have to remember.

You also could have looked in the OpenEnterprise Schema Reference Manual and read about the

Realanalog table, and with a little study, and page-turning, you would have found all the
different attributes for that table.
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Say you don’t want to do that, though, because you don’t have a manual nearby, you could do
what we do in Example 3.

Example 3:

If you know that the data you are looking for is in a particular table, but you can’t remember the
name of the attribute, you could look in another table, called the Attributes table. Yep, that’s
right, there’s a table that shows the names of all the attributes in all the other tables:

SQL> select name from attributes where table_name="realanalog”;

"name*
“devicename”
"regionname”
"datumaddress”
"scheduleid”
"status”

"disable”
“timestamp*®
“forcepoll*®
“forcewrite”
"private”
"timestampdstoffset”
“description”
"plantarea”
"accessarea”
"calloutarea”
“display”
“calloutdisplay”
"questionable*
“acknowledged”
“"cleared”
"suppressiongroup”
"manualinhibit”
"controlinhibit”
"alarminhibit”
“currentalarmprecedence”
“printer”
“updatemask*

" changemask*
"readchangemask*®
"readtrigger”
"dataset”
"lastdataset”
“timezone*
"dstoffset”
"hasnotes*”
"totalnotes”
"base”

“extension®
"attribute”
"occurrencetime”
"resetalarmstatistics”
"occurrencetimedstoffset”
"currentdstoffset”
"writeoverride”
"locked"

“locker*
"currentlocker”
“inalarm”

“"value*
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| "readvalue* |
| “units* |
| “"lowlimit*® |
| “highlimit® |

Query Done: 54 records selected
SQL>

Example 4:

Finally, let’s use a wildcard. If we want to look at the entire table called ‘dvi_schedule’ we could
enter:

SQL> select * from dvi_schedule;

Fom e Fom Fom—— Fom +
| scheduleid | maxinterval | mininterval | offset | disable |
o Sy o o —_—— o —_—— +
| 1 ] "01-JAN-0001 00:00:10" ]| NULL | NULL | NULL |
| 254 | "01-JAN-0001 00:00:00" | NULL | NULL | NULL |
Fom e Fom Fom—— Fom +

Query Done: 2 records selected

It’s a small table, and we didn’t know what the attribute names in it were, so we just used the
wildcard character “*” where we normally would have listed the attributes.

Just as we did for Realanalog though, we could have requested the names of the columns from
the attributes table:

SQL> select name from attributes where
table_name="dvi_schedule”;

Fom +
| name |
o +

| “scheduleid® |
| "maxinterval® |
| "mininterval” |
I I
I I

"offset”

"disable*
Sy +
Query Done: 5 records selected
SQL>

See, you got the five names of the columns that appeared when we requested the whole table.

Be careful, though, about using wildcards on extremely large tables. Typically, this would be in
OE historical tables such as raw1, which can contain tens of millions of records. For example, if
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you use a wildcard, without any WHERE condition, on one of these tables you could run into a
nasty condition called - - THE KILLER QUERY!

Beware the killer query, especially when using
wildcards ‘“** without a WHERE condition

The tables we’ve been using so far in these examples are pretty small. If however, we
had a historical table with millions of pieces of data, we shouldn’t try to bring back
every attribute from that table by using a wildcard **” without some limiting
condition. Why? Because we have to be very careful about exhausting all our memory
with a KILLER QUERY'! A killer query is a query that brings back so many records
from the OE Database, that you run out of memory. As one of our OE Support
Engineers says, “Your system ends up in a smoking heap! And that’s not good a good
thing.”

If you are using Database Explorer, you will receive a warning if you request data
without any limiting conditions, but in the SQL Client, or certain third-party packages,
such as Microsoft® Excel, you don’t receive any warning.

For advanced users, there is a special database parameter, called:
guery_max_intermediate_record_count=number

located in the POLY.CFG file, that you can set to prevent killer queries from doing
any damage. This parameter is like a safety valve that basically cuts off the query
after a certain number of records. Specify a number which represents the largest
query you want to allow, and this parameter will prevent the query from returning
more records than that number. If you’re not sure what number to use, experiment a
little bit, before the system is active with live equipment. Try 10,000 to start, and
adjust the number up or down, slightly, depending upon your results.

®

o/

>
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INSERT command

The INSERT command puts information into the OE Database.
The basic syntax of the INSERT command is:
INSERT INTO table_name (attribute(s)) VALUES (value(s));

where  table_name is replaced with name of a table within the OE
Database, into which you want to insert data.

attributes(s) is replaced with the name of the attribute or
attributes (columns) into which you want to insert
data. The number of attribute(s) must match the
number of value(s).

value(s) is replaced with the actual data you want to insert
in the table. The number of attribute(s) must
match the number of value(s).

If you’re inserting more than one attribute at a time, separate the attributes with commas, and
separate the values, with commas.

For example, let’s say we have a table called accessareaconfig. (Access areas are a feature of OE
Database security which is discussed elsewhere.)

The accessareaconfig table has two attributes called *accessarea’ and “description’, and currently
has two accessareas defined, called ‘ALL’ and “operators’. The table is shown, below:

Fo o +
| accessarea | description |
e - +
| “ALL* | "Default Access Area” |
| “operators® | "Signals for operator use® |
e - +

To insert a new access area called ‘Administration’ with a description of *Signals for
Administrators only’ into the accessarea config table, enter the following:

SQL> insert into accessareaconfig (accessarea,description)
values ("Administration®, "Signals for Administrators only");
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To take a closer look at this command, see the figure, below.

This is the table into which

. X These are the names of the
data will be inserted

attributes (columns) into which

The INSERT command] the data will bi%

SQL> insert into accessareaconfig (accessarea,description)
values ('Administration', 'Signals for Administrators only');

\This is the actual data

which will be inserted
in the table

It’s important to note that the number of attributes (columns) into which you are inserting, must
match the amount of data you are putting in. So if you are inserting data into two columns, you
must have two items of data to put into those two columns.

NOTE: The data is isn’t actually entered in the database until you enter one additional
command, which we will talk about later. It is called the COMMIT command:

SQL> commit;

Once the COMMIT command has been run, the table will be updated. If you look at the table,
now, it will appear as shown, below:

o +
| accessarea description |
o +
| “ALL* "Default Access Area- |

| “operators®
| “"Administration*
e

"Signals for operator use-
*Signals for Administrators only® |
___________________________________ +

OpenEnterprise for Beginners A-11



Appendix A - Learning SQOL (A Crash Course for OE Users)

UPDATE command

The UPDATE command lets you change information for records that are already in the OE
Database.

The basic syntax of the UPDATE command is:
UPDATE table_name SET attribute=expression;
There is also an extended version which looks like this:

UPDATE table_name SET attribute=expression WHERE condition;

where  table_name is replaced with name of a table within the OE
Database.
attribute= specifies that attribute attribute is being set to the
expression value of expression expression. For example, if

the attribute is ‘value’ and the expression is ‘5.0
then “value=5.0" would go here.

WHERE is used to specify some sort of criteria to limit the
condition number of records (rows) affected by the
(optional) command.

Example:

Below, we’re showing the ‘name’ and “description’ attributes for two signals from the table
called *Signal_Table’:

Sy R +
| name | description |
e o +
| "RPC5:M1.PRES.IN" | =" |
| "RPC5:M1.TEMP.IN* | °* |

As you can see, the description column doesn’t have any useful information in it. We can use the
UPDATE command to assign descriptive information for these signals.

update signal_table set description ="MOTOR1 PRESSURE®" where
name ="RPC5:M1.PRES.IN";
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update signal_table set description ="MOTOR1 TEMPERATURE® where
name ="RPC5:M1.TEMP.IN";
commit;

Again, let’s take a close-up look at this command:

The column in the table
The name of the table which contains the items

you want to update you want to update

update signal table get description ='MOTOR1 PRESSURE' where name
='RPC5:M1.PRES.IN',

update signal table set description ='MOTORL
='RPC5:M1.TEMP.IN"';
commit;

where name

This tells you which criteria
you use for determining which
records to update

What this command says, is to go to the table called ‘signal_table’, find the records which have
those signal names (‘RPC5:M1.PRES.IN’ and ‘RPC5:M1.TEMP.IN), and change the contents of
their “description’ fields to say ‘MOTOR1 PRESSURE’ and ‘MOTOR1 TEMPERATURE’,
respectively. Again, the actual updating doesn’t occur until the ‘commit;’ statement is executed.

After running these statements, those attributes of the table will now look like this:

o o +
| name | description |
Sy Ry +
| "RPC5:M1.PRES.IN" | "MOTOR1 PRESSURE* |
| "RPC5:M1_TEMP.IN* | "MOTOR1 TEMPERATURE® |

You should be careful when you’re doing UPDATE commands. For example, what would
happen if we ran these commands again, but we left out the WHERE portion?

update signal_table set description ="MOTOR1 PRESSURE”;
update signal table set description ="MOTOR1 TEMPERATURE~;
commit;

Think about it, we’re saying go to the signal_table, and set the description attribute to ‘MOTOR1
PRESSURE’, but we haven’t limited it to any particular signal name, so ALL of the description
attributes for the entire table ‘signal_table” will be set to ‘“MOTOR1 PRESSURE’. Then, since
we have a second UPDATE statement, which also sets the description attribute, ALL the
description attributes would then be set to ‘MOTOR1 TEMPERATURE’. After you enter
COMMIT and both statements are run, the entire table will look similar to this:
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- +
| name description |
o +

"RPC5:M1.PRES.IN*"
"RPC5:M1.TEMP.IN*®
"RPC5:M1.DP.IN"
"RPC5:M1.DAILY.FLOW"

| "MOTOR1 TEMPERATURE"
I

I

I

| "RPC5:M1_HOURLY.FLOW"

I

I

I

I

"MOTOR1 TEMPERATURE™ |

"MOTOR1 TEMPERATURE® |

"MOTOR1 TEMPERATURE® |

"MOTOR1 TEMPERATURE™ |
"RPC5:M2"PRES. IN” |
"RPC5:M2.TEMP.IN*® |
"RPC5:M2_DP.IN" |

"MOTOR1 TEMPERATURE®
"MOTOR1 TEMPERATURE®
"MOTOR1 TEMPERATURE™

and it would continue on throughout the entire table.

As you can see, you have to be careful when using the UPDATE command.

DELETE command

As you might expect, the DELETE command removes records from the OE Database.

Be careful when using the DELETE command!

Use extreme caution when using the DELETE command. You are actually deleting
records from the OE Database. Make sure you enter the command correctly, or you could
accidentally delete an entire table, instead of certain records in the table.

The basic syntax of the DELETE command is:

DELETE FROM table_name WHERE condition;

where  table_name is replaced with name of a table within the OE
Database.
table_name is replaced with name of a table within the OE
Database.
WHERE is used to specify some sort of criteria to limit the
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condition number of records (rows) deleted. Typically, you
(optional) would enter an expression here, like WHERE
value < 20.

Example - Deleting a Signal

So for example, if you have a signal called RPC5:M1.TEMP.IN in the database, as shown in the
portion of the database, below:

o e +
| name | description |
- e +
| "RPC5:M1_PRES.IN* | "MOTOR1 PRESSURE* |
| "RPC5:M1.TEMP.IN* | "MOTOR1 TEMPERATURE*® |
| "RPC5:M1.DP.IN" | "MOTOR1 DIFF PRESSURE" |

delete from realanalog table where name="RPC5:M1.TEMP.IN;
commit;

would completely remove the signal RPC5:M1.TEMP.IN from the realanalog_table. Obviously,
you want to be very careful using this command.

Sy Sy +
| name | description |
e o +
| "RPC5:M1.PRES.IN* | "MOTOR1 PRESSURE* |
| "RPC5:M1.DP.IN" | "MOTOR1 DIFF PRESSURE" |

Be really careful. If you omit the “FROM?’ portion of the command, and the “WHERE’ portion,
you can obliterate the entire table. Don’t do that!!! Always specify a FROM and a WHERE.

Example - Using LIKE and the Wildcard in your DELETE Command

You can also use wildcards in the DELETE command (or the INSERT, UPDATE, or SELECT
commands, for that matter). They are used with a modifier called LIKE.

In SQL, the wildcard symbol ‘%’ (not the “*” we used earlier) means that a particular portion of
an expression can be anything. For example, if you have an expression that says

WHERE description LIKE ‘MOTOR%’
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that means the description must begin with “MOTOR’ but the %’ can be replaced with anything
else. So MOTOR1, MOTORZ2, or even MOTOR HOME would all be okay.

For example, say we want to delete all the signals from a table that have names starting with the
word ‘SYSTEM’. We can use:

delete from realanalog_table where name LIKE "SYSTEM:%";
commit;

COMMIT command

We’ve already used the COMMIT command in several of our examples, but we didn’t really talk
about what it does. Any SQL command which actually changes the database (i.e. it is writing to
the database, not just reading information) won’t actually be executed, untila COMMIT
command is run.

This is actually useful because you can enter several different commands that you all want
performed sequentially, and they won’t be executed until the COMMIT is issued.

So, in other words, if you are using the UPDATE, INSERT, or DELETE commands, they won’t
be executed until a COMMIT is entered, because they all change the contents of the OE
Database.

The advantage of COMMIT is that if you make a big mistake, and you haven’t typed commit
yet, you can exit out of the SQL Client, ending the session, without any of the erroneous
commands being executed, because you didn’t issue the COMMIT. (You can also type in the
command ROLLBACK to have the same effect, without ending the session.)

NOTE: The SELECT command doesn’t need a COMMIT, because it just reads data from the OE
Database; it doesn’t change the data, add new data, or remove data.

EXIT command

The EXIT command is pretty straightforward. It lets you shut down the SQL Client, thereby
ending your current session with the OE Database. The OE Database itself is still running, you
just aren’t communicating with it through the SQL Client.
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INCLUDE Command, and SQL Script Files - What Are
They?

Hopefully, after reviewing these examples,
you can see that SQL is a pretty powerful Why do th ey call them
language, and a great way to extract
information from the OE Database. These SCRIPTS?
examples have covered the basic stuff, that

you will need to know. When movie or TV directors create a new
movie or television program, they have actors
If you actually tried out the commands who recite lines of dialogue on a cue from the
with a real OE Database, you might have director, that were written ahead of time. These
noticed that typing in all these commands | [ines of dialogue are called a script. Similarly,
can be tedious. For that reason, we in SQL, script files contain a collection of
strongly recommend you make use of SQL | commands that are written ahead of time, by
script files, wherever possible. the SQL programmer. The script files are

executed ‘on cue” when an INCLUDE
command calls the script file.
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SQL script files are simply text files which include sequences of SQL commands. For example,
we could have typed some of our SQL commands into a text file in a text editor (such as
Notepad). Here we used some of our UPDATE commands, and saved them in a file named

‘mytestfile.SQL”:

update signal _table set description ="MOTOR1
PRESSURE" where name ="RPC5:M1.PRES.IN";
update signal_table set description ="MOTOR1
TEMPERATURE®" where name ="RPC5:M1.TEMP.IN";
commit;

mytestfile.SQL

Then, in the SQL Client, you can run this file, just as if you were typing it in, by including it,

using the INCLUDE command.

SQL>include mytestfile;

This will have the exact same result as if you entered it manually in the SQL client.

What are the advantages of using SOL files instead of typing commands in

directly?

There are several reasons why SQL files are more useful than just typing commands in directly:

e Inan SQL file, you can easily correct mistakes, because you’re using a text editor. It also
gives you the opportunity to check things over carefully, before you actually run the file.

e You have all the advantages of the text editor, for example, you can ‘Cut’ and *Paste’, ‘Find’
and ‘Replace’, etc. That allows you to generate large amounts of SQL statements quickly,

because you can re-use text from earlier statements.

e Perhaps the biggest advantage in using SQL script files is that you have a record of what
commands were performed. This allows you to go back and identify problems, if it turns out
you have a configuration error in the OE Database. It also allows you to re-issue those
commands at some time in the future, if you need to re-build some part of your OE system.
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Custom SQL Files Can be Very Useful...

Now that we’ve sold you on the idea of using script files (we hope, anyway), we want to strongly
recommend that when you do, you only call those script files from within the Bristol Custom
Files.

The Bristol Custom Files are a set of SQL script files which are
used on all customer projects. They are used for setting up REMEMBER:
various OE features such as the historical system, the security
system, etc. So if you have SQL statements you want to perform If you're creating

on a particular part of the OE system, find the appropriate your own scripts,
custom file, and call your SQL script file, from within that file. call them from within
This ensures that if need to see which SQL commands were the Bristol Custom

executed on the OE Database, you can find the file. If you don’t Files.
include a reference in the custom file, you might not remember
the name of your own script file, and then you’re out of luck.

The details of the custom files are beyond the scope of this manual; however, if you used the
Database Project Builder, discussed in Chapter 3, to build the database, these custom files were
created for you automatically. A special batch file called OERebuild.CMD can be used to rebuild
your database to its initial state using these custom files. You should only use this, though, if
you’ve kept the custom files up to date with your latest changes, otherwise, the rebuild would
overwrite all changes made since the initial custom SQL files were generated.

Where can | get more information?

Now that you’ve finished this appendix, you should have at least a minimal understanding of
what SQL is used for.

e If you’re really interested in Structured Query Language (SQL) you might want to look at the
Polyhedra SQL Reference Manual. In addition, since SQL is an industry standard, there are
numerous books available. Just stroll down the ‘Computers’ aisle of your local bookstore,
and you’ll likely find several books on SQL.

e If you’re really curious about all the different tables in OpenEnterprise, you can find
information in the OE Schema Reference Manual.

e |If you want to learn about Database Explorer, which is the other main method for looking at
the contents of the OE Database, please go to Chapter 4.
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